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About this guide

This document describes the procedures to provision, configure, operate, and monitor
ISA100 Wireless and WirelessHART field devices using the Wireless Device Manager.

Intended audience

This guide is intended for people who are responsible for planning, configuring,
administering, and operating the OneWireless Network.

Prerequisite skills

Itis assumed that you are familiar with the operation of the OneWireless Network.

Revision History

Revision Supported Date Description

Release

A 323 May 2022 Initial release of the document.

Required Honeywell documentation

The following guides and sources contain additional information required for deploying
OneWireless Network. It is recommended to have these guides readily available for

reference.

Document ‘ Description

OneWireless Network Planning | This guide provides information about planning, designing,

and Installation Guide and setting up the OneWireless network using WDM,
(OWDOC-X253-en) FDAPs, PCAP and field devices.

OneWireless Release Notes This document provides information about the new
(OWDOC-X252-en) functions and features in OneWireless.

OneWireless Wireless LAN This guide provides information about planning, designing,

Controller Configuration Guide |setting up, and configuring a OneWireless network using
(OWDOC-X255-en) WDM, FDAPs, PCAP, Cisco 1552S APs, and field devices.

OWDOC-X254-en-323A



ABOUT THIS GUIDE

OneWireless Process Control
Access Point (PCAP) User Guide

(OWDOC-X718-en)

This guide describes the

procedures to install, configure, and operate Process
Control Access Point (PCAP).

OneWireless Field Device Access
Point (FDAP) User’'s Guide

(OWDOC-X256-en)

This document describes the procedures to install,
configure, and operate Field Device Access Point (FDAP).

OneWireless Migration User’s
Guide

(OWDOC-X258-en)

This document assists you in understanding, planning,
and performing the migration of the OneWireless Network.

OneWireless Parameter

Reference Dictionary

(OWDOC-X260-en)

This guide provides information about the parameters
associated with OneWireless devices.

Wireless Device Manager Secure
Communication Guide

(OWDOC-X584-en)

This document provides information about installation,
configuration, and setup of Secure Communications for a
WDM or a system including a WDM to deploy Honeywell

Secure Communications.

You can download Honeywell documentation from https://process.honeywell.com website.

OWDOC-X254-en-323A
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Introduction

Overview of Wireless Device Manager

What is Wireless Device Manager?

The Wireless Device Manager (WDM) allows you to design, commission, configure, and

monitor wireless network. You can also configure and commission the associated field

devices from a centralized location. The WDM acts as a network gateway enabling third-

party applications to communicate with field devices.

What is new in OneWireless R323?

e FDAP Gen3 Anchor hardware introduction with RTLS only capability

e Tag hardware introduction

e MQTT interface support

e Safety Watch integration

e Security Improvements

e Customer PAR fixes

Functions of WDM

The WDM performs the following roles and functions.

Table.1. WDM roles and functions

Role ‘Functions

Gateway

Acts as the communication interface for supported field devices.

Provides wireless field device data cache for the OneWireless user interface
and the external control systems.

Allows communication between wired HART devices with OneWireless
Adapter and the asset management system.

System Manager

Manages field device network and devices.
Establishes communication between the devices.
Performs policy-based control of the network runtime configuration.

Monitors and reports the communication configuration, performance, and
operational status.

Security Manager

Provides security keys to the Provisioning handheld devices that are used
for issuing security keys to the field devices.

Authenticates the provisioning data with which a field device tries to join the
network.

OWDOC-X254-en-323A 11



INTRODUCTION

Initiates key rotation for the field devices.

Maintains session key for each device in the network.

Hardware description of WDM

' Honeywell

P:R \“! Rt T2 Ra2

& ot ssm iR VT

HOX0)

. . L e 997 Process Control
Field Device Network z 3 Network (PCN) port
(FDN) port
o | .Ifz Redundancy (RDN)
USB ports S @ port

N
COM ports
%

COM1

VGA
@ E-_)>
SB uUsB
[ ey

USB ports

Fig.1. WDMX hardware
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Table.2. Description of WDM ports

Port name Description

Field Device Network (FDN)
port

Used for connecting the WDM with FDAPs/Access points.
\Attention

The FDN port is also known as the “FIN - Field Instrument Network” port in
some WDMs.

Process Control Network
(PCN) port

Used for connecting monitoring clients and external controllers.

Special Interface Network
(SIN) port (only for WDMY)

Used for connecting 3rd party client applications existing on different
network than a DCS network such as Vibration Analyzer tools etc. The client
application can talk to WDM over SIN port using any of the existing interface
in WDM other than CDA, collect required data from wireless transmitters.

Attention

The WDM contains an embedded firewall that restricts the data routing between the two network ports.

COM ports Used for connecting to devices such as modems, terminals and various
peripherals.
¢ WDMS — Has three serial ports, two of which can be used as
standard RS232 ports and the third port can be used as an RS485
port.
e WDMX — Has two serial ports, one of which can be used as standard
RS232 port and the other can be used as an RS485 port.
e WDMY — Has four serial ports, two of which can be used as standard
RS232 ports and the remaining ports can be used as RS485 ports.
USB ports Used for connecting USB flash drives. In addition, USB ports are used for

connecting the PDA or provisioning device.
e WDMX — Has four USB ports
e WDMY — Has two USB ports

RDN (redundancy) port

WDM Virtual (WDMX/WDMY/WDMV)— Supports redundancy, implements
redundant private path over RDN port, which is connected to the partner
WDM through a crossover cable.

For more information about the technical specifications of the WDM models, see the

specifications document available in the Honeywell Process Solutions website.

LED Behavior of WDMY

The following table describes the LED indicators located on the front panel of WDMY.

OWDOC-X254-en-

323A 14



Table.3. LED indicators

LED name Status Function
d) Green Power is on and the computer is functioning normally
Power
Off Power is off
Storage 1 (CFast)  [Yellow Blinking: Data is being saved or retrieved
8 Off No data transmission
LAN 1/2/3/4 Green Steady on: 100 Mbps Ethernet link
Blinking: Data is being transmitted
Yellow Steady on: 1000 Mbps Ethernet link
Blinking: Data is being transmitted
Off 10 Mbps Ethernet link or LAN is not connected
Tx 1/2/3/4 Green Blinking: Data is being transmitted
Off No connection
Rx 1/2/3/4 Yellow Blinking: Data is being received
Off No connection

OWDOC-X254-en-323A
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INTRODUCTION

Redundancy Status Identification of WDMY

The following image explains the redundancy status identification of WDMY.

* Redundancy Status Identification using DO
* LED Connection Details
1k Ohm [h) 1k Ohm [h)
DI po 1 NI DI DO AP DI
1 LED1 _— +—)llb Il 1 LED1 /W g [E Il 1
2 —=2— I I 2 —=2— O ] 2
3 1k Ohm 3 u LE 3 1k Ohm 3 u LD 3
4 LED2 4 E T;D 4 LED2 4 ) E ZH
. i T i
GND Source Il i ’I'ﬂ | GND Source r{ i ﬂ] | GND
) )
Non Redundant WDM Primary WDM Secondary WDM
* LED Status Indication
¢ LED1 - Redundant Status
¢ LED2 — Sync Status
LED1 LED2 ] LED1 LED2 LED1 LED2
Non WDM‘ OFF ‘ OFF ‘ Primary WDM ‘ ON ‘ ON ‘ y WDM ‘ ON ‘ OFF ‘
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About the OneWireless user interface

The WDM provides an HTTP/HTML5-based user interface for configuring and monitoring

all the devices connected to a network. To start managing the wireless field device network,

you first need to configure the WDM. When you access the OneWireless user interface for

the first time, the WDM needs to be configured using the First Time Configuration Wizard.

After that, you can use the user interface for provisioning, commissioning, configuring,

monitoring, and decommissioning Process Control Access Points (PCAP), Field Device
Access Points (FDAP), Access Points, and field devices.

In addition, the user interface can be used for performing the following tasks.

Network maintenance
Security configuration
Device configuration and maintenance

Operator activities

The following are some of the benefits of OneWireless user interface.

Is simple and easy to use

Reduces commissioning time

Reduces security threats with secured HTTPS-based user interface

Provides simultaneous access to WDM using multiple logon sessions

Supports device diagnostics summary display and related reports capability
Supports effective node failure diagnosis

Simplifies integration of the wireless field devices with process control interfaces

Defines the application as an intranet application which trusts the system in a
controlled network.

Overview of the OneWireless Network setup

Set up the OneWireless Network in the following sequence.

1

oW

Install and configure the WDM.
Power up and provision all the Access Points (PCAP, FDAP2, FDAP Gen3).
Power up and provision all the FDAP routers.

Power up and provision all the field devices.

OWDOC-X254-en-323A



GETTING STARTED WITH WDM

Getting started with WDM

Mounting WDMX

Mounting WDMX on DIN-Rail

1. Screw the provided DIN-Rail Kit onto the rear side of the WDMX as illustrated in the

&m | .
e [ °

2. Hang the WDMX onto the DIN-Rail with an angle of inclination about 30 degrees.

3.

following figure.

..

AN

o O

Lower the WDMX straight down to slide over the Rail smoothly.

O

ATTENTION

To remove the WDMX from the Rail, push down on the top of the WDMX,
and then pull the bottom of the WDMX away from the Rail to disengage
smoothly.

OWDOC-X254-en-323A
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Mounting WDMX on a flat surface

1. Screw the provided Wall Mounting Kit onto the rear side of the WDMX as illustrated in
the following figure.

//V ;

Fad

LB
® @

2. Mount the WDMX on the wall using the 2 pairs of mounting holes.

u R @Y. B
LRI AT LRI

Fig. 3. Top view of the WDMX
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GETTING STARTED WITH WDM
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GETTING STARTED WITH WDM

Mounting WDMY
Mounting WDMY on DIN-Rail

1. Use four screws included with the kit to attach the DIN-rail mounting bracket to the
WDMY'’s rear panel and tighten the screws to secure the bracket to the WDMY as

illustrated in the following figure.

2. Insertthe top of the DIN rail into the slot just below the upper hook of the DIN-rail

mounting kit.

lStep 2

| »
| |

3. Pressthe WDMY towards the DIN-rail until it snaps into place.

OWDOC-X254-en-323A
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Mounting WDMY on a flat surface

1. Usetwo screws for each bracket and attach the brackets to the rear of the WDMY as

illustrated in the following figure.

OWDOC-X254-en-323A
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GETTING STARTED WITH WDM
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Fig.6. Top view of the WDM
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GETTING STARTED WITH WDM
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Fig. 8. Bottom view of the WDM
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Connecting WDM and other OneWireless components

For more information on this section, see the OneWireless Wireless LAN Controller Configuration Guide (OWDOC-
X255-en).

Prerequisites
e Ensure that you provide the maximum power requirement of 48 W (10 ~ 36 VDC).

e Ensurethatyou have an FDN Ethernet switch when connecting multiple
FDAPs/PCAPs/Access Points to the WDM.

e Ensure that you have Ethernet cables required for connecting the devices.
e Ensure that you have redundancy Ethernet cable for connecting the devices.
e |dentify the location for mounting the devices.

Establish physical connection between WDM and Cisco 1552S Access Point
1. Connectthe Ethernet cable from the Ethernet port on the Cisco 15525 Access Point
(AP) to the non-trunk port on the Cisco switch.

2. Connect the Ethernet cable from the FDN port on the WDM to the non-trunk port on
the Cisco Switch.

For more information about installing a Cisco 1552S AP, see the respective Cisco user

documentation.

Establish physical connection between WDM and FDAP/PCAP

Connect the Ethernet cable from the FDAP/PCAP to the FDN port on the WDM. OR

If you are using multiple FDAPs, you can use an Ethernet switch to connect the FDAPs to
the WDM.

For more information about installing and setting up the FDAP, see the Field Device Access Point User’s Guide.

For more information about installing and setting up the PCAP, see the Process Control Access Point User’s Guide.

@ WDM has the capability to act as the DHCP Server for the Field Device
Network. However, if you are configuring an external DHCP Server for the
ATTENTION |network, ensure you connect the DHCP Server to the switch during this

stage.

OWDOC-X254-en-323A
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GETTING STARTED WITH WDM

Establish physical connection between WDM and a computer

1. Connectthe WDM power cable to a DC power supply.

2. Connect the Ethernet cable from the computer’s network port to the PCN port on the

WDM or to a switch connected to the PCN port.

Power up the components

After establishing connection with the WDM, power up the WDM, the FDAPs, PCAPs and

the Access Points.

address from the network.

@ When powering up the WDM, if a duplicate IP address is configured on
either the PCN port or the FDN port, the WDM startup operation ends, and
ATTENTION 'no IP address is assigned. To recover, you must resolve the duplicate IP

NOTE

modules.

E PHYSICAL ACCESS TO CRITICAL DEVICES

The malicious operation of critical Wireless device manager and
access points result in system shutdown, starting the system
unexpected system start up or restart, or otherwise impact process
control. The critical Wireless device manager includes network
switches for I/0 network and host communication network, I/0
Modules, power supply modules, and simulator. Critical
OneWireless modules Include: Wireless Device Manager, Field
Device Access Point, Access Point, WirelessHART field devices,
Provisioning Device handheld, Switches. For maximum security,
the Wireless device manager must be placed in a cabinet or locked
closet to protect against unauthorized access to the critical

OWDOC-X254-en-323A
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Establishing communication between OneWireless Network and Experion

system

To establish communication between OneWireless Network and Experion system, connect
an Ethernet cable from the PCN port of the WDM to the top-level yellow Level-2 switch port
on the Experion network. If you have a secondary WDM, connect an Ethernet cable from the

PCN port of the secondary WDM to the top-level green Level-2 switch port on the Experion
network.

@ Ensure that the Experion Level-2 switch port where the WDM is connected,

is set to auto speed, auto duplex.

ATTENTION . . .
Ensure that the Experion Level-2 switch port where the WDM is connected,

has spanning-tree port fast enabled

OWDOC-X254-en-323A 29



GETTING STARTED WITH WDM

Configuring network properties on the computer

Before migrating, you must configure the network properties on your computer to use a
different IP subnet. This is because you cannot use the default FDN IP address of WDM
(192.168.0.1) for migration.

Prerequisites

A desktop or a laptop computer for accessing the OneWireless user interface.

@ The steps in the following procedure are specific to Microsoft Windows XP
operating system.

ATTENTION

To configure network properties on the computer

1. Perform one of the following steps to open the Network Connections dialog box.
=  Choose Start > Settings > Network Connections. Or
= (Choose Start > Control Panel > Network Connections.

2. Right-click the network port connected to the WDM and click Properties.

3. Onthe General tab, select Internet Protocol (TCP/IP) check box, and then click
Properties.

@ Note down the current settings in Internet Protocol (TCP/IP) Properties so

that, if necessary, you can return to their original values.
ATTENTION

4. Configure the IP address and the Subnet mask as 192.168.0.x and 255.255.255.0
respectively.

@ Do not configure the computer with the default IP address of the WDM,

192.168.0.1.
ATTENTION

Click OK to close the Internet Protocol (TCP/IP) Properties dialog box.

5
6. On the General tab, click Configure.

=

Click the Advanced tab and then in the Property list, click Speed & Duplex.
8. Inthe Value list, click Auto and then click OK.

9. Click OKand close all the open dialog boxes.

f} You must turn on a single WDM at a time, at the default address because
the second WDM removes itself from the network if its duplicate address
CAUTION (js detected. The removed WDM does not recover unless power- cycled.
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Logging on to OneWireless user interface

Prerequisites

e One of the following recommended Web browsers must be installed on the computer.

— Mozilla Firefox 82.0.2 and above
— Edge 86.0.622.38 and above
— Google chrome 86.0.42 and above

e Honeywell recommends a browser resolution of 1280 X 1024. Any resolution is
supported but it may be necessary to navigate scrollbars or adjust zoom levels to view
the entire interface.

If you are using Internet Explorer, on the Tools menu, click Internet Options, click the
Advanced tab, clear Do not save encrypted pages to disk check box in the Security area,
and then click OK. (This is the default Internet Explorer setting.)

Perform the following steps to log on to the OneWireless user interface.

To log on to OneWireless user interface

1. Openthe Web browser and type the URL for the WDM in the address bar.

If you are logging on to the user interface for the first time from the PCN side of the
network, use the default. address, https://192.168.1.1 for logging on to the user
interface. If you have connected to FDN side of the network, you must use the IP
address 192.168.0.1.

2. Ifasecurity warning appears, confirm or allow the security exception.

3. Inthe User ID and Password fields, type the user name and password, and then click
Login.

Configuring WDM using the First Time Configuration Wizard

Considerations

After installing the WDM, you need to configure the WDM to enable it to function in the
OneWireless Network. The First Time Configuration Wizard guides you through the initial
configuration of the WDM. The First Time Configuration Wizard appears only when you log
on to the OneWireless user interface for the first time or after the WDM is deleted (returning
to factory defaults).

The following are some of the network configuration rules that you must follow while
configuring the network properties.

e FDNand PCN must be on separate subnets.
e FDNIP address must be outside the FDAP IP address range.

e FDN subnet mask mustinclude FDN IP address and FDAP IP address range.
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e Default PCN gateway must be on the same subnet as PCN.

@ If you are performing a migration, skip this section and proceed with the tasks available in
the OneWireless Migration User’s Guide.
ATTENTION

To configure WDM using the First Time Configuration Wizard

Use Default Configuration

All the settings is configured with default values in this option.

1. Logontothe OneWireless user interface using the default User Name and Password.

The First Time Configuration Wizard appears.

2. Onthe Welcome page of the First Time Configuration Wizard, select Use Default

Configuration and click Next.

CD Default IP addresses are taken for FDN, PCN and SCN in Default

Configuration
ATTENTION

Welcome to OneWireless

This wizard will guide you

3. Provide Tag Name, Country Code, Description in the Wireless device manager

settings page and click Next.
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Automatically Configured Setup

Wireless Device Manager Identification Redundaney Conflguration

DM cf

Redundancy Role

Enable Redundancy for WOM

The Tag Name is the unique name that is used to identify the WDM. [t can be up to 16
characters long and must begin with an alphabetic character. Do not use special
characters in the Tag Name “;” underscore is the only acceptable character. After
completing the initial configuration, you cannot change the WDM name.

The Description can be up to 255 characters long.

4. To configure redundant WDM, under Redundancy Configuration, configure the
following:

a. Select Enable redundancy for this Wireless Device Manager check box.

b. Click the Redundancy Role, as required. You can select either Primary or
Secondary option depending on the redundancy role.

@ Some of the settings may be disabled while configuring Secondary WDM

as it follows the settings from the Primary WDM.
ATTENTION

@ When redundancy is enabled, the primary WDM is assigned physical ID

A and the secondary WDM is assigned physical ID B. The physical IDs
TIP are displayed in the Ul during normal operation. Tagging the physical
hardware with matching labels makes it easy to distinguish the WDMs
later.

@ If you have selected the Redundancy Role as Secondary in the Wireless
Device Manager Settings page, then the Location Settings page

ATTENTION |gptions are disabled.

5. Under Location, select the Country Code. The country code is used to define any
location-specific settings within the OneWireless Network. For example, radio

frequency options are location dependent and vary depending on the country code

settings. After completing the first time configuration, you cannot modify the Country

Code.
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GETTING STARTED WITH WDM

ATTENTION |Property Panel.

@ If an incorrect partner PCN IP address is configured, WDM does not
synchronize. The incorrect PCN IP address can be reconfigured on WDM

6. The Administrator Information page appears. Provide the Username, password and

click Next.

Automatically Configured Setup

Administrator Name & Password

™

or

Administrator Name

Confirm P;

7. You can view the details in Configuration Summary page with default values.

natically Configured Setup

WDM Identification Network ID

woml

Redundancy Location

No UNITED STATES (840)

Field Device Network (FDN)

19216801

192 1680101
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Automatically Configured Setup

Process Control Network (PCN) Time Settings Administrator Information

19216811 2552552550 0000 Yes sdmunistrator

Special Interface Networ 04/27/2021

0000

8. Verify the WDM settings and click Finish.
9. After completion, use a default PCN IP Address to access OneWireless User Interface.

10. You can see the progress as shown below.

11. The following page appears after completion.

Disclaimer

markings, or s ents included on such
information.
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Manual Configuration Wizard

1. Onthe Welcome page of the First Time Configuration Wizard select Manual
Configuration Wizard and click Next.

Welcome to OneWireless

This wizard will guide you through the steps necessary to set up your new OneWireless System.

Choose the type of Configuration

() Use Detault Configuration D) Manual Configuration Wizard Restore From Backup

2. Provide Tag Name, Description, Partner PCN IP address in the Wireless device
manager settings page and click Next.

Manually Configured Setup

&

12

Redundancy Configuration

Managar Nar y ontify) Manager within Selact the 'Enable Radund; 2 as part of a pair
may alsc y terfaces such redundant Wireless gers. VOM witl fail to
ze.

Tag Name Redundancy Role

wdml || Enable Redundancy for WDM ) primary () Secondary

Des Partner PCN IP address

3. Toconfigure redundant WDM, under Redundancy Configuration, configure the
following:

a. Select Enable redundancy for this Wireless Device Manager check box.

b. Click the Redundancy Role, as required. You can select either Primary or
Secondary option depending on the redundancy role.

c. Inthe Partner PCN IP Address box, type the PCN IP address of the partner WDM.

@ If an incorrect partner PCN IP address is configured, WDM does not
synchronize. The incorrect PCN IP address can be reconfigured on WDM
ATTENTION (Property Panel.
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4. Inthe Location and Protocol page provide the Country Code, Protocols, ISA100
Network ID and WirelessHART Network ID.

5. Under Network ID, type the ISA100 Wireless Network ID. The ISA100 Wireless
Network ID is a unique identifier for the network. It must contain a value between 2
(default) and 65435. After completing the first time configuration, you cannot change
the Network ID. The WirelessHART Network ID is calculated based on the ISA100
Wireless Network ID. It is always +100 of the ISA100 Wireless Network ID value. If
ISA100 Wireless Network ID is 2, then the WirelessHART Network ID is 102.

E When multiple OneWireless networks (WDM'’s) are installed in the plant,

make sure unique a Network ID is used.
NOTE

Manually Configured Setup

|

" XK

Location Settings Enabled Protocols

SHART Network 1D

6. Inthe Network and Time page provide the FDN IP Address, FDN Subnet Mask, PCN
IP Address, PCN Subnet Mask, Access Point IP Address, Default Gateway and select
the check box Enable DHCP Server (Assign addresses to Field Device Access Point).

erver(Assign addresses to Field Device

To Default Gateway

0000

7. Under Field Device Network (FDN), configure the network settings for the wireless

field device network as follows.
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e Field Device Network IP Address: These settings are used to configure the wireless
field device network Ethernet connection for the WDM. This is used for

communication with FDAP. This field can be edited at any pointin time.

@ ° The IP address must be unique on the network, even if a

redundant WDM pair is being configured.

ATTENTION
o After completing the initial configuration, you cannot change the

Field Device Network IP Address specified in the First Time
Configuration Wizard.

e Subnet Mask: A subnet mask identifies the bits of an IP address that are reserved for
the network address. For example, if the IP address of a particular node is 192.168.2.3
with a subnet mask of 255.255.255.0, the subnet mask indicates that the first 24 bits
of the address represent the network address. The last 8 bits can be used for
individual node addresses on that network.

e Assign Addresses to Field Device Access Points (Enable DHCP Server): Select this
check box to enable the WDM to act as the DHCP Server. Ensure you do not select the
check box if the network has another DHCP Server. It is recommended to enable the
WDM to act as the DHCP Server.

o Field Device Access Point IP Address: This option is enabled only if you have selected
the Enable DHCP Server check box. Accept the default range or configure the IP
address range according to the network settings in the plant network. The WDM that
acts as the DHCP Server assigns IP addresses based on the range specified. Ensure
that the IP addresses of the Access Points are not within the DHCP address range.

e Ifyou do notenable DHCP Server during the first-time configuration, it is possible to
enable this at a later stage using the Property Panel.

@ DHCP server configuration option is disabled on a secondary WDM.

ATTENTION

8. Under Process Control Network (PCN), configure the process control network
settings as follows.

e Process Control Network IP Address: The process control network settings are used
to configure the process control network Ethernet connections for the WDM. This is
used for communication with monitoring applications and external controllers.

@ The IP address must be unique on the network, even if redundant WDM

pair is being configured.
ATTENTION

e Subnet Mask

e Default gateway: Used to access the subnets outside the PCN subnet. This is an
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optional configuration option.

9. Inthe next page, provide the SIN details such as SIN Subnet Mask, SIN IP Address
Default Gateway and select the Network Time.

Manually Configured Setup

Network Time

The network time settings isabled on the sacondary WOM. Uy

et the FON interface. By defaull U

| Enable Special Interface Network

SIN Subnet Mask

10. Under Special Interface Network (SIN), configure the network settings for the special

interface network as follows.

e Special Interface Network IP Address: These settings are used to configure the
special interface network Ethernet connection for the WDMY. The SIN port is used for
connecting 3rd party client applications existing on different network than a DCS
network such as Vibration Analyzer tools etc. The client application can talk to WDM
over SIN port using any of the existing interfaces HART, MODBUS, Enraf, GCI, OPC in

WDM and collect required data from wireless transmitters.

@ The IP address must be unique on the network, even if a redundant WDM

pair is being configured.
ATTENTION

e Subnet Mask:

e Default gateway: Used to access the subnets outside the SIN subnet. This is an

optional configuration option.

@ The network time settings configuration is disabled on the secondary
WDM. Upon synchronization, the secondary WDM syncs time from primary
ATTENTION |gver the FDN interface.

11, Click Use NTPServer or Use System Time, as required. You can use either the NTP
server or system time to configure the network time of the OneWireless Network.

@ e By default, the network time is configured as the system time.
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GETTING STARTED WITH WDM

ATTENTION e  Consider the following while configuring an external NTP server.
—  NTP server must be on the PCN or FDN.

—  NTP server IP address must be within FDN or PCN subnet unless a
default gateway has been configured on the PCN subnet and the
NTP server is accessible through the default gateway.

— Do notoverlap NTP server IP address with the FDN and PCN IP
addresses.

— Do notoverlap NTP server IP address with FDAP IP address range,
if DHCP Server is enabled.

12. If you are selecting NTP server, enter the NTP Server IP Address and click Next. The

Administrator Information page appears.

13. Type the user name and password in the Administrator Name, New Password, and
Confirm Password fields.

= The default username configured for the WDM is administrator. You can
change the default username in the First Time Configuration Wizard, if
required. However, you cannot change the username after completing the

initial configuration.

= The password must be between 8 and 32 characters and shall have one

uppercase, one lowercase, one numeric and one special character.

@ When setting up a redundant WDM pair, it is recommended that the same

default username and password are configured on primary and secondary
ATTENTION \WDM. This is because when the primary and secondary WDMs
synchronize, the secondary WDM's user account information is overwritten
by the user accounts configured in the primary. Providing identical
configuration on both WDMs, avoids confusion related to login credentials
when the WDMs synchronize.

Manually Configured Setup

Administrator Name & Password

The default user figun
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14. The Configuration Summary page appears which displays the summary of all the

configuration information specified in the First Time Configuration Wizard. An

incorrect entry is indicated by a warning icon.

Manually Configured Setup

WDM Iidentification Network ID

1SA100

Location

[

UNITED STATES (840)

Manually Configured Setup

Time Settings
Usa System Tima
Yes
Date

Special Interface Network (SIN) 04/27/2021

] IP Address

No 19216821 255255 2550 030507 PM

Sy

2552552550

Paint 1> Address Fror

1921680101 192 1680200

r Administrator Information

Adrmin Name

administrator

15. Verify the WDM settings, correct errors if any, and then click Finish. The Finish button

is disabled if there are any errors in the configuration information that you have

provided.
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GETTING STARTED WITH WDM

Automat figured Setup

ntrol Network(PCN) —M8M8M8M r Administrator Information

16. You can see the progress as shown below.

42%%

nfiguring

17. The following page appears after completion.

Disclaimer

information.
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Restore from Backup
1. Onthe Welcome page of the First Time Configuration Wizard select Restore from

Backup and click Next.

Welcome to OneWireless

This wizard will guide you through the steps necessary to set up your new OneWireless System.

Choose the type of Configuration

figuration LELTTE nfiguration Wizard B e From Backup

@ For R321.1 or prior releases, a conversion tool is required to
update the backup file and make it compatible with R322.1
ATTENTION

2. Restore from Backup can be done by the following ways:

= USB Connected To WDM: Select a backup file from a USB device connected
to one of the USB ports on the Wireless Device Manager.

= Network Backup Location: Specify a UNC path to SMB network attached
storage an select a backup file from the list of backups at the location.

= File Upload from Local: Select a single backup available from location

accessible from the computer you are currently using.
File Upload from Local

1. Select File Upload from Local and click Next.
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GETTING STARTED WITH WDM

From Backup

2. Browse the file and click Upload.

rom Backup

3. ltwillask for encryption password

E A password is required for restoring the backup

Contact GTAC for migrating the old backup files to new file format

NOTE . .
encrypted with user defined password

4 Click Next.
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From Backup

HAME BACKUPDATE DESCRIFTION

Automatic backup create:

5. Click Restore.

e From Backup
vice Network

ntrol Network (PCN)

File Details Natifications

21-04-15T12 p created on 8715721

Brimary

is disabled if there are any errors in the configuration information that you have
provided.

7. You can see the progress as shown below.

8. The following page appears after completion.

Verify the WDM settings, correct errors if any, and then click Finish. The Finish button
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Disclaimer

dngs, or statements
informa
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Understanding the OneWireless user interface

= Honeywell

= Honeywell

far o

After configuring the WDM using the First Time Configuration Wizard, the following
OneWireless user interface appears.

1SA100 WirelessHART

Aug 11,2021, 123400 PM

Fig.9. OneWireless user interface
The OneWireless user interface comprises of the following main elements.

e Left Navigation Menu bar: Consists of Home, Main menu, Action menu and
Logout. It gives an access to various functions for monitoring and maintaining the
OneWireless Network. These user interface controls are contextual and are enabled
based on user role and devices/channels selected in the Map location.
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e Dashboard parameters: It consists of parameters such as System Performance,
Interface Performance, Inventory, Battery, Bandwidth Utilization, System

Information, Security and License
e Map Location: Provides a visual representation of the OneWireless Network.

e Status bar: Provides an overview of the network status by displaying the number of

online devices, active alarms, WDM redundancy status,

¢ Notification list: It provides the progress of any maintenance operation.

Dashboard parameters

e System Performance:

Provides information about System health parameters like CPU, RAM, Attribute,
AP License and Device License. This can be used to determine the cause of

problems by measuring the performance of hardware, software services, and
applications. When any of the values shows more than 80%, then . icon

changes to . icon for the corresponding attributes.

System Performance

® cru
RAM

@ Attribute

AP License

Device License

e |nterface Performance:

Provides the information about individual external interface bandwidth
utilization. Rate 0% means the interface might be disabled or no communication

between client.

Interface Performance

@® MODBUS 6%
@ HART 0%

OPC 94 %

@ @® cDA 0%
@® GCl 0%

@ ENRAF 0%
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e Inventory:

Provides an overview on number of devices and Access Points connected to the
OneWireless network.

E.M Inventory

(@ Access Point () Devices

[ Inventory

ccess Point #) Devices

SA100 (@) WirelessHART

This page is read only, by default it is selected as Access Point.

o Battery:

Provides the battery usage of devices connected to OneWireless network.

«": ) WirelessHART

High 180

@ Medium 1

22

LOw
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GETTING STARTED WITH WDM

e Bandwidth Utilization:

Provides the bandwidth utilization of Access point, FDAP as Router, ISA100 as
Router and WirelessHART Router connected to OneWireless network.

"Q Bandwidth Utilization (D Bandwidth Util

(@ Access Point (O FDAP Router () Access Point @ FDAP Router
() ISA100 Router () WirelessHART Router 5 I1SA100 Router () WirelessHART Router

(:l'\ Bandwidth Utilization ‘L\ Bandwidth Utilization

(O Access Point () FDAP Router () Access Point () FDAP Router
(@ ISA100 Router (O WirelessHART Router () ISA100 Router @ WirelessHART Router

e More:

Provides information on System Information. Security and License
System Information:
Provides the list of users logged in, last Backup information and WDM model.

Maore

System Information

21 | 1012 PM

e Security:

Provides the information on seccurity configuration of system and green color
indicates enabled and grey color indicates disabled.

Security
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e License:

Provide the information on license installed.
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GETTING STARTED WITH WDM

Selection Panel: The Selection Panelin the OneWireless user interface provides a list of all
the devices configured in the OneWireless Network. See Manage Devices section for more

information.

= Honeywell

Property Panel: The Property Panel in the OneWireless user interface under Manage
Devices provides configuration properties of all the devices configured in the OneWireless

Network. See the Property Panel section for more information.

Aug 10, 2021, 12048 PM

Manage Filters: The Filter option allows you to customize the device list by filtering the
devices. By default, all the devices appear in the device list. You can filter by Device Type,
Device Status, Vendor, Model, Power Source, Alarm Priority, Hop Level, and Maps.
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Ao 10, 2021, 20059 PM

@ When you set a filter, various system views are altered. For

example, the map highlights only the devices for which the filter
ATTENTION |option is applied.

Filter includes an option to filter by Map. This includes the
Unplaced map so any device that has not been placed on a
map can easily be detected. Note that since a device can be
placed on more than one map, it can appear in the set of
filtered devices for different maps.
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The following sections explain each element of the user interface in detail.

Left Navigation Menu bar

ﬁ} HOME

(@

@)

MOMNITORING

Al ARME & EVENTS

REPORTS

ACTIONS

e |
@ ¥

BE

L

U}

IOMING

MAMNAGE DEVICES

SINGLE SIGM ON

CHAMMELS

FRMWARE UPGRADE

EXTERMAL INTERFACES

MAMNAGE LICENSES

LOGOUT

The Left Navigation Menu bar in the user interface is described in the following table.
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Tab/icon ‘Description

Home

Home menu contains several dashboards for real time
monitoring of OneWireless network health. It mainly contains
status indicators like system performance, interface
performance, inventory, battery, bandwidth utilization, system

information, security and license.

See section “Left Navigation Menu bar “for more details.

= Honeywell

Main Group

Monitoring

MOMNITORING

Monitoring menu displays all the maps configured in the WDM.

Use the Monitoring menu to add, configure, and commission wireless
field devices and monitor the devices in Map view. For more information

about the map view, see the section About map view

ATTENTION

The Monitoring tab is disabled on the secondary WDM.

Alarms & Events

()  ALARMS & EVENTS
i i

The Alarms & Events menu displays the alarms and system events
generated by the wireless field devices in a tabular format. An alarm is
generated whenever an abnormal condition occurs. An event is any
significant change in the system and includes alarms and operator
actions. The Alarms & Events menu contains the following sub

elements.
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The Active Alarms tab: Lists the active events in the system with

more details like priority, event class, category, source, location,

start time and description.

The Alarms/Events History tab: Provides a tabular view of the
events. It is possible to export the alarm log and the event log for

a particular period.

Reports

Reports menu displays device performance and connectivity reports.

Use the Reports menu to generate and view predefined reports that are
used to maintain and optimize the network and the field devices.

The following are the reports that can be generated:

Battery Life

Device Health Overview
Device Summary
Device History
Connection Summary
Connection History
Inventory Summary

Availability Summary

For more information, see “Generating reports”

Actions group

Provisioning

AT
(<) PROVISIONING

ou can choose the type of device to be provisioned and delete WDM or

Devices from this option.

See section “Provisioning “ for more information.
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Note the following points while deleting a device from the network.

Deleting a joined ISA100 Wireless device removes the
provisioning data and the configuration data from the device
and the WDM. Also, the device restores to factory default
state.

Deleting a joined WirelessHART device removes the
provisioning data from the device and all the information
about the device from WDM.

Deleting an offline device removes the provisioning data and
the configuration data of the device only from the WDM. The
provisioning data and the configuration data must be
manually cleared from the device using the PDA.

Note: For the secondary WDM, only the Delete WDM option is
available.

Manage Devices

() MAMAGE DEVICES

Manage devices lists all the devices in the network (selection panel.

ou can read and write the properties, view alarms/events for all the

devices.

For more information, see “Manage devices”
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Single Sign On WDM supports single sign on feature.

User can configure the WDM for single-sign on using this option.

ol — —
'\@) SINGLE SIG

Channels

E]@ CHANNELS

e Activate: Activates all the channels of the selected field device.
Clicking the Activate button transitions the field device channel
state from OOS to the currently configured Normal mode.

e |nactivate: Inactivates all the channels of the selected field
device. Clicking the Inactivate button transitions the field device
channel state from AUTO to OOS.

ATTENTION

This group is disabled both on the secondary WDM and WirelessHART
devices.

Upgrade firmware for WDM, Access Points and ISA100 Devices.

Select Manual Upgrade

© wom
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e WDM: Initiates firmware upgrade operation for the WDM and
the application firmware of the ISA100 Wireless field devices.

e Radio: Initiates firmware upgrade operation for the access
points and the radio firmware of the ISA100 Wireless field
devices.

e Sensor Application: Initiates firmware upgrade operation for the
Sensor Applications and the application firmware of the ISA100
Wireless field devices.

For more information, see section “Upgrading device firmware *

External Interfaces

|:E~! EXTERMAL INTE!

External Interfaces such as MODBUS, HART, OPC, GCI, CDA and ENRAF
are available on the primary WDM.

For more information, see section “External Interfaces “

ACKUP SETTINGS

e Manage Users: Opens the Manage Users dialog box that
contains the options to add, delete, or edit new user accounts.

e Manage Roles: Opens the Manage Roles dialog box that

enables you to modify the configured user-permitted

operations.
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Software Download: Enables you to download software provided
on WDM.

Export System Log: Enables you to export and save the system
logs that record information about events in the application

instances.

Backup Settings: The backup file created can be used to restore

the system configuration to a new WDM, or a WDM that has

been reset to factory defaults.

— Remote Event logging: Select specific or all alarm/events
from WDM to be sent to a remote server (syslog-ng

compatible server).
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See “Configure manual backup” for more information

Maintenance

Templates: Uploads the vendor supplied ISA100 Wireless device
DD file to the WDM. WirelessHART device DD files are not
supported on WDM.

e Point Picker: Enables you to browse parameters on all devices

and then drag and drop parameter into MODBUS coil or register
configuration.

Attention

This group is disabled on the secondary WDM.

Testl

-~ Y
(Administrator)

Displays the user who has currently logged on to the OneWireless user
interface.
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Action List

iy
—_

Action List

Status({0)

Mo Status Found

Displays the status and notification.

Enables you to change the current user’s password.

Manage Devices

Manage Devices provides a list of all the devices configured in the OneWireless Network. It

also provides an option to view the extended view of the Devices. You can read and write the

properties, view alarms/events for all the devices.

The default view of the Manage Devices displays all the devices arranged in the order -
WDM, FDAPs, PCAPs, Access Points, and field devices. You can configure multiple
locations for organizing the devices. The following illustrations depict the default view of

the Manage Devices.

You can adjust the width of the column by adjusting the highlighted bar in the following

image.

Manage Devices

[] show

TAG NAME

wdml_PCT

FDAP2_FC

MAPO3_DA

MAPO3_DA

MAPO4_EC.

MAPO5_D9.

MAPO7_DS.

MAPO9_D8.

MAP10_DB8.

MAP11 DA

Radio Identification

CEVICE TYPE

Device Manager

Access Point

Access Point

Access Point

Access Point

Access Point

Access Point

Access Point

Access Point

Access Point

STATUS

Joined

Joined

Joined

Joined

VENDOR

Honeywell

Honeywell

Honeyweil

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

REVISION

0w322.1-330

0W3221-330

0W3221-330

0wW322.1-310

0wW3221-330

0W3221-330

0W3221-330

0W322.1-330

0w322.1-330

0W3221-330

SERIAL

0

1

2021070001

4294967295

4294967295

4294967295

4294967295

2021070004

4294967295

4294967295

1PV ADDRESS

FEBO

4ETCCO.

4ETB.CO.

4ETB.CO.

4ETB:CO.

4ETB:.CO.

4ETB.CO.

4ETBCO.

4ETB:CO.

4ETBCO.

4ETB.CO.

=

NOTE

If any unprovisioned devices ae available in the selection panel, go to

Provisioning from Left Navigation Menu and Accept the device for

provisioning

For more information see the section "selection panel”

The following table describes the different elements/icons available in the Manage Devices.
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Elemen Func

Manage
Columns

Allows you to select the required attribute columns such as device type, status,
endor, model, serial number, and so on.

= Honeywell

@

Aug 10,2021, 5:40:00 PM

Expand

Select the device and click the highlighted icon to view the property panel. Click
on individual property to expand the properties. For more information, see the
“Property panel’ section.

Manage Devices
Lists all the devices in

wdml
Device Manager
5[] Show Radio Identification *

TAG NAME DEVICE TYPE STATUS VENDOR Devics Mansow Smmery
wdml Device Manager Joined Honeywell N
| ap_0096 it jines Honeywell

LPFR_0041
3308 GWR.TX WirslessHART(R)
TD_1010.4) 6FLR 1SAL00(R) in WirelessHART Interface Statistics
CD.475.3F 6FLR 1SA100 ine NTP Status
Redundancy
Redundancy H

1P Addras:

MAC Address Filtaring

Gotopage |1 -
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GETTING STARTED WITH WDM

Manage Devices

[] Show Radi

TAG NAME

&l wom

AP_0096
FDAP2_R320_
LPFR_0041
3308_GWR_TX
TD_1010.4)_
CD_475.3F.6
PD_573

TD_1049_7F_

Device Manager Summary
‘System Manager

Device Management

WDM Statistics

1SA100 Interface Statistics
WirelessHART Interface Statistics
NTP Status

Redundancv

DEVICE TYPE

Device Manager

Access Point

Router

Router

WirelessHART(R)

ISAL00(R

1SA100

1SA100

1SA100

1

VENDOR

Honeywell

Honeywell

Honeywell

Honeywell

Rosemount

Honeywell

Honeywell

Honeywell

Honeywell

Further selecting the highlighted icon expands the property panel to a larger view.

_’ wdml
Device Manager
Device Manager Summary
System Manager
Device Management
WDM Stat
ISAL00 Interface:

terface Statistics

Redundancy

MAC Address Filtering
‘Wireless Protocol Settings
Field Device Network (FON)
Process Control Network (PCN)
Special Interface Network (SIN)
Date And Time

Wireless Network Silence:

Notes

Collapse

N

AR

Manage Devices

[]] ‘Show Radio Identi

TAG NAME

_] wdml
AP_0096
FDAP2_ R320_
LPFR_0041
3308,
TD_1010.4)_
CD_475_3F.6.
PD_573

TD_1049_7F_

ification

DEVICE TYPE

Device Manager

Access Point

Router

Router

WirelessHART(R)

ISA100(R)

VENDOR

Honeywell

Honeywell

Honeywell

Honeywell

Rosemount

Honeywell

Honeywell

Honeywell

Honeywell

] wdml
Device Manager

Device Manager Summary

System Manager

Device Management

LIV

ISAL00 Interface Statistics

WirelessHART Interface Statists

NTP Status

Redundancy
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Manage Filters Allows you to customize the device list by filtering the devices. By default, all the

devices appear in the device list. You can filter by Device Type, Device Status,
endor, Model, Power Source, Alarm Priority, Hop Level, and Maps.

S [0 ShowRadi

TAG NAME DEVICETYPE MODEL REVISION SERIAL

wdm = Manager i o woM ow3221-110 0

AP.0096 FDAP2 owaz21-110 2011160002

LPFR_0041 outer FDAP2 0W3203-040 1033001

TD_1010_41 6F.

CD_475_3F 6FLR

WirslessHART(R)

ISALOOR)

15100

3308A Wireless G

XYR 6000 TempDI

XYR 6000 Corr

1008912

1230000010

5040843000000204

5 [ Show Radio Ids

TAG NAME DEVICE TYPE VENDOR MODEL REVISION seRAL

wdml Devic Managsr J Haneywell woM

[}
Haneywell FDAPZ = 2011160002
Haneywall FDAP2
3308l
R 6000 TempD! Temperature DI Ver28_

R 6000 Corr

Property Panel

The Property Panelin the OneWireless user interface under Manage Devices provides
configuration properties of all the devices configured in the OneWireless Network. This

panelis docked under Manage Devices of the main menu and is vertically expandable and
collapsible.

The Property Panel allows you to perform configuration tasks pertaining to WDM, FDAPs,
Access Points, and field devices and their channels. It also allows monitoring the

configuration attributes of the devices such as PV, communication links, signal quality, and
soon.

Selecting the required device in the Selection Panel displays all the configuration
parameters of the devices that are accessible from the Property Panel. These configuration

parameters are grouped into accordion panels that can be individually expanded or
collapsed.

O

ATTENTION

On the Access Point user interface, some accordion panels like System
Manager, Configuration, Date and Time, Provisioning and Provisioning

Devices are not displayed. For example, see the following figure.
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GETTING STARTED WITH WDM

Manage Devices

wdm 1
Device Manager

Device Manager Summary MAC Address Filtering

System Manager Wireless Protocol Settings

Device Management Field Device Network (FDN)

WDM Statistics Process Control Network (PCN)

ISA100 Interface Statistics Special Interface Network (SIN)

WirelessHART Interface Statistics Date And Time

NTP Status Wireless Network Silence

Redundancy Notes

Redundancy History

IP Address Filtering

Alarms(1)

The following table describes the different elements/icons available in the Property Panel.

Table.4. Property Panel elements

Element Function

Click to expand the Property Panel.

Click to collapse the Property Panel.

1

N

Click to save any configuration changes applied. This icon is enabled

APPLY only if you have made any changes in the user interface.

3 Click to reset any unsaved changes made to the devices through the
RESET Property Panel. This icon is enabled only if you have made any

changes in the user interface.
Allows you to view the alarm details (Priority, Start Time, and
Description) for any device selected in the Selection Panel.

Understand the device icons

The Selection Panel, map view, and the Property Panel display various device icons for
representing the network components. The following table summarizes the appearance of
the device icons and their corresponding description/state.
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If the device icon is...

Then it represents...

Non -Redundant WDM

Redundant WDM

FDAP router

Access Point or FDAP access point

Offline FDAP access point

Offline FDAP router
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GETTING STARTED WITH WDM

FDAP Access Point is in silence mode

Over-the-air provisioning icons

Access point with OTAP enabled

FDAP router with OTAP enabled

Access pointin Non-provisioned state

FDAP router in Non-provisioned state

Field device in Non-provisioned state

Access pointin joining/provisioning state

FDAP router in joining/provisioning state

telielinn

Field device in joining/provisioning state
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FDAP router in rejected state

Field device in rejected state

Field device in write protect state.

Field device icons

Routing field device (field device with routing capability)

Field device that has joined the network

Field device in offline state

0 5o He

Channelicons
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GETTING STARTED WITH WDM

For ISA100 Wireless device, Channel in Auto/MAN mode
For WirelessHART Device, the variable status is Good.

For ISA100 Wireless device, Channel in inactive/O0S mode.

Channel becomes grey when the data is being fetched from
the device. For a digital output channel, grey indicates the
MAN mode, where you can manually set the output value.

For ISA100 Wireless devices the channel status is offline.

For WirelessHART devices the variable status is Bad

WDM redundancy icons

Primary view

Primary is Unknown (default Secondary).

Primary is Offline (default Secondary).

Primary is Joining (default Secondary).

Primary is Joined, redundancy sync state (secondary) is No
Partner or Unknown (default Secondary).

Primary is Joined, Partner is visible over private path but not
synced. Partner may be incompatible.

Primary is Joined, Initial sync is in progress.
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Secondary view

Secondary is Unknown (default Primary).

Secondary is Offline (default Primary).

Secondary is Joining (default Primary).

Secondary is Joined, Redundancy sync state No Partner or
unknown (default Secondary).

Secondary is Joined, Partner is visible over private path but
not synced. Partner may be incompatible.

Secondary is Joined, Initial sync is in progress.

Secondary is Joined, WDMs are synchronized.
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GETTING STARTED WITH WDM

Status bar

The status bar that is located at the bottom of the user interface window displays messages
that indicate the overall status of the network. These status messages are grouped into
different panes in the status bar.

Table.5. Status bar panel

Pane ‘Description

Number of online devices.

Access Points - 2, ISA100 - 4, WirelessHART - 1

Displays all the active alarms. Click the Alarms box to

urgent € High @ Medium @ Low open the Active Alarms table in the Alarm/Events tab.

. Displays the redundancy role and synchronization
rrimary- Synchronized Spiay Y 4 Y zat!
status.

Aug 30, 2021, 64247 PM Displays the date and time.

Notification List

Pane Description

Firmware upgrade status is displayed when you have

Action List initiated a firmware upgrade of any device. As the

s(1) status bar displays the progress, you can close the
e Firmware Upgrade dialog box to allow the operation
E:;r(i:g:tadm Frmuare to run in the background. Click this box to open the

Total Selected Devices (to Upgrade) Firmware U pgra de dialo g box.
1

Completed nprogress

Failed Aborted

Channel Activation/Inactivation
Action List

e Channels In Activate Channels
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About map view

Use the map view to create a visual topology map of the network. The devices can be

arranged in a map view according to the plant network topology. The map view allows you to

create a real plant topology by dragging and dropping the devices from the device list in the

Manage Devices. Arrange the devices on the map according to the plant setup and set the

map visibility and overlays such as connection strength and publishing rate. For more

information about creating a map view, see the section “Setting up the monitoring area”.

> TO_1013_6r s

2ul 13,2021, 35031 PM

Fig. 10. Map view

You can select individual devices by selecting the checkboxes near the device.

O

ATTENTION

A
To display the map on the Monitoring page, click icon.

= Honeywell

Aug 30,2021, 7:39:15 PM

¢

For more information about map controls, see the section, “About map

view”
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GETTING STARTED WITH WDM

The following are the map navigation controls that are available in the map view.

Table.6. Map navigation controls

Map navigation control

Description

Pan controlis used to move the map in the up, down, left, and
right directions. You can also pan the map by clicking and
dragging on the map view.

Zoom control is used to zoom in or zoom out the map view. You
can also use the scroll button on the mouse, to zoom in or

zoom out the map view.

Default Map

WDM allows you to configure multiple maps to reflect the real
plant topology. By default, the default Map appears.

Click the map list and select the required map to be displayed.

Allows to navigate to Monitoring window.

Expands the entire options provided below.

fif

Allows to customize the device list by filtering the devices.

See Section “Manage Filters” for more information

Allows to add a Map.

Allows to remove devices from Map.

Displays the connection Status Options which enables you to
define the quality thresholds for link quality. For more
information about Connection Quality Configuring

Connection

Displays the property panel.
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Allows to select/ unselect devices.

Allows to view the devices in the map.

Displays the Device Replacement Help window.

Displays Full screen.

Following options displays:
o \View

e Overlay

Show Map

] showGrid

B LockMap

Map Opacity

(O Collapse All

) Expand All

The View option provides options for controlling the map

displayed.

The following are the View options:

e Show Map: Select the Show Map check box to display
the map image.

e Show Grid: Select the Show Grid check box to display

grid overlay on the map.

e | ock Map: Select the Lock Map check box to lock the
map, locking of the map prevents moving of devices.

e Map Opacity: Move the slider to adjust the opacity of
the map. Move the slider left to increase the visibility
(fade in) of the map and move the slider right to
decrease the visibility (fade out) of the map.

e Collapse All: Click the Collapse All option to collapse all
expanded devices on the map.

e ExpandAll: Click the Expand All option to expand all
collapsed devices on the map.

Overlay to view the Overlay options. The Overlay options
provides options for controlling connections displayed.

The following are the Overlay options:

e Display No Connections
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GETTING STARTED WITH WDM

e Display All Connections

|_:'_':_j| Display No Connection ¢ Overlay

e Display Routing Connections

ay All Connection

I — ¢ Display Synchronization Connections

) ay Synchronization
Connections

Attention

Depending on the Overlay option selected, the other options
available are displayed.

. Click the Display No Connections option for not displaying any
<';j-’\ Display No Connection Overlay Connect|ons on the map

(9 Display All Connection
I Display Routing Connections

( ) Display Synchronization
Connections

Click the Display All Connections option for displaying all
connection details on the maps. The following are the options:

e Show Inactive Connections: Select the Show Inactive
Connections check box to display inactive connections.

e No Display of Data: Click No Display of Data for not

displaying the data.
e Display RSQI: Click Display RSQI to display RSQI.
e Display RSSI: Click Display RSSI to display RSSI.

e Display Tx Fail Ratio: Click Display Tx Fail Ratio to
display Tx Fail Ratio.

Click the Display Routing Connections option for displaying all
routing connection details on the maps. The following are the
options:

e Show Secondary Connections: Select the Show
Secondary Connections check box to display
secondary connections.

e No Display of Data: Click No Display of Data

e fornotdisplaying the data.

e Display RSQI: Click Display RSQI to display RSQI.
e Display RSSI: Click Display RSSI to display RSSI.

e Display Tx Fail Ratio: Click Display Tx Fail Ratio to
display Tx Fail Ratio.

e Display Routing Level: Click Display Routing Level to

display routing level.
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Click the Display Synchronization Connections option for
displaying all clock connection details on the maps. The
following are the options:

e Show Secondary Connections: Select the Show
Secondary Connections check box to display

secondary connections.

e No Display of Data: Click No Display of Data for not
displaying the data.

e Display RSQI: Click Display RSQI to display RSQI.
e Display RSSI: Click Display RSSI to display RSSI.

e Display Tx Fail Ratio: Click Display Tx Fail Ratio to
display Tx Fail Ratio.

e Display Clock Sigma: Click Display Clock Sigma to
display clock sigma. Clock sigma represents the
standard deviation of clock corrections with respect to
a node and a neighbor in units of microseconds.

e Display Time Master Address: Click Display Time
Master Address to display time master address. The
Time Master Address is the network address of the time

master access point.

e Display Time Distribution Level: Click Display Time
Distribution Level to display time distribution level. The
Time Distribution Level is the distance to the time
master.

For more information about connectivity option ranges, see

section “Verifying connectivity using maps”

The device icons in the map view contain the following indicators using which you can
analyze the battery level, publishing rate, and bandwidth usage of devices.
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Table.7. Field device performance indicators

Device Description
performance
indicators
n Displays the battery level as low, medium, high, or unknown.
J=3 Displays the publishing rate at which the PV data is published.
L
Displays the bandwidth usage of the devices. This attribute is used to
u determine the communication resource usage of field devices. It is computed

based on the percentage of active neighbors and the percentage of links
allocated. When the bandwidth usage becomes 100%, the device is no longer
be able to handle additional communication requests.

It represents that the device is line powered
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Installing the WDM license

Prerequisites
e Ensurethatyou have logged on to the OneWireless user interface.

e Ensurethatyou have a valid WDM license key. You can obtain the license key as a
part of OneWireless ordering process.

To install a WDM license

1. Onthe Left Navigation Menu bar, click Manage Licenses. The Licensing window
appears and click CHANGE.

= Honeywell | o

Licensing

FEATURE ‘CURRENT STATUS/VALUE NEW STATUS/VALUE

Release 3
Number of Access Points 100
Number of Devices 3000
Modbus Interface: Enabled
HART Interface Enabled
OPCInterface Enabled
CDAInterface Enabled
GCl Interface Ensbled
ENRAF Interface Enabled
WirelessHART Enabled
Enabled
Enabled

Demanstration Only Enabled

2. Type a System Number and an Authorization Number that you obtained from
Honeywell and click VALIDATE.

ENRAF Intertace

Aug 30,2021, BOT00 PM

Based on the features enabled in the license, the Licensing window shows the difference in
Status/Value.
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Systern Number

FEATURE

Humi Paints

Hurmber of Devices

If your System Number and Authorization Number are valid, then the ACTIVATE button

Authorisation Number

changes to VALIDATE button.

O

ATTENTION

An error is displayed if the System Number and the Authorization Number
is not valid. To correct the error, enter a valid System Number and
Authorization Number and re-try.

3. Click ACTIVATE and click FINISH when done.

System Number

FEATURE

Release

Number of Access Points

Number of Devices

Modbus Interface

HART Interface

OPC Interface

CDA Interface

GCl Interface

The WDM license activates and displays the feature status / value as Enabled. You can
click Change to modify and use a different System Number and Authorization Number.

Authorisation Number

CURRENT STATUS/VALUE NEW STATUS/VALUE

320

100

500

Enabled

Enabled

Enabled

Enabled

Enabled
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Property panel of WDM, ISA100 Wireless & WirelessHART devices

WDM

Manage Devices

wdm1
Device Manager

Device Manager Summary

System Manager

Device Management

WDM Statistics

ISA100 Interface Statistics

WirelessHART Interface Statistics

NTP Status

Redundancy

Redundancy Histary

IP Address Filtering

The following table describes the different properties available in the property Panel.

Property Panel

Device Manager

Device Manager Summary

Identification

1SA100 Network Address

Tag Name -
Status -

Description -

Wendor -
Model -

Revision -

IPv6 Address -

EUIB4 :

MAC Address Filtering

Wireless Protocol Settings

Field Device Network (FDN)

Process Control Network (PCN)

Special Interface Network (SIN)

Date And Time

Wireless Network Silence

Notes

Alarms(1)

Fig. 11. WDM Property Panel

Honeywell
WDM

0OwW3221-36.0

FEBO : - 4E7 C:COAB:FDOB

008BOOFFFFOD7S06

‘ Description

Device Manager summary information.
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System Manager Network Topology

e . Displays the number of hops in a network

Access Point License iﬂC[Uding,
Total AP Licenses ©
L Count - 2

e number of layers

Unlicensed AP Count -

Field Device License b Slgnal Strength
Total FD Licenses © =

Licensed FD Count - e signal quality

Unlicensed FD Count -

Network Information

Network Topology

Default Routing Policy - | Routing Enabled, Line Powered Only

Displays the Wireless Network ID and the

Maximum Route Depth : | 5

. - country code.
Link Quality Threshold . 99
Link Strength Threshald = | -95 NetWO rk security

Default Join Policy :  Join Enabled .
A security feature that indicates the
EUIG4 address

System Manager : 0BBOOFFFFOOTS07 duration after which the keyS are
Network Information upgra ded.

15A100

WirclessHART Subnct 10 - 3366 Other Statistics:

Country Code

Percent Join Failures: The percentage of

Network Security

Session Key Rotation Period :  Infinite

devices that were unable to join the

1SA100 Network Provisioning network

Over the Air Provisioning : | Enabled

Percent Capacity Utilized: The utilized

Other Statistics

Join Security Failures - percentage Of WD M .

Capacity Utilized :

System Manager Log level

System Manager Statistics
Log Level indicates the priority of the logs.
Access Paint Maximum Device Count Forexample, if multiple issues are reported

Routers

during a short span of time, the Log Level

ikl ovien om st - | 2 is set to High to collect all the related logs.

Enraf Devices

Channel Configuration
FDAP Router Maximum Device Count

Ervaf Dexices - A minimum of 5 channels must be
e configured including Fixed and

Log Level :

Configurable channels.

Fixed Channels

Access Point Maximum Device Count

Channel 15 (2425 MHz) :
Channel 20 (2450 MHz) :
Channel 25 (2475 MHz) :

indicates the maximum capacity of Access
Point with respect to different device types.

Configurable Channels

Channel 11 (2405 MHz) :
Channel 12 (2410 MHz)
Channel 13 (2

Channel 14 (:

Channel 16 (:

Channel 17 (2435 MHz)
Channel 18 (2440 MHz) -
Channel 19 (2445 MHz) :
Channel 21 (2455 MHz)
Channel 22 (2460 MHz) -
Channel 23 (2465 MHz) :
Channel 24 (2470 MHz) :
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RTLS

Real Tima Location Service (RTLS)

Enatle

Location Deadband 10

Unique Id 00SOEBFFFFE33A5C

11C0

Location Comgutation

Router Maximum Device Count indicates
the list of maximum capacity of FDAP as
Router with respect to different device
types.

If a specific device type is not mentioned
here it falls into generic field device type.

Real Time Location Service (RTLS) You
can enable the RTLS on the WDM for real
time location monitoring using tag.

Location Deadband indicates the
minimum distance offset or minimum
difference in distance computed between
two consecutive ranging sequences
required for 3 anchors for location

computation.

Unique ID indicates unique identification
code per RTLS installation.

Sea Level Pressure indicates sea level
pressure at installation site used to
determine the absolute altitude of anchor
/ tag.

Location Computation: To enable or
disable the Location Computation.

READ COORDINATES: On clicking “READ
COORDINATES”, WDM will read the
current coordinates values from the

Anchors.
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Device Management Command to reset the WDM and
enable/disable the USB ports present on
the WDM.

Device Management

Command

You can disable the physical USB ports
present on the WDM for security reasons.

All USB Ports

Enable USB Ports - It provides the WDM Model.

WDM Developer Mode Allows to enable the User Interface

Enable :

Accessing Over FDN.

'WDM Hardware

(zels WEX You can provide the NTP frequency

User Interface Accessing Over FDN TO le rance.
Enable :

Max Ntp Frequency Tolerance :

WDM Statistics Hardware statistics of WDM.

WDM Statistics

Processor
CPU Free -
CPU Free Min

Uptime - 2d, Oh, 50m, 46s

Current Date
Current Date © 08/11/2021

CurrentTime © Q0157 AM

Current TimeZone

Time Zone

: Bl447T76

: BTTV964

Resource Pools
Attributes - 1
Attributes Max
Bxecutes -
Executes Max
Waiters :

Waiters Max :

Gateway Log level

Log Level :
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ISA100 Interface Statistics Statistics of ISA100 Wireless device
|SA100 Interface = . Connected to WDM

Statistics

Devices Max

Transmit Count © 6643 msg

Transmit Rate : 0001185 msg/sec
Transmit Rate Max : 27.972029 msg/sec
wve Count © 360662 msg

Receive Rate : msg/sec
Receive Rate Max : msg/sec
Timeout Count : msg
Timeout Rate : msg/sec
Timeout Rate Max - msg/sec

MIC/CRC failures

Wireless HART Interface Statistics Statistics of WirelessHART device
HARTInte sics . connected to WDM.

Statistics

Transmit Coul 6924 msg
Transmit Rate : 0.026387 msg/sec
Transmit Rate Max - 0.588235 msg/sec
96608 msg

: 0556475 msg/sec

Receive Rate Max © 1000059 msg/sec
Timeout Count © 72 msg

Timeout Rate : 0.000000 msg/sec

Timeout Rate Max - 0058830 msg/sec

MIC/CRC failures : 0O
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NTP Status

NTP Status

System status

Mean offset :

Mean frequency offset -

Leap indicator :

Syn

Last system

Peer status

Dispersion :

Root dispersion -

Peer addre:

Peer Selection statu:

La:

Peer association status

Host Reachable -

Persistent Association -

Flash error status

-0.595300

38881001

None

: NTP

: ClockSync

15.164000

0.000000

192 168.253.101

Network Time Protocol (NTP), a networking
protocol for clock synchronization between
a server and other devices.

WDM uses NTP for clock synchronization.
The NTP time source could be an external
NTP server or it could be an Access Point
presentin the network.
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Redundancy

Summary
Primary

ynchronized

Inhibit Sync Reason :

Redundancy Physical ID :

Configuration
Redundancy Enabl

Partner PCN IP Address :

Commands

Status
Hardware Supported :
Partner Creds Syncd -

Redun Controllability : Equal

Redun Compatibility : Compatible

Enabled

08/09/2021

Last SyncTime : 0AM

Last Loss of Sync Date
08/09/2021

07-17-19 AM

Statistics
T16624488
567618800
TxRate : 3998245605
RxRate : 2940000488
Tx Rate Max : 198054000000
R Rate Max : 5880.000000
Initial Sync Time Max 1

3947

bytes/sec
bytes/sec
bytes/sec

bytes/sec

Details of Primary and Secondary WDMs.

Includes synchronization state &time, IP
for secondary WDM, various commands to
initiate synchronization and switchover,
and so on.
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Redundancy History

Redundancy History

TIME

STATE

08/09/2021 02:09:10 PM Synchronized

08/09/2021 02:08:58 PM SyncinProgress

08/09/2021 02:08:58 PM AutoSyncEnabled

08/09/2021 020858 PM  EnableSyncCommand

08/09/2021 01:41:42 PM Primary

REASON

(PrimaryRole)

EnableSyncCommand

EnableSyncCommand

PreviouslyPrimary

Time stamped WDM redundancy events.

IP Address Filtering

IP Address Filtering
Filter Option

Filtering :

Interface type :

IP Address List
IP Address 1 :
IP Address 2 :
IP Address 3 :
IP Address 4 -
IP Address 5 :
IP Address & :
IP Address T -
IP Address 8 :
IP Address 9
IP Address 10
IP Address 11 :
IP Address 12 :
IP Address 13 :
IP Address 14 -
IP Address 15 :
IP Address 16 :
IP Address 17 :
IP Address 18 :

IP Address 19

IP Address 20 -

Disable

PCN

IP Address Filtering:

PCN and SIN ports on WDM are protected
with IP address filtering. An administrator
can allow or deny a client access to PCN
and SIN ports on WDM by filtering his
machine IP address.

NOTE:

Make sure that you do not enter your own
machine IP Address to be denied, as this
may lead to blockage of access to WDM
interface.

NOTE:

Configure all IP addresses before enabling
the Filtering Option.

OWDOC-X254-en-323A

88



MAC Address Filtering

MAC Address Filtering
Filter Option

Filtering : Disable

Interface type : | PCMN

MAC Address List

MAC Address 1 :

MAC Address 2 :

MAC Address 3 :

MAC Address &4 :

MAC Address 3 :

MAC Address 6 :

MAC Address T :

MAC Address 8

MAC Address 9 :

MAC Address 10

MAC Address 11

MAC Address 12

MAC Address 13

MAC Address 14 :

MAC Address 13

MAC Address 16

MAC Address 17 :

MAC Address 18 :

MAC Address 19

MAC Address 20

MAC Address Filtering: PCN and SIN
ports on WDM are protected with MAC
Address filtering. An administrator can
allow or deny a client access to PCN and
SIN ports on WDM by filtering his machine
IP address.

NOTE:

For a host computer, if MAC is denied
and IP is allowed or vice versa, the
settings may not work as intended.

NOTE:

Make sure that you do not enter your
machine MAC Address to be denied, as
this may lead to blockage of access to
WDM interface.

NOTE:

Configure all MAC addresses before
enabling the Filtering Option.
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Wireless Protocol Settings

Wireless Protocol Settings

Protocol Option :  ISA100 + WirelessHART

Wireless protocol used. It could be either a
complete ISA100 Wireless/WirelessHART
network or a shared network of both
ISA100 Wireless and WirelessHART.

NOTE

WirelessHART license needs to be
enabled for WirelessHART or mixed
configuration settings to be selected.
You may need to install the license and
then come back to wireless protocol
settings to change

FDN FDN details
Field Device Network (FDN)
IP Address
IPAddress : | 192 168.253.11
Subnet Mask : | 2552552550
DHCP Server Settings
Enable DHCP :
FDAP IP Address Low : 192 168 253 101
FDAP IP Address High : 192.168.253.150
PCN PCN details

Process Control Network (PCN)

IP Address

IP Address : 192.168.254.15

Subnet Mask : 255.255.2550

Default Gateway 0000
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SIN

Special Interface Network (SIN)

IP Address

Enable SIN :

IP Address 19216821

Subnet Mask 255.255.255.0

Default Gateway 0000

SIN details

ATTENTION:

e Make sure SIN IP address is not in
same series of PCN or FDN IP
address

e  WDM must reboot after SIN IP
address is changed

Date and Time

Date And Time

Use System Time :

System Time

Current Time : 01:5409 PM
Current Date : 15 April 2021

Use NTP Server :

NTP Server

NTP Server Address :

TAI Offset (sec) :

Data and time information.

You can either manually set the date and
time or synchronize your WDM with the
NTP server.
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Wireless Network Silence

Wireless Network Silence

Network Status -

On Demand

Enable Scheduling :

Schedule By Time Units

Start Delay(hhomm) -

Duration{hh:mm) -

Schedule By Date / Time

Start Date/Time

Stop Date/Time

In this state, only the access points are
available while all the other devices are
offline.

Network Silence can be enabled in 3 ways.

e On Demand: by manually starting
or stopping this feature.

e Enable Scheduling: by scheduling
network silence for a later time
along with the duration.

e Schedule by Date/Time: by
scheduling network silence for a
later date or time along with the

start and stop time.

Alarms

Alarms(1)

PRIORITY START TIME DESCRIPTION

Urgent 04/15/2021 7:30:35 PM Demonstration License

Provides the information on Alarms which
consists of Priority, Start time and

description of the event.

Notes

Notes

Add notes specific to WDM, if any.
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WirelessHART Devices

EML_65656
WirelessHARTIR)

WirelessHART Device Summary Device Variables

Device Information “ Neighbor Diagnostics

HART Information g Statistics

Device Management . Input Publication

Device Status g Notes

Wireless Network Id

Data Read and Write ~
Alarms(0}

The following table describes the different properties available in the property Panel.
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Property Panel Description

Wireless HART Device Summary Device Summary of the selected device.

WirelessHART Device Summary . The node manufacturer identification and
network identification information and time

Tag Name :

Status : synchronization information are displayed

Description :

for both primary and secondary parent.

Default Map : Pumphouse

Identification
Vendor : Honeywell
Model :  Emulator
Serial Number : 66051
Sensor Revision @ 1
Template Type - Standard

Template Revision : 1

Network Address
IPvE Address : FEBO::001B1ELT:
EUlBS -
Network Address : 11
Primary Parent - FC_1808
Primary Address : 3
Secondary Parent :
Secondary Address

Routing Level :

Time Synchronization
Time Master Tag Name :
Time Master Address : 4
Primary Parent : FC_180B
Primary Address :
Secondary Parent :
Secondary Address -

Time Distribution Level - 2

Device Information Overall health of the device. This data is
Device Information fetched Using comma ﬂd 48

Device Manufacturer : Honeywell
Device Type : Emulator
Device Revision :
Software Revision :
Hardware Revision -
HART Revision :

Device ID : 415318

Message - HONEYWEL

ShortTag : | HONEYWEL

Description ©:  HONEYWELLSMARTLI

Private Distributor : Honeywell
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HART Information

HART Informatic

Polling Address. ©

Max Device Variables -

g Change Counter -

Device Profile

Device Flags

IEEE 802 15.4 2 4GHz DSSS :

Multi Sensor Field Device :

Loop Current Mode -
Loop Current :

Percent Range :

66051

Phy Signalling Code - Wireless

Common HART parameters

Device parameters
Device Management

Drop Off Count -
Uptime -

igned Role :

Firmware Version - OW3102-050

Routing Assignment

Routing Assignment : | Routing Enabled

Battery Estimates
Power Sourt

Battery Life :

Radio Power Level

Transmit Power Level :

Common device parameters
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Overall health of the device. This data can
be fetched by command 48.

Device Status

Device Status

Device Status

Extended Device Status

Device Status0

Device Status1

Device Status2

Device Status3

Analog Ch Saturated

Analog Ch Fixed
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Wireless Network ID

Wireless Network Id

Mew Networkld - 3366

Current Networkld - 3366

Network ID details

Data Read and Write

Data Write and Read

To read and write the parameters of wireless
HART device through custom commands

For more information See “Sending control

commands to WirelessHART devices”
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Device Variables

Devit

Slot O Device Variable

Code :
Value :
Status -
Unit :

ification -

Slot 1 Device Variable

Status -

Unit :

Classification -

Slot 2 Device Variable

Code :
Value -
Status :

Unit :

Classification -

Slot 3 Device Variable

Code :
Value -
Status -

Unit :

Classification :

Slot & Device Variable

Code :
Value :
Status -

Unit :

Classification -

Slot 5 Device Variable

Code :
Value -
Status :
Unit -

Classification -

Slot 6 Device Variable

Code :
Value -
Status

Unit :

Classification -

Slot 7 Device Variable

Code :

Value :

246 (Primary Variabl
26.000198
Good, Mot Limited

ag

Temparature

24T (Secondary Variable)
5.102450

Good, Not Limi

mbars

Pressure

248 (Tertiary Variable)
58267445

Good, Not Lim

Percent

Analytical

Quaternary Variable)
1154340

Good, Not Limited

nan
Bad, Not Limited
Unknown

Not Classsified

Bad, Not Limited
Unknown

Mot Classsified

0

nan

Bad, Not Limited
Unknown

Not Classsified

0

nan

Bad, Not Limited
Unknown

Not Cla:

Device variables. The required slot variables
are configured in one of the burst
messages by selecting command 9 for
period burst.
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Neighbor Diagnostics

Neighbor Diag

TAG NAME CONNNECTION TYPE

MAPO3_DA38_1802 Primary

MAPE_1 0 Secondary

RSSI(DBM) RSQI  RECEIVE SUCCE:

51 224

188

Neighboring devices in the same network.
These are the devices with which the
selected device can communicate.

The table displays the signal strength,
packet transfer rate, receive and transmit
success rate, and connection type of these
devices.

Statistics
Statistics

Command Message Totals

Request :
Response -

Timeout -

Publish Messages Totals

Publish Count :

Availability

Available Since :

Availability -

Other Statistics

Average Latency :

Average Tumaround Time -

12/31/1969 23:59:59. 204868

95.966805

0.156159

1795833

Publication statistics of WDM.

The commands sent by WDM, the response
time for each command, and total
messages that were published since the

device is online.

It also displays the availability of the device
in the network and the duration the device
has been online since joining the network

for the first time.

Average Latency is the average time taken
for a packet available at device to reach the
WDM.

Average Turnaround time is average time it
has taken for a request sent by WDM and
response to come back at WDM.
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Input Publication Publishing (Burst message) feature of
WirelessHART devices.

The burst configuration can be defined for
each device.

There would be multiple burst messages for
each device. Only one burst message is
eligible to configure 8 seconds or lesser. All
other burst messages can be configured for
16 seconds or greater only.
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Notes

Notes

notes

Add notes specific to the WirelessHART
device, if any.

1SA100 Device Summary

Channel Configuration

Device Management

Data Layer Management

Neighbor Diagnostics

Channel Diagnostics

Statistics (DMAP)

ISA100 Wireless Devices

Network Address Filter

Statistics (UAF)

Application Management

Radio Disconnect History

Input Publication

Notes

Alarms(1)
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Property Panel Description

ISA100 Device Summary

Identification

Network Address

Secondary Address

Time Synchronization

Tag Name -
Status -

Description :

Default Map :

Vendor :

Model :

Serial Number :

Template Type :

Template Revision -

IPvE Address -
EUIE4 -

Network Address :
Primary Parent
Primary Address :

Secondary Parent :

Routing Level

Time Master Tag Name -
Time Master Address :
Primary Parent :
Primary Address :
Secondary Parent :
Secondary Address :

Time Distribution Level :

ISA100 Device Summary

Honeywell
STW TempAIDO

S102030405060708

B -350

*  Sensor version 001

Standard

il

FEBO0 ::0102:0304:0506:0708
0102030405060708

2

FDAP2_R320_FBO3

5

FC_1808

3

2

Fy
FDAP2_R320_FBO3
=

FC_1808

2l

Device summary for the selected device.

The node information and time synchronization
information are displayed for both primary and

secondary parent.

Channel Configuration

Channel Configuration

List of channels (objects) supported for the

selected device.

Device Profile parameters
Device Profile Parameters

Device ldentity © 0048274C400A0001
CTSVersion @ 1

ITS Version : 2

Diag Status

Standard device parameters.
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Device Vendor Parameters

ndor Parameters

Diag Status Detail

Sensor Software
Device Revision :

Software Version

Device Power
Power Source :

Battery Voltage © 0.000000

Battery Read Timeout : 28800

Temperature 21 360001

This information is dependent on the vendor of the
ISA100 Wireless device.
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Device Management

Device Management

Power

Power Supply Status :

Routing Assignment

Fast Discove

Routing Assignment -

Join Assignment :

ISALOO Join Status :

Role Capability

Routing Device :

170 Device :

Assigned Role

1/0 Device :

Command

Join Command :

Uptime and Connectivity

Uptime :
Restart Count -

Device Drop Off Count -

Communication Redundancy

Comm Redun State :

Battery, High

: | NotApplicable

Routing Disabled

Join Disabled

Join Disabled

Redundant

Comm Redun Ratio : ¢

Comm Redun Alarm -

ISA100 Protocol Version

High Throughput Link

Enable :

Neighbor Discovery

Frequency :

Radio Diagnostics

Battery Estimates

Percent Remaining :

Years Remaining -

68 percent

4723288 years

Device specific information.

Routing Assignment: Role of the device currently -
routing device or I/0 device.

Role Capability: Roles the device can play.

Assigned Role: Role assigned to the device by
WDM.

Join Command: Specifies applicable restart action.

Uptime indicates the duration for which it has been
online since the last join.

Restart Countis the number of times the device

has been restarted, whatever the reason.

Device Drop Off Count is the number of times that
a device has dropped off from the network.

By enabling HighThrough Put Link feature, ISA
100 wireless devices communication improves,
and they do not go to the sleep mode. This feature
can be enabled only for Line Powered Devices.

If you are using an Enraf Flexline/WFI| devices and
Engauge Tool to talk to devices, you need to enable
this setting for the Flexline/WFI Device you are
reading the information from. If you are using to
scan all Flexline/WFI devices using Engauge tool,
please enable this setting for all Flexline/WFI
devices in the network.

Neighbor Discovery: Device discovers new
neighbors as per the configured frequency. Do not
change these settings unless you really want the
device to discover routers nearby faster. Making
faster discovery reduces battery life of the device.
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Data Layer Management

Data Layer Management

Radio Power Level

Transmit Power Level : 16

Wireless transmit power level.

Neighbor Diagnostics

Neighbor Diag:

TAG NAME CONNNECTIONTYPE RSS! (DBM)
FDAP2_R320_FBO3 Primary =7

FC_1808 Secondary 38

Neighbor Diag!

TRANSMIT SUCCESS  TRANSMITFAIL  TRANSMIT CCABACKOFF  TRANSMITNACK  CLOCK SIGMA

10553 1036 ]

3123 278 o

Displays neighboring devices in the same network. These are the devices with which the selected

device can communicate.

This table displays the signal strength, packet transfer rate, receive and transmit success rate, and

connection type of these devices.

Channel Diagnotics

CHANNEL NOACK CCA BACKOFF

Channel information.

No ACK & CCA Backoff indicate the noise levels
presentin a channel.
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Statistics (DMAP) Read/Write/Execute requests sent by WDM.

Statistics (DMAP)

Read Message Totals
Request = :

Response - :

Timeout -

‘Write Message Totals

Request - ¢
Response : ¢

Timeout -

Execute Message Totals
Request @ -
Response :

Timeout -

Availability
Availability Since - 12/31/1969 23:59:59.073663

Availability - 99.939697

Radio Disconnect History The history of last 5 disconnect reasons from the

Radio Disconnect History network.

ISCOMMECT HISTORY
Time Sync Clock Timeout
Power On

Power On

Power On
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Statustics UAP Statistics related to WDM communication with the
Statistics (UAP) . field device.

Publication Message Totals
Input -
P Statistics includes publications sent between the
Input Stale : .
S device and the WDM,
Output :
Output Timeout

This table captures the number of requests sent by

Publication Sus Rate - 100.000000 percent

Publication Latency - 5317426 = WDM and the responses given by the device for
Read/Write/Execute messages.

Read Message Totals

Request -
Response -
Timeout -

Tumaround Time -

Write Message Totals
Reguest :
Response :
Timeout -

Tumaround Time -

Execute Message Totals
Request :
Response -
Timeout -

Tumaround Time - 0.000000

Application Management Static revision number.

application Management

Static Revision H

Input Publication Attributes (objects) of the device selected for
publication.

Input Publication

Publication Groupl
Contract Status ©  Active

Some devices have only Input Publication

Rate : | 1minute

Stale Limit - |5 - attributes while others have Output Publication

Destination : attrlbuteS

Attribute 1
Channel :

Attribute :

Attribute 2

Channel :

Attribute -
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Notes

notes

Add notes specific to the ISA100 Wireless device, if
any.

NOTE

The same parameters are available for the thumb adapter too. For wired HART
devices however, the parameters vary. See the user interface for correct
parameters.
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Loading the Device Description file

A Device Description (DD) file is usually a zip file that can be downloaded from the
https://process.honeywell.com website. It contains information about the device type,
commands that are supported by the device, and other device-specific data. A DD file for a
particular field device is used to describe the device and to interpret messages and the
device status.

@ e The Device Description (DD) files are available only for ISA100 Wireless
devices.
ATTENTION e Toensure consistency in the channel names, load the DD files before the device
joins the network.

To load the Device Description file for ISA100 Wireless devices

1. Click Maintenance from Left Navigation Menu bar and Select Templates.
2. Click Load.
The File Open dialog box appears.

3. Select the Device Definition (DD) file or Modbus configuration backup file to the
Wireless Device Manager.

4. To delete the existing ISA100 DD file, click Delete.

5. Repeat steps to load the ISA100 DD/Modbus files for all the device types.

Loading the Certificate

This feature helps to import the certificates to the WDM. CA certificate must be imported
for MQTT connection. Secure connections between the RTLS and WDM requires a
handshake after the connection is established. During the handshake, the server sends a
certificate to the client, the client then verifies against a set of trust certificates. It also
checks the certificate to ensure that it has not expired. Verifying the certificate is trusted

requires that a trust certificate store be loaded prior to establishing the connection.

The client will send a certificate to the server only if the server requests one. This is known

as client authentication. Using the certificate(s), cipher parameters are passed between the
client and server to set up the secure connection. Even though the handshake is performed
after the connection is established, the client or server can request a new handshake at any

pointin time.
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To load the Certificate

1. Click Certificates from Left Navigation Menu bar.

2. Click Import from the Certificates.

= Honeywell @ Open

B Howe

<«

~ 4 B> ThisPC > Desktop

Organize v New folder

RTLS_MQTTCLIENT &
testca

Name
rufus_files
& OneDiive WinSCP setup
[ This PC
= ConEALLTBZSZLH2
B Desktop
% Documents
& Downloads
D Music
=] Pictures
Videos
iy 05(C)
s SM(E)
= C (\tsclient) (Z)
& Network o

File name: | CertumCA.crt

| | Customised Files (".crt.cen) v

e

Browse and select the certificate file (.crt or .cer) available and click Open.

The certificate status appears as Active on the Certificates Window, if the certificate is
valid.

Honeywell 10

&y Home

Certificates

o

ssuEDTO & issuEDaY EXPIRATION DATE. O seRaLNO O
MyTestCA MyTestCA 12/08/2022 10:13:11 PM 568481F2EB5C502A054F0TCE47_.

To delete the existing certificate, select MytestCA and click DELETE

A pop -up window appears for the confirmation, click DELETE.
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Delete Certificates

Ave you sure you want to delete the selected certificates?

7. To block the existing Certificate, select MytestCA and click BLOCK.

8. A pop -up window appears for the confirmation, click BLOCK.

Block Certificates

Are you sure you want to block the selected certificates?

9. The certificate status changes to Blocked on the Certificates Window as shown below.
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H onewireless x  + v = X

< C ) A Notsecure | hitps//192.168.0.2/manageCertificates QA & ¥ » &

S Apps ™M Gmal @ YouTube RB¥ Maps H © Reading list
= Honeywell

HOME
Certificates

.
BSUEDTO G ISSUEDBY & EXPIRATION DATE SERIALNO STATUS

MyTastCA MyTastCh 12/08/2022 10:13:11 P 568481F2EB5C502A054F0TCo4T_

undant - No Partner  Physical ID - NA J5n20,2022, 61647 PM

415PM

& i ) Y A9 @ 30C Suny A = DOy,

10. Once the certificate expires, the MytestCA status appears as Expired.

& C AN ure | hitps//192.168.0.1/manageCertificates Qa ® %« » 0

= Honeywell

Certificates

| S
ISSUEDTO O ISSUEDEY © EXPIRATION DATE SERIALNO

MyTestCA MyTastCA 12/08/2022 101311 PM 568481F2E65C5024054F0TCoAT

Provisioning

To provision the access points using over-the-air provisioning method

Perform the following procedure to provision the access points using over-the-air
provisioning method

1. Click Provisioning from Left Navigation Menu bar.

2. Select Access Points from Select OTA Provisioning and click Next.
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Honeywell

HOME

ALARMS &EVENTS

CHANNELS
FIRMWARE UPX
EXTERNAL INTERFAC:

STEM

2 MAINTER

ANAGE L

OneWirele

Provisioning

Select OTA Provisioning

) Access Points. ISA100 Devices

Select Common Join Key Provisioning

() 1SAL00And WirelessHART Devices

Delete WDM or Devices

O Detete wom Delete Devices

WDM wil resat the WD

m WOM and reset the c

£, Ensble Ouerthe sir provisioning for Access  Se=lil

Paoints.

TAG NAME

wdml_PCT

e

TAG NAME

AP_OO96

DEVICE TYPE

Device Manager

Device Discavery
ﬁ Un-provisionad Access Points are
discavered in the netwark

Total Devices Selected ﬂ
DEVICETYPE

Access Point

S

Delete PDA Device:

s

wom

Summary

OTAP Enabled

Summary

PROGRESS

Not Started

information

s Points infarmat
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5. Rejectall unintended devices till the devices that you want to appear in the

OneWireless user interface. The unintended devices must not be deleted and must

remain in rejected state. This is to make sure that the rejected devices are available for

you to provision them in future.

6. Forrejecting the device, click the required devices and select REJECT.

O

ATTENTION

You can select multiple access points from the Selection list,

It is recommended that you select and accept only 10 devices at a
time.

7. The confirmation window appears. Click Accept.

8. The Progress column displays the status as In Progress, Provisioning, and then
Joined after completion. Do not close the window when over-the-air provisioning is

initiated for devices.

Access Point Provisioning

DEVICE TYPE STATUS

Access Point Provisioned

9. Devicejoins once the progress is completed and click NEXT.
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DEVICE TYPE PROGRESS

Access Point

from the list.

v AP_0096 m

% Osec ) 28% A Line 41

~
% Osec @ 14% A Line

11. Inthe Summary page you can see all the Access points information. Click FINISH.
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12. A confirmation message appears to disable OTAP.

13. After confirmation, the Access Point is displayed in the selection Panel.

Manage De

D Show Radio Identification

TAG NAME
) wom1
AP_0096

FDAPZ..

TD_10_

EML 6.

DEVICE TYPE

Device Mana...

Accecs Point

Router

Router

WirelessHAR..

ISALOO(R)

1SA100

ALOO

ISAL00

Wireless HART

Honeywell

Honeywell

Honeywell

Honeywell

Rosemount

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

MODEL

WDOM

FDAPZ

XYR 6000 Te..

XYR 6000

XYR 6000 Te..

0Ow3221-300

OwW322.1-250

OW3221-140

0OW322.1-230

Temperature ..

Corrosion ver._

Temperature ..

1033001

1008912

1230000010

5040843000

5102030405.-

30000049

66051
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To provision the ISA100 Devices using over-the-air provisioning method

ISA100 Wireless devices in the OneWireless Network can be provisioned using over-the-air
provisioning method. WDM provisions the access points and the access points that are
enabled to function as provisioning devices can provision the field devices/line-powered
FDAPs. Provisioning role can be enabled in Honeywell FDAPs when acting as a back bone
router or line-powered field router. To enable over-the-air provisioning capability, you must
enable this feature in the user interface.

Any access point that is in the factory default state, when connected to the OneWireless
Network can join the network as an Non-provisioned device. In this state, the WDM
contains only the basic details about the device such as the Tag Name, EUIG4, and Radio
Revision. Also, there is no active data communication between the WDM and the device in
the Non-provisioned state. You can accept or reject a Non-provisioned device using the
user interface. If accepted, the WDM sends the provisioning data to the device and the
device transitions to provisioning state. A device with the new security data sends a join
request to the WDM. This is similar to the join request received by the WDM when a device
is provisioned using a provisioning device.

Perform the following procedure to provision the ISA100 devices using over-the-air
provisioning method.

1. Click Provisioning from Left Navigation Menu bar.

2. Select ISA100 Devices and click Next.

Provisioning

Select OTA Provisioning

Select PDA Provisioning

Download

Delete WDM or Devices

'WDM to factary i fi WDM and reset the device to

3. ISA10O0 provisioning window appears.
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ISA100 Provisioning

Enable OTAP i very Location
£2 Enableover the sir provisioning for A = rin tha ® Daganddr

- 0 Total Devices Discovered o

TAG NAME TIME DEVICETYPE PROGRESS
AP_0096 OMinutas Access Point Mot Started

FDAP2_R320_FBD3 OMinutas Routar Mot Started

LPFR_0041 OMinutes Router Mot Started

EMABLE FOR 60 MIN

Here you can Manage Filters, manage columns and select the required device for the air
provisioning method.

4. Select the device and click Enable for 60 Min in Enable OTAP page.

ISA100 Provisioning

Enable OTAP Device Discovery Location
4% Enavlecver thesir provisioning for 42 = the @ orsgandar

- o Total Devices Selected o
TAG NAME TIME DEVICE TYPE PROGRESS

AP_DO96 OMinutes Access Point Not Started

FDAP2_R320_FBO3 OMinutes Router Not Startad

LPFR_0041 OMinutes Router Mot Startad

ENABELE FOR 60 MIN

5. Select the Tag Name and click Accept in Device Discovery page.
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ISA100 Provisioning

Enable OTAP Device Discovery
=] Un-provisioned device appearin the
network

v &3 TotalDevices Selected ()

TAG NAME DEVICE TYPE STATUS PROGRESS

PD_585 ISA10Q UnProvisioned Mot Started

P e

You can accept or reject devices.
6. Apop -up window appears for the confirmation, click Accept.
7. Ittakes time to discover and accept the device.
ISA100 Provisioning

Enable OTAP Deice Discovery ummary
Enabile aver the air provisioning Far AP =5 Un-provisioned device appearinthe
natwerk

o
TAG NAME DEVICETYPE STATUS

PD_5B5 ISA100 UnProvisioned

8. After the device is accepted, click Next.
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1SA100 Provisioning

mmary

ving for AP

TAG NAME DEVICE TYPE

No records found

ISA100 Provisioning

10. You can view all the provisioning information in Summary page.
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ISAL100 Provisioning

SO00000000000000

11. After completion, click Finish.
12. Click OK when confirmation window appears.

To provision line-powered FDAP routers/ field devices using over-the-air provisioning
method

1. Select ISA100 Devices from Select OTA Provisioning.

Provisioning

Select OTA Provisioning

Delete WDM or Devices

() Delsta WDM ] (C) Delete PDA

et the WOM to fectory configurations. ethe Wi Delete the PO

2. Selectthe Access Point and click Next.
3. Select Enable for 60 Minutes if it is not enabled through WDM from property panel.

The access point functions as a provisioning device for 60 minutes. The Non-provisioned
field devices and the line-powered FDAP routers that are in the factory default state start
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appearing in the Selection Panel. Note that if you do not accept or reject the devices within
60 minutes, the devices automatically disappear from the user interface.

ISAL100 Provisioning

Enable OTAP
g Enable cver the air provisioning for AP =

% | Total Devices Selected o

TAG NAME TIME DEVICE TYPE
AP_0096 50 Minutes Access Point{PM)

LPFR_0041 OMinutes Router

ming informstion

PROGRESS

Mot Started

Mot Started

4. The Device Discovery page appears. This page displays all the Unprovisioned devices
that you have selected for enabling over-the-air provisioning.

ISA100 Provisioning

Total Devices Selected (E)
TAG NAME DEVICE TYPE STATUS

o FDAPZ_R320_FBD3 Router UnProvisioned
[~

LPFR_0041 Router UnPraovisioned

PROGRESS

MNot Started

Not Started

5. Toreject a device from joining the network using over-the-air provisioning method.

= Selectthe required device and click Reject. The Reject Over the Air Devices

window displays.

= Click Reject. The Progress column displays the status as In Progress, and then

Completed, when complete.
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6. Click Accept. The Progress column displays the status as In Progress, Provisioning,
and then Joined, when complete. Do not close the window when over-the-air
provisioning is initiated for devices.

ISA100 Provisioning

TAG NAME DEVICETYPE SIS

FDAPZ_R320 FBO3 Router UnProvisioned

All the line-powered FDAP routers and the field devices that you have selected for over-the-

air provisioning are provisioned.
ISA100 Provisioning

Device Diszavery
V23 Un-provisionad device sppaar in the
netwark

TAG NAME DEVICE TYPE

FDAPZ_R320_FBO3 Routar

Also, you can minimize the screen by selecting MINIMIZE button and you can view it in the
notification bar.
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Action List

Notifications (1)

ISA100 Provisioning

7 unprovisioned devices joined the network

®

ATTENTION

Repeat the procedure to enable over-the-air provisioning capability in line-
powered FDAP routers. This enables the line powered FDAP routers to provision
distant nodes in the network.

7. Dragand drop the device from the selection list to Map and click NEXT.

ISA100 Provisioning

__ Davice Di Summary
n-pr

FDAP2_R320_FBO3
Router

v FDAP2_R320_FB03 ]

S O0sec §3% 4 Line

8. Summary page displays all the provisioning information. Click FINISH.
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ISAL00 Provisioning

Device Discovery

TAG NAME VENDOR ol s RADIO VERSION

FDAPZ_R320_FBO3 Honeywell 2014430003 Ow32z1-140

1-1of L devices

9. Tofilter the device list:

a. Select Manage Devices from Left Navigation Menu bar.

b. Go to the filter option , expand Status > Un-Provisioned

The Non-provisioned devices appear in the Selection panel. The extended Selection panel
enables you to view the available device parameters.

The device establishes a communication link with the access point after it attains the Non-
provisioned state. This link persists even if the device is not provisioned using the
connected access point. If the device needs to be provisioned using a different access
point, reject the device and then delete it from the user interface, so that the device can
rejoin through a different access point for provisioning.

Provision the ISA100/WirelessHART devices using Common Join Key

ISALO0/WirelessHART devices can be provisioned in the OneWireless Network using Common
Join Key method as described below. Any ISA100/WirelessHART device that came out of factory
or provisioned for different network can be provisioned into this network without using any
specific OEM tool.

To provision the ISA100/WirelessHART devices using Common Join Key

1. Select Provisioning from Left Navigation Menu bar.

2. Select Common Join Key Provisioning for ISA100/WirelessHART Devices as shown
below.
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@ Download keys is not supported in R22.1

ATTENTION

3. Click Next.

4, Ifthe ISA100/WirelessHART devices are shipped from factory, configured with this
system network Id and known join key, then in the Key box, type the Common Join
Key supplied by the device vendor.

5. Ifthe ISA100/WirelessHART devices comes with the unknown key and you want to
provision them to this network, then enter the key you need to use for provision, or
generate a random key using Generate Key button. Configure the Common Join Key
and the WirelessHART network ID to the WirelessHART device using any third-party
provisioning tools.

6. Inthe Enabled Duration (min) box, enter the duration in minutes and click Apply.

7. The device joins the network using the configured network ID and the Common Join
Key.

8. Click OK on the confirmation message.
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Provision WirelessHART devices using Over-The-Air (RE)-Provisioning method

WirelessHART devices can be provisioned in the OneWireless Network using Over-The-Air
(RE)-Provisioning method as described below. Any WirelessHART device which is factory
delivered or provisioned for different network can be re-provisioned into this network over

the air without using any specific OEM tool.

To provision WirelessHART devices using WirelessHART Over-The-Air (RE)-Provisioning method

1. Select PROVISIONING from Menu bar.

2. Select Common Join Key Provisioning for WirelessHART Devices as shown in the

following image.

3. Click NEXT.

4. Inthe Key box, type the key details of the WirelessHART device provided by the

manufacturer or key present/stored in the device.

5. Enterduration in minutes and click APPLY.
6. Select Manage Devices from Menu bar.

7. Select the required field device access point. The selected Access point must be in

the vicinity of the device to be re-provisioned to this network.

8. Expand Device Management in the Property panel.
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9. Under WirelessHART Over The Air (RE)-Provisioning, type the WHART provisioning
Id provided by the manufacturer or stored in the device in the WHART provisioning Id
box.

WirelessHART Over The Air (RE)-Provisioning

Time Remaining : 539 minutes

Provisioning : | Enable

10. Click APPLY.

11. After a few minutes, the WirelessHART device joins the network through the FDAP on
which Over-The-Air (RE)- provisioning is enabled.

12. Select the Wireless HART device from Manage Devices.

13. Expand Wireless Network ID in the Property panel. In the New Network Id box, type
the Wireless Network ID of this system.

Wireless Network Id

New Networkld : 3366

Current Networkid 3366

14. Click APPLY.

15. Go to Device Management and select Warm Restart to the device to join

permanently to this network.

The WirelessHART device that you have selected for WirelessHART Over-The-Air RE-

Provisioning is provisioned.
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TagName :  3308_GWR_TX
Status - Joined
Description

DefaultMop :  Unplaced

r - Rosemount

Tempiate Revision

Network Address
IPv6 Address - FEB0::0018:1E266E58.8EEQ
EUIG4 - 00181E266ESBBEED
Network Addrass
y Paront
Address
Secondary Parent
Secondary Address

Routing Level

Time Synchronization

Secondary Parent
Secondary Address

Time Distribution Lavel

16. Disable Over-The-Air (RE)-provisioning in FDAP and Common join key in WDM.

Remove Device

To remove a device

1. Click PROVISIONING in the Left Navigation Menu bar.

2. Select the check box for the provisioning device to be removed from Delete WDM or

Devices option.

= Honeywell

Provisioning
Che

Select Common Join Key Provisioning

ISA100 And WirelessHART Devices.

Select PDA Provisioning

Download Keys

Delete WDM or Devices

WD

3. Click NEXT.

4. Click DELETE.
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Delete devices

Delete PDA Devices

CONFIGURATION

Delete W1

TAG NAME DEVICETYPE LOCATION VENDOR MODEL REVISION

wdmlL Device Manager Unplaced Honeywell WDM 0w322.1-140

[] ResetPCN and FDN IP Address

5. Select Reset PCN and FDN IP Address checkbox to reset the IP address.

See section To remove a device: for more information.

See section To remove a device: for more information.
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Android based provisioning for OneWireless Network
This application is developed to provision ISAL100 and WirelessHART devices using an

Android mobile phone or a tablet.
Prerequisites

e Ensurethat you have installed Android application “AndroidProvDev” in your device.
You do not need any driver files to be installed into Tablets or Smart phones.

e Ensurethatyou have logged on to the OneWireless user interface.

e Ensure that the Android mobile phone or a tablet is connected to the computer and

the connection status appears in an external device in the computer.

e Android Smart phones must have Bluetooth V4.0 LE (BLE-Bluetooth Low Energy)
Compatibility.

Install Android Provisioning Device Application from WDM
Perform the following procedure to Install Android Application from WDM.

1. Click System from left navigation menu and select Software Download.

= Honeywell 270

Software Download

Select Software

2. Select Android Provisioning Device Application from the select Software list and

click Download.
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Software Download

Select Software
Provisioning Device Application
'OPC-UA Proxy
Modbus Configuration Backup

Secure Communication Software

Android Provisioning Device Application

3. Software downloaded successfully message appears after downloading the software.
You can install the Android Provisioning Device Application by following steps:
e Save AndroidProvDev.apk to your Android device.

e Using your Android device, open File Explorer and navigate to AndroidProvDev.apk.
Click on the apk file to start the installation.

Application Installation

1. Installthe application “AndroidProvDev” file in android device.

ehs X
4 < Local Disk (F:) » R310.4B1 Platform ~ O Search R310.4B1 Platform o
nize v New folder =R ’ ]
§ 3D Objects ~ MName Date medified Type
© C on [E4LLT5DEK
Mo items match your search,
ll Desktop

f| Documents

L Downloads
Music
Pictures

§ Videos

L Local Disk (C:)

L System Reservec

L LocalDisk(F) v < >

File name: | EOGIGTEIENE —

Save as type: | Software Files (*.apk) ~
de Folders Cancel

2. Download the application “AndroidProvDev” file to computer/laptop (Local
Machine).

3. Transfer “AndroidProvDev” file from computer/laptop to Android mobile like any other

file transfer.
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4. Go to the location on mobile phone where you have transferred the “AndroidProvDev”
file and click the file to install the application.

A pop-up message appears and click INSTALL to install the application as shown in the
following image.

OneWireless

Do you want to install this application?

CANCEL INSTALL

5. After a successful installation, click OPEN to launch the application.

OneWireless

App installed.

DONE OPEN
Android device specifications
Attribute Specification
CPU 1 GHz Speed
0S Android 6.0 or above
Display 5inches
RAM 2 GB
ROM 32GB
Connectivity Bluetooth 4.2 or above
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Provisioning

This applicati

onis developed for the following Device categories.

1. ISA100 BLE Devices

2. ISA100 IR Devices

3. WirelessHART devices

You can see these protocols while launching the application.

(o)
NOTE

E FDAP Gen3 and PCAP are provisioned using Bluetooth, all

ther Access points and devices use IR for provisioning.

ISA100 BLE

Provisioning Process for ISA100 BLE Devices

1. Inthe OneWireless application, select ISA100 BLE from the Choose Protocol drop-
down list..

S8 100 BLE

G4 1040 It

s sAAT

®

ATTENTION

Allow Bluetooth permission when prompted by the device. This is
mandatory for the application.
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2. Select the available ISA100 BLE Device to get connected with the application.

VoL TE

Configure Device

Choose Protocol

ISAL00 BLE ~
Saloct Device ta Connect (o]
Available Devices

* WCI_ISALO00_BLE4DB4FFFFODFCOE

W W W W W

WCIISALOO_BLE4OB4FFFFOOFC33

WCI_ISAL00_BLE4OB4FFFFOOFCO6

WCI_ISALOO_BLE4OB4FFFFOOFC1E

WCI_ISAL00_BLE4OB4FFFFOOFC32

WCI_ISALO0_BLE4OB4FFFFOOFCOT

=

NOTE

If the PCAP or FDAP Gen3 is in Reset to factory default state, use the
default PIN “192021” to pair the device.

If the PCAP or FDAP Gen3 is provisioned to a WDM and default pin is
changed, see "BLE options” in Table. 7 in Process Control Access Point
(PCAP) User's Guide / FDAP User’s Guide to get the pin number.

3. Provide the PIN number to pair the device.
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Bluetooth Pairing

The PIN is comprised of letters or
symbaols

You may also need to enter this
PIN on the other device.

Cancel

4. The following options are available after pairing with the device.

Actions

Device Information

Provision Device

Tag Name

Radio Power Level

Device Information:

Provides the field device information such as; Tag Name, Serial No, Power level and so on.
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Device Information

Tag Name : TO40B4FFFFOOFC20

Vendor : Honeywell

Model : PCAP

Serial No 11

ELIGS : D0-40-84-FF-FF-00-
FC-20

Revision : OW321.2-120

1Py Address FEB0:0000:0000:0000
:;HJOO:&ETB:CO#B:DO‘B

Power Lavel i -1dBM

Subnaet 1D '3

Join Status : Joined

Read Device Information

E Read Device Information button is activated only when the
BLE device is connected otherwise the button is disabled.
NOTE |This behavior is common for other screens.

Provision Device

e You can reset or Provision Field Device to a specific network.

Provision information from Honeywell WDM User Interface

1. Getthe SMEUIB4 and Subnet ID from WDM to update it in mobile application.

Provisioning

Subnet ID
1015

UteDrift
35

System Manager Eui6

0030EBFFFF6338F6

System Manager IP Address

192.168.252.15

Jain Key
2E766AA1 - 5CF1D9F5
F96D03D5 1F83C528

| Provision Device |

| Reset Device to Defaults |
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‘System Manager Log Level

Fixed Channels

e SMEUIG4 Address: Get the EUIB4 address from Honeywell WDM User Interface as

highlighted in blue color and the same must be used in SMEUI64 address in the
Android Mobile Application.

e Subnet ID: Get the ISA100 Subnet ID from Honeywell WDM User Interface which is

highlighted in red and the same must be used in Subnet ID in the Android Mobile
Application.
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2. Getthe IPv4 Address from WDM and Joining Key.

wdml

Device Manager
Device Manager Summary
System Manager
Device Management
WDM Statistics
ISA100 Interface Statistics
WirelessHART Interface Statistics
NTP Status
Redundancy
Redundancy History
IP Address Filtering
MAC Address Filtering
Wireless Protocol Settings

Field Device Network (FDN)

1P Address

IP Address : 192168.25215

Subnet Mask : 2552552540

DHCP Server Settings
Enable DHCP :

FDAP IP Address Low : | 192168253100

FDAP IP Address High : 192168.253.150

Process Control Network (PCN)

e GetthelP Address from Honeywell WDM FDN (Field Device Network) Address as
highlighted in the earlier image and use the same in Android Mobile Application.

e Getthe common Join Key (Wireless HART provisioning - Even though it is reflecting
as WirelessHART Provisioning, the same common join key is applicable for ISA100
as well) from Honeywell WDM user interface.

e Selectthe Enable Key check box to provide the Enabled Duration in between 60 to
600 minutes Range.
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2E76 ||6AAL || 5CFL || D9FS ||F96D | |0305 || 1FB3 ||C328 | @

5. Onceyou update the actual values in the Android mobile application, click Provision
Device to provision.

Provisioning

Subnet ID
1015

UteDrift
35

System Manager Eui6

0030EBFFFF6338F6

System Manager IP Address

192.168.252.15

Jain Key
2E766AA1 5CF1D9F5
F96D03D5 1F83C528

| Provision Device |

| Reset Device to Defaults |

Now the Access points with BLE successfully joined the network.

Reset Device to Defaults

Select Reset Device to Defaults to reset the Access Point from the current network. This
drops the Access point connection from current network.

Tag name

1. Click Tag name to edit/update Tag name.

2. You can edit the tag name from the drop-down list or type in the device

name as shown in the following image.
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Tag Name

Tag Name: TO4084FFFFOOFC20
Change Tag Name

TO4084FFFFOOFCE3

OR Select From List

Device 1

Device 2

Device 3

Device 4

Device 5

Device 6

Device 7

Device 8

Write Tag Name

Radio Power Level

1. Click Radio Power Level to set the power.

2. Aconfirmation message appears after setting the power level.

Radio Power Level

Power Level: -1 dBM
Change Power Level

-2 dBM v

Write Power Level

@ Itis not recommended to change the power level as it has direct implication with

regulatory compliances.
ATTENTION
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ISA100 IR Devices
ISA100 -Access Points, and Devices with IR

Prerequisites:
e Ensurethatyou have ACT-BT5713U (BLE-to-Raw-IR Bridge) Adapter.

Bluetooth IR Bridge Device

This android application works with Bluetooth-IR Bridge device from ACTiSYS. ACT-
BT5713U-v3 device has support for both battery and DC power. It has a power button to
switch on /off the module in order to avoid burning of batteries too fast. ACTBT5713U-v3
provides a bridge solution between Bluetooth Low Energy (BLE) & Raw IR on data
transmission. It tunnels data received through Bluetooth from Android Phone or Tablet to

traditional RAW-IR data or vice versa.

POWER
BATT. LOW

Bluetooth
IR

=4CTiS¥S

WIRELESS INTERFACE

O

ATTENTION

ACT-BT5713U-v3 cannot be used in hazardous area.

Powering up ACTiSYS Device

Press “ON” switch to power on the device. When ACTISYS device is powered on, the data
LED starts blinking. This indicates that the device has powered on and started advertising
for Bluetooth.
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Provisioning Method

< BLE

) (« )" («

“T-BT5713U
e ACT-BTS57131

Smart Phone

The ACT device acts as an intermediate bridge to Write/Read provisioning details and
device parameters.

Prerequisites:

e Ensure ACT-BT5713U-v3 device is powered up and turned ON. This indicates the
device can connect with Android Mobile.

e Ensure ACT-BT5713U-v3 device IR must be in line of sight with IR of Field device.

Provisioning Process for ISA100 IR Devices

1. Inthe OneWireless application, select ISA100 IR from the Choose Protocol drop-down
list.

[ Te——

1SAL00 1R -

Allow Bluetooth permission when prompted

ATTENTION by the device. This is mandatory for the

application.

2. Selectthe ISA10O IR Device (ACTISYS) from the Available Devices list.
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3. Once the device is successfully connected, it appears in connected device. Click
Continue to proceed further.

Continue

4. The following options are available after pairing with the device.

Actions

Device Information

Provision Device

Tag Name

Radio Power Lovel

The procedures are similar to those mentioned for ISA100 BLE.

@ In case the request fails or times out, check the ACT-BT5713U-v3
device power, if it is in off, then turn it to “ON” and then retry in
ATTENTION (Android Mobile/Tablet application.

WirelessHART Devices

Prerequisites

e Ensuethatyou have Viator® Bluetooth® HART Interface HM-MT-BT-EX-010041
(Bluetooth to WirelessHART Interface Bridge) Adapter.

Bluetooth to WirelessHART Interface Devices

This android application works with Bluetooth-WirelessHART Interface Bridge from
Pepperl+Fuchs. This provides a bridge solution between Bluetooth and WirelessHART

OWDOC-X254-en-323A
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Devices on data transmission. It tunnels data received through Bluetooth from Android
Phone or Tablet to traditional WirelessHART devices or vice versa.

Viator® Bluetooth® Interface Modem is operated by replaceable AAA batteries. It attaches to
a WirelessHART/HART field device with 18-inch leads & test clips. Android Phone host uses
an internal Bluetooth interface to communicate with the modem. It has a power button to

switch on /off the module to avoid burning batteries too fast.

Powering up Viator® Bluetooth®

Press “ON” to Power up the Modem. When Viator Modem is powered on, the data LED
starts blinking. This indicates that the device has powered on and started advertising for

Bluetooth.

Provisioning Method

WirelessHART

Field Device

Test clips

Bluetooth
connection

») (¢ [3]e

Smart Phone

As per the diagram, Viator Modem device acts as an intermediate bridge to Write/Read

provisioning details and device parameters.

1. Ensure Viator Modem is powered up and it turns ON, which means Bluetooth is

available to connect with Android Mobile.

E In general, the default password/PIN is “mactek”, if it does not work, see
the Viator Modem User Guide for the password/PIN.

NOTE
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2. Ensure Viator Modem test clips are connected to WirelessHART Device.
Provisioning Process for WirelessHART Devices
1. Inthe OneWireless application, select WirelessHART from the Choose Protocol drop-

down list and discover MACTek Viator Bluetooth Device and provide the password/pin
to pair with it.

= Configure Device

Choose Protocol

WirelessHART v

Select Device to Connect (:)
Available Devices

¥  MACTekViator5CTF

2. The following options are available after pairing with the device.
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Actions

Device Information

Provision Device

Tag Name

Dynamic Variables

Device Status

Burst Message Information

| Radio Power Level |

a. Device Information (Read Only).

Device Information

EUI-64 26632DC8CC
HART Protocol 99

Major Revision

Device Revision 5

Level

Software Revision  : 7

Level

Hardware Revision o 4

Leve

Maximum Number 4
Of Device Variables

Physical Signaling Bell 202 Voltage

Code

Flags : EEPROM Control

Manufacturer : Rosemount

Identification

Private Label Rosemount

Distributor

Device Profile : WirelessHART Process
Automation Device

Long Tag Device_1

Read Device Information
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@ In case the request fails or times out, check the MACTek Viator device
power and, if it is in off state, turn it to “ON” and then retry in Android
ATTENTION |Mobile/Tablet application.”

b. Provision device.

4G VoLTE

Provisioning

Network 1D

Join Key
00000000| - 00000000
00000000 00000011

| Provision Device |

| Reset Device to Defaults |

c. TagName.
— Click Tag name to Edit/update Tag name.

— You can edit the tag name from the drop-down list or type in the device name.
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< Tag Name

Tag Nama: Device_l

Change Tag Name

OR Select From List

Device 1

Device 2

Device 3

Device &4

Device 5

Device 6

Device 7

Device 8

Write Tag Name

d. Update Power Level.

@ It is not recommended to change the power level as it has direct

implication with regulatory compliances.
ATTENTION

Click Radio Power Level to set the power. After setting the power level, it asks for

a confirmation.

VOLTE

Radio Power Level

Power Level: O dBM
Change Pawer Level

Select v

Write Power Level
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VoLTE

Radio Power Level

Select

-5 dBM

-4 dBM

-3 dBM

-2 dBM

-1 dBM

0 dBEM

1dBM

2 dBM

3 dBEM

4 dBEM

5 dBEM

e. Dynamic Variables.

The parameters that are configured as PV,SV,TV and QV can be viewed under this

option.

VOLTE

~N T

Dynamic Variable Information

Primary Variable (PV)
Secondary Variable (SV)
Tertiary Variable (TV)

Quaternary Variable (QV)

¢ 0.00 Undefined

25.10 °C

25.00 °C

3.61 volts

Read Dynamic Variables
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f. Device Status.

Status of the device is available in this option.

Device Status

Device Status
Device Malfunction
Configuration Changed
Cold Start

More Status Available
Loop Current Fixed
Loop Current Standard

Non-Primary Variable Out of Limits

Primary Variable Out of Limits

Extended Device Status
Maintenance Required
Device Variable Alert
Critical Power Failure
Failure

Out of Specification

Function Check

Read Device Status

g. Burst Message Information.

All the parameters required for publish configuration is available under this
option.

VoLTE 6:24 pm @ 4 53

Burst Message Information

Mumber of Burst Msg 2 ¢l
Burst Message (0-2)

0 v

Burst Control

TOMA DLL only ~

Burst Period (in secs)

1

Burst Max Pericd (in secs)

3001

Burst Command

33 v

Burst Trigger Mode

Continuous i

| Read Burst Message |

| Write Burst Message |
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Provision Information from Honeywell WDM User Interface

WirelessHART Subnet ID & Join Key

e Getthe common Join Key (Wireless HART provisioning) from Honeywell WDM user
interface.

EUIG4 address

System Manager Statistics

FDAP Router Maximy

System Manager Log level

Fixed Char

e Selectthe Enable Key checkbox to view the join key provisioning in WDM provide the
Enabled Duration in between 60 to 600 minutes Range.
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Enable Key

DSF3 | FO6D |(03D5 | 1FB3 || C5.

Provisioning WirelessHART Field Device using Values in Application

Provisioning

Notwerk 1D

| Provision Device |

| Reset Device to Defaults |

You must provide network ID and Join key to join in the OneWireless application.
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Configuring the WDM

Configure default routing policy

The default routing policy defines the routing behavior of a field device that is capable of
operating as a router as well as an |/0 device after it joins the network.

Considerations

The default routing policy is not applicable for the following devices.

e Devices capable of operating as access points (Access Points and FDAPs when
connected to the backbone network).

e Devices capable of operating only as routers (FDAPs when not wired to the
backbone network).

e Devices capable of operating only as I/0 devices.

To configure default routing policy

1. Select Manage Devices from Left Navigation Menu bar.

2. Select the WDM from the selection panel.

3. Expand the property panel for WDM and expand System Manager.

4. Under Network Topology, select Default Routing Policy, as appropriate.

System Manager

Access Point License
Total AP Licenses
Licensed Al

Unlicensad AP Count

Field Device License
Total FD Licenses :
dFD Count : 6

Unlicensed FD Count :

Network Topology

Default Routing Policy :
Maximum Route Depth :

Link Quality Threshold :

Routing Enabled, Line Powarad Only

5

96

Link Strength Threshald : -30

Default Join Policy | Join Enabled

EUI64 address

System Manager : 001500FFFFO02507

The following are the routing policy options available.

e Routing Enabled — Enables all the routing field devices to function as a router and an
I/0 device.

¢ Routing Enabled, Line Powered Only — Enables all the line-powered routing field
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devices to function as a router and an I/0 device. In this case, the battery powered
routing field devices function only as I/0 devices.

e Routing Disabled — Disables the ability of the routing field devices to function as

routers. The field devices with routing capability can function only as I/0 devices.
5. Type the Maximum Route Depth, as appropriate.

The Maximum Route Depth parameter specifies the maximum number of hops. Hops are
defined as the number of routing devices through which the data must pass to reach its
destination. By default, this parameter is set to four.

6. Type the Link Quality Threshold, as appropriate.

This corresponds to the RSQI value between the devices. The link between the devices is
established only if RSQl is equal to or greater than the Link Quality Threshold limit. By
default, Link Quality Threshold is set to 96.

f} Honeywell recommends that you set the Link Quality Threshold as 96. To set
the Link Quality Threshold to any other value other than 96, you must contact

CAUTION 3 Honeywell technical support representative for assistance.

The Link Quality Threshold does not apply if the device has only one primary link.

7. Type the Link Strength Threshold, as appropriate. This corresponds to the RSS! value
between the devices. By default the value is set to -90dBm. Honeywell recommends
this value to be between -80 and -90.

8. Select one of the following Default Join Policy options, as required.

The Default Join Policy specifies the system-wide join policy for the routing devices
(FDAP/FDAP Gen3 routers and routing field devices). The system — wide join policy can be
overridden by the join policy of the device.

By default, the join policy for the devices is configured as Join Enabled.

e Join Enabled — Enables the devices to join the network through FDAP routers and
routing field devices.

e Join Enabled, Line Powered Only — Enables the devices to join the network only
through FDAP routers.

9. Click Apply.

The configured routing policy is applicable only for devices that are joining the network for
the first time.
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Configure key rotation period
To configure key rotation period
1. Select Manage Devices from Menu bar.
2. Expand the properties for WDM.
3. Expand System Manager in the property panel.
4. Select the Key Rotation Period under Network Security.
The following options are available for configuring the key rotation period.

e 8 Hours

e 1 Day
e 1 Week
e 1 Month

e Infinite — The default setting, which implies that key rotation is disabled.

E It is recommended to change the value to any value other than
infinite.
NOTE

5. Click Apply.

Configure Radio frequency Channel

The data communication in the OneWireless Network takes place through 15 channels of
the wireless frequency spectrum. Each channelis of 5 MHz bandwidth, and with a center
frequency starting from 2405 MHz to 2475 MHz of the 15 channels, three channels of
frequency 2425 MHz, 2450 MHz, and 2475 MHz, are fixed and are not user configurable.
The remaining 12 channels are user configurable and by default are available for data
communication. You can determine and configure the channels that would be available for
communication in the network.

In a plant scenario, there can be various wireless devices communicating in specific
channels, which may cause interference. In such situations, you can configure channel to

avoid interference and have reliable data communication network.
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To configure channel Radio frequency channel

1. Select Manage Devices from Menu bar.
2. Expand the properties for WDM.

3. Expand System Manager in the property panel.

wdml
Device Manager

Fixed Channels

Configurable Channels

Channel 11
Channe

Channel 13
Channel 14
Channel 16

Channel 17

The fixed channels appear under Fixed Channels and the user configurable channels
appear under Configurable Channels.

E A total of 5 channels must be selected. It can comprise a minimum of 3

Fixed Channels and 2 Configurable Channels.
NOTE

4. Select the check boxes for the channels, as required.
5. Click Apply.

It takes approximately 90 seconds for the changes to take effect.
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Configuring the WDM redundancy

The OneWireless redundant system consists of two identical WDMSs, one acts as a primary
and the other acts as a secondary (redundant backup). In a redundant system, the
secondary is actively linked to the primary (running), so that it can take control whenever
the primary fails or is shut down. The primary and the secondary WDMs are connected to
each other through the RDN Ethernet port.

E No WDM switchover happens when primary WDM is shutdown using the
Power button present on WDM. This is an intentional user shutdown of
NOTE  |the primary WDM and secondary WDM does not take over the primary

WDM role in this case.

@ Redundancy is supported for the following combinations:

e WDMXand WDMY
ATTENTION

e WDMY and WDMY

The following are the redundancy features:

e Provides an uninterrupted view to the field device network in the event of a hardware
or a software failure.

e Synchronize process data, alarms and events, field device network databases, and
WDM configuration in real time.

e Enables transparent switchover with no loss of view to the field device network

across all external interfaces.

e Enables you to implement the network topology with no single point of failure,
including the network switches. The following figure describes a dual switch network
topology without a single point of failure.
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Client PC Client PC
PRIMARY SECONDRY
SIN Switchd  PCN SwitchA SIN Switch B PCN Switch B

L S

FDN SwitchA H FDN Switch B

_{ FDAP i 4 i _|FDAP

Fig. 12. Redundant Network Topology with FDAP

FDAP Gen3 and FDAP2 also supports in above
scenario.

NOTE
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Client PC Client PC
PRIMARY SECONDRY
SIN Switcha PCN SwitchA SIN Switch B PCN Switch B

: FDN SwitchA

: FDN Switch B
i

;‘ 3’ F 3I Access Point
| ] | ]

802.11 Wireless Mesh Network

Fig. 13. Redundant Network Topology with Access Point

E PCAP and Cisco 1552S also supports in the above scenario.

NOTE
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@ e Cisco Catalyst 2960 Series 8 port switches and Cisco Catalyst
2960X Series 24 port switches are the supported FDN switches.
ATTENTION For more information, refer to the Cisco Catalyst 2960 Series

documents.

e Forinformation about Cisco Access Point configuration, see the
OneWireless Wireless LAN Controller Configuration Guide.

e You can use a single PCN/single FDN switch or dual PCN/dual
FDN switches. Single switches are used for simple networks, less
expensive, possible single point of failure. Dual switches are used
for more robust networks, which are more expensive, but do not
contain single point of failure.

In case you plan to set up a redundant WDM, ensure the following:

1. Cisco switch port, where the WDM is connected, is
configured to operate in access mode.

2. Spanning-tree portfast feature is enabled.
3. Speedis set to auto.
4. Portisin full duplex mode.

For an example of the Cisco switch configuration for WDM port, see the
OneWireless Wireless LAN Controller Configuration Guide.

Configure WDM redundancy from the First Time Configuration Wizard

You can configure the WDM redundancy from the First Time Configuration Wizard (FTCW).
For more information, see the section “Configuring WDM using the First Time

Configuration Wizard”.

Configure WDM redundancy from the WDM Properties panel

Redundancy configuration may be enabled, disabled, or modified on-process from the
WDM Properties List under Manage Devices. Changes performed to redundancy
configuration from the WDM Properties list only apply to that WDM, and are not
automatically cascaded to the redundant partner. For example, if redundancy is disabled on
a primary WDM, the redundant partner remains in secondary role.
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Redundancy

Summary
Redundancy Role : Primary
Synchronization State :  Synchronized
ial Sync Progress (%)

Inhibit Sync Reason -

Configuration
Redundancy Enabled :
Partner PCN IP Address -

Commands

[ evaeomcmoeurn |

[ o]

Status
Hardware Supported :
Partner Cred!
Redun Controllability : Egual
Redun Compatibility : Compatible
Auto Sy : Enabled
Pending Cri : 0

Pending Non-Critical Data :

Last Sync Date
Last Sync Date :

Last Sync Time -

Last Loss of Sync Date
of Sync Date -

of Sync Time

Statistics
TxCount : 1076322208
Rx Count : 10233238
3091.085693
2540.012939
TxRate Max : 199203.000000
ate Max :
Initial Sync Time Max

Switchaver Time Max :
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Enable redundancy from the WDM Properties list

To enable redundancy on a primary WDM:

1. Expand Redundancy in the Property panel of WDM from Manage Devices.

2. Select the Redundancy Enabled check box.
3. Inthe Partner's PCN IP address, type the partner's PCN IP address.

When the WDM redundancy is enabled, there is no need to specify a redundancy role since
itis automatically set to primary. A non-redundant WDM may not be converted into a
secondary on-process. To convert a non- redundant WDM into secondary WDM, reset it to
defaults, and then configure it as a secondary WDM from the FTCW.

Disable redundancy from the WDM Properties Panel

The WDM redundancy can only be disabled from the WDM Properties list, if the WDM is in

the primary role and synchronization is disabled. Secondary WDM may not be converted
into non-redundant on-process.

To disable redundancy on a primary WDM:

1. Expand Redundancy in the Property panel of WDM from Mange Devices.

2. Clear the Redundancy Enabled check box.

E To disable redundancy on a secondary WDM, reset it to defaults and then

configure as non-redundant from FTCW.
NOTE

Modify partner PCN IP address

On aredundant WDM (primary or secondary), the partner's PCN IP address may be
modified on-process if synchronization is disabled.

Redundancy operations

See the section “Perform redundancy-specific operations”

Primary view

The Primary WDM is used for monitoring field devices, initiating all the commands, and
viewing alarms and events. The Primary WDM monitors and reports the communication
configuration, performance, and operational status. The external interfaces such as
MODBUS, HART, OPC, GCI, ENRAF and CDA are only available on the primary WDM. CDA
interface is available on both the primary and secondary WDMs.
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Secondary view

CONFIGURATION

Honeywell

Jun 10, 2021, 257A8 PM

The secondary WDM has limited functionality and is used for monitoring redundancy
parameters, initiating redundancy commands, and viewing the secondary WDM alarms and
events. The access points, field devices, or external interfaces are not displayed on the
secondary WDM. CDA external interface is not displayed on the secondary WDM. However,
the secondary WDM can be accessed from the Experion through CDA interface.

The following are available in the Properties Panel of the secondary WDM.
e Device Manager Summary
e Device Management
e WDM Statistics
e NTP Status
e Redundancy
e Redundancy History
e Field Device Network (FDN)
e Process Control Network (PCN)
e Special Interface Network (SIN)

The external interfaces are only available on the primary WDM (except CDA). External
clients cannot connect to the secondary WDM using Modbus, HART, OPC, GCI, and ENRAF.
The CDA interface is available on both the primary and the secondary WDMs. The external
clients are reconnected to the old secondary/new primary immediately after switchover,
using the primary WDM configuration. Redundancy status parameters and commands are
available when integrated with Experion R410 and later.
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Monitoring the WDM redundancy status

The redundancy status is displayed on the Status Bar, Property panel and Reports of the
OneWireless User Interface.

Status Bar

The Status Bar contains the overall redundancy and physical ID status.

Access Points - 2, ISA100 - &, WirelassHART - 1 Urgert (= High (@@ Medium Low PRIMARY:SYNCHROMIZED PHYSICAL ID: B

Manage Devices

The WDM icon on the Manage Devices changes depending on the redundancy role. For
information regarding the different WDM icons, see “Understand the device icons”.

Monitor the redundancy status from the WDM Property panel

Follow the below procedure to monitor the redundancy status from the WDM Property panel:
1. Select Manage Devices from Menu bar.
2. Expand the properties for WDM.

3. Expand Redundancy in the property panel.
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Device Manager Summary

em Manager

Managsment

Redundancy

Summary

Redundancy Role :

Synchronizz

Initial Sync Progress (%) :
Inhibit Sync Reasan :

Redundancy Physical ID :

Configuration

Redundancy Enabled :

Partner PCN IP Address :

Commands

Status

Hardware Supparted :
Partner Creds Syncd -

Redun Controllability -

Redun Compatibility

Auto Sync

Pending Critical Data :

Pending Non-Critical Data -

Last Sync Date

Last Sync Dats

Last Sync Time
Last Loss of Sync Date

of Sync Date

55 af Sync Time

Statistics

Tx Count :

Rx Count :

TxRate :

RxRats -

Tx Rate Max :

Rx Rate Max

Initial Sync Time Max :

Switchover Time Max -

Primary

Equal
Compatible
Enabled

]

1076322208

3091.085693
7940012933
000000
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4. Under Summary, verify the Redundancy Role, Synchronization State, Initial Sync

Progress, Inhibit Sync Reason, and Redundancy Physical ID.

5. Under Status, verify Hardware Supported, Partner Creds Synced, Redundant

Controllability, Redundant Compatibility, and Auto Sync State, Pending Critical Data,

and Pending Non-Critical Data.

The following table describes the attributes displayed in the Redundancy tab of the WDM Property panel.

Attributes Description

Summary

Redundancy Role

Synchronization State

Indicates the current redundancy role - primary, secondary, or non-
redundant.

Indicates level of module synchronization with redundancy partner
as follows: - Partner Visible, Initial Sync Progress, Synchronized, No
Partner, and Incompatible.

e Partner Visible: Communication is established over the RDN
private path, but the WDMs are not yet synchronized.

e |nitial Sync Progress: Initial sync is in progress.

e Initial sync is complete and WDMs are in sync maintenance
state.

e No communication over RDN private path.

e Redundant partneris not compatible for synchronization.

Initial Sync Progress (%)

Inhibit Sync Reason

Redundancy Physical ID

Indicates the percentage of initial-sync completion. This is set to
zero when initial sync is not in progress and it is set to 100 when
initial sync is complete.

Indicates the current reason why initial sync is inhibited.

Used to identify the physical hardware module.

The Redundancy Physical ID attribute is used for identifying the
physical hardware module. By default, when a WDM is configured in
a primary role, the value of its attribute is set to A. When a WDM
configured in a secondary role, the value of its attribute is set to B.
These values are attached to the physical hardware and not the
redundancy role. In other words, starting from a redundant
synchronized WDM pair, where the WDM with a physical ID Ais
primary and the WDM with a physical ID B is secondary, if a
switchover occurs, the WDM physical ID Bis in primary role and the
WDM with physical ID A reboots into secondary role. If the physical
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hardware is so labeled, it is possible to identify the WDM currently in

Primary role.

Status group

Hardware Supported Indicates whether redundancy is supported on current hardware.
WDM redundancy is not supported on WDMS hardware.

Partner Creds Synced Indicates whether WDMs have synchronized at least once. On a

lonely secondary, the

primary command is disabled if this check box is not selected.

Redun Controllability Describes the module’s ability to control relative to its redundant
partner. For example, on an unsynchronized redundant WDM pair, if
the primary's FDN/PCN/SIN cable is disconnected, but the
secondary's FDN/PCN/SIN cables are connected, then the
secondary has better control ability than the primary. And the
primary WDM's control ability is worse than the secondary. Note that
on such a redundant WDM pair, if synchronization is enabled, then
the WDMs synchronize and immediately switchover since the
secondary's control ability is better than that of the primary.

Switchover can be initiated from primary or secondary WDM. The

following conditions result in switchover:

e FDN/PCN/SIN Ethernet cable is disconnected on the
primary WDM.

e Loss of power on the primary WDM.
e Software failure on the primary WDM.

e Hardware failure on the primary WDM.

Redun Compatibility Indicates whether redundant partner modules are compatible and if
not compatible, provides a reason. Initial synchronization is disabled

on an incompatible WDM pair.

Auto Sync State Indicates whether auto synchronization is enabled or disabled.
When disabled, you must explicitly issue the Enable
Synchronization command to reset any persistent fault condition

and (re)attempt initial synchronization.

Pending Critical Data Number of critical sync data bytes yet to be sent to partner. This
value is usually O. Anincrease may be observed during initial

synchronization, which rapidly reduces to O.

Pending Non-critical data Number of non-critical synchronization data bytes yet to be sent to
the partner. This value may increase to a large value during initial

synchronization, and gradually reduce to zero.
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Last Sync Time Time when the WDM completed initial synchronization.

Last Loss of Sync Time  Time when the WDM last lost synchronization.

Statistics The attributes in this group indicate whether redundant WDMs are
communicating over the RDN private path. A steadily increasing Tx
count indicates that data is successfully being transmitted to
partner. A steadily increasing Rx count indicates that data is
successfully being received from the partner.

6. Expand Redundancy History in the Property panel to view the history details. The
Redundancy History tab displays the 16 most recent redundancy events along with a
reason why the event occurred. For example, in the following figure, the role change
state is reported with reason Initiate Switchover Command indicating that a role
change occurred at 3 PM on 4/19/2021 due to user- initiated switchover command.
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Perform redundancy-specific operations

Enable Synchronization

The Enable Synchronization option enables auto synchronization and is used for initial

synchronization. The maximum initial synchronization time is 180 seconds.

The following conditions result in loss of synchronization:

Disable Synchronization command initiated from primary or secondary WDM.
FDN or PCN Ethernet cable disconnected on the secondary WDM.

RDN Ethernet cable disconnected.

Loss of power on the secondary WDM.

Software failure on the secondary WDM

Hardware failure on the secondary WDM.

Redundancy data communication failure (checksum, and so on).

O

ATTENTION

e Redundancy command buttons are disabled if they do not apply
to the current redundancy state. For example, ‘Enable
Synchronization’ is disabled when synchronized.

To enable synchronization

Disable Synchronization

Expand Redundancy in the Property panel and then click Enable Synchronization.

The Disable Synchronization option disables auto synchronization and is used for drop

synchronization. To disable synchronization

Initiate Switchover

Expand Redundancy in the Property panel and then click Disable Synchronization.

The Initiate Switchover option enables immediate switchover of a synchronized WDM pair.

The switchover time is 15 seconds.

Switchover can be initiated from the primary or the secondary WDM. The following

conditions result in switchover:

FDN/PCN/SIN Ethernet cable is disconnected on the primary WDM.
Loss of power on the primary WDM.
Software failure on the primary WDM.

Hardware failure on the primary WDM
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To initiate Switchover: Expand Redundancy in the Property panel and click Initiate

Switchover.

Redundancy data communication failure (checksum, and so on).

Convert a lonely unsynchronized secondary into a primary

The Become Primary option converts a lonely, unsynchronized secondary into a primary.

The secondary WDM must have synchronized at least once with the primary WDM for this

command to be enabled. This is indicated by the Partner Credentials Synced check box in

the Status group.

0

ATTENTION

As the secondary is not synchronized with the primary when this

command is executed, it may have stale configuration data. You must

manually check and re-configure devices and other settings as

appropriate. The following data is preserved in the secondary WDM since

the last sync drop event:

Primary WDM name.

Primary WDM FDN IP address.

Primary WDM PCN IP address.

Primary WDM external NTP server configuration.
Primary WDM DHCP server configuration.

DHCP leases given out by primary WDM.

Security keys already used by devices to join the network.

Country code.
Subnet ID.
TAI offset.

User accounts, their roles, and permissions.

=

NOTE

Reset of the configuration data such as Device Routing information,

external interface configuration such as Modbus Points configuration,

CDA device load configuration and so on are not preserved.

To convert a lonely, unsynchronized secondary into a primary:

Toggle Physical ID

The Toggle Physical ID option allows to toggle physical ID from B to A or Ato B.

Expand Redundancy in the Property panel from Mange Devices, click Become

Primary.

When the redundant WDMs are communicating over the private path, the physical IDs of

both the WDMs is toggled, regardless of whether the command was sent to the primary or
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the secondary WDM. If redundant WDMs are not communicating over the private path, only
the WDM to which the command was sent is affected.

@ When redundancy is enabled, the primary WDM is assigned physical ID A
and the secondary WDM is assigned physical ID B. The physical IDs are
TP displayed in the Ul during normal operation. Tagging the physical

hardware with matching labels makes it easy to distinguish the WDMs
later.

To toggle the physical ID:

Expand Redundancy in the Property Panel and click Toggle Physical ID.

Configuring device communication redundancy

The OneWireless user interface displays the communication redundancy state of each
device. Acommunication redundancy ratio statistic is provided to identify devices with
frequent non-redundant connectivity over time, even if the device currently has redundant

connectivity. In addition, devices may optionally alarm if a non- redundant connection is
detected.

Property panel - device communication redundancy

The Property panel displays the communication redundancy information.
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2 Management

Power

Power Supply S :  Battery, High

Routing Assignment

Fast Di: ; Not Applicable
Routing Assignment : | Routing Disabled
Join Disable:

Join Disabled

Role Capability

Routing Device :

10 Device -

Assigned Role

10 Device -

Command

Uptime and Connectivity
Uptime :
Restart Count -

Drop Off Count -

Communication Redundancy
Comm Redun State © Redundant, SingleAP
Comm Redun Ratio -

Comm Redun Alarm :

1SA100 Protocol Version
Ve

h Throughput Link

Enable :

Meighbor Discovery

Frequenc

Radio Diagnostics

Battery Estimates

Percent Remaining
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e Communication Redundancy State identifies if a device is having connectivity

issues.

e Communication Redundancy Ratio provides ratio of redundant connectivity versus
non-redundant connectivity, used to identify if a device is having connectivity issues

over time.

e Communication Redundancy Alarm alerts if a device loses redundant connectivity,

alarm may be disabled.

Report

The report displays the communication redundancy information. For example, Connection

Summary report.

= Honeywell

o

For more information, see section “Generating reports”.

Configure field devices

Configure field device properties

To configure tag name and description
1. Select the field device in the Selection panel from Manage Devices.
2. Expand Device Summary in the Property panel for the selected device.

3. Typetherequired Tag Name.

@ You can change the Tag Name by double-clicking the field device name
in the Selection panel.
ATTENTION

4. Type the required Description.

5. Click APPLY.
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Configuring routing assignment

Considerations

After joining the network for the first time, a field device is capable of operating as a router
and an |/0 device initializes its routing assignment based on the current default routing
policy. It is possible to override the default routing policy by configuring routing assignment
for field devices. Configuring device routing assignment results in restarting the device with

a new role.

» Device routing assignment can be configured only for devices that are capable of
operating as routers and |/0 devices.

To configure routing assignment:

1. Selectthe field device in the Selection panel.
2. Expand Device Management in the Property panel.
3. Select Routing Assignment as appropriate.
The following are the Routing Assignment options available.

e Routing Disabled - Disables the ability of a routing field device to function as a

router. The field device can function only as an I/0 device.

e Routing Enabled - Enables the routing field device to function as a router and an
I/0 device. The default join policy configured is Follow System Manager Policy.

e NotApplicable

— Does not apply to devices that are capable of operating as access points.

— Does not apply to devices that are only capable of operating as routers.
4. Select one of the following Join Assignment options, as required.

5. The Join Assignment overrides the system manager join policy. This is applicable only

for routing field devices.
e Join Disabled - Disables device-join through this device.
e Join Enabled - Enables device-join through this device.

e Follow System Manager Policy - Enables the device to follow the system manager
join policy. Device-join through this device depends on the configured system

manager join policy.

The Join Status is a read-only parameter that indicates the resultant join state for all the

devices.

e Access Points, FDAP/PCAP access points, and FDAP routers have the Join
Assignment permanently set to Join Enabled.
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e Non-routing field devices have the Join Assignment permanently set to Join
Disabled.

Routing field devices have the default Join Assignment set to Follow System Manager
Policy.

6. Click Apply.

Configure publication rate for ISA100 Wireless devices

The publication data for input and output field devices can be configured using the Input
Publication and Output Publication panels in the Property panel. Depending on the device
type, a field device can have an Input Publication panel, or an Output Publication panel, or
both. This is determined by the DD file for the field device.

The Input/Output Publication panel for ISA100 Wireless devices contains the following
configuration options.

e Contract Status - A contract is a communication resource (bandwidth) allocation
between two devices on the ISA100 Wireless network. The following are the status
values that are displayed depending on the status of the contract.

— Not Configured - No contract established due to incorrect configuration of the
device.

— Activating - Contract establishmentis in progress.

— Active- Contract is active.

— Active, Negotiated Down - If a device requests a contract for periodic
publications at a fast rate (such as 1 second) and if the communication
resources are not available, the contract is negotiated down to a slower
publication period (such as 5 seconds).

— Terminating - Contract termination is in progress.

— Failed - Contract establishment has failed.

— Inactive - Contract is inactive.
e Rate — Rate at which a source node (field device or gateway) publishes.

e Stale Limit - Defines the maximum number of stale input values that can be
received before the input status is set to Bad. The recommended stale limit is as
stated in the following table.
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Publication period ‘Stale Limit

/2 second 120
1 second 60
2 seconds 30
5 seconds 12
10 seconds 6
30 and 60 seconds 5
1.5,15, 30 minutes 5

1 hour 5

o Destination — Destination is the target device where publications must reach.

e Channel — The list of channels for which the publication configuration applies.

e Attribute — Attribute is a parameter of a channel. It can be a process value, a

measurement, a configuration or a statistic of the channel. For example MODE, PV,

SCALE, and so on. You can publish multiple attributes.

0

ATTENTION

When a device joins the network, the WDM automatically configures its
publication period as 60 seconds.

To configure publication rate and stale limit

1. Selectthe field device in the Selection panel.

2. Expand

Input Publication

Input Publication or Output Publication in the Property panel.

Publication Group 1

Attribute 1

Attribute 2

Attribute 3

Attribute &4

S

ratureDi BIO 2

In the Rate field, select the publication rate, as appropriate.
In the Stale Limit field, select the stale limit, as appropriate.
Select the Channel and then the preferred Attribute.

Click Apply.
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Configure publication rate for WirelessHART devices

The publication data for input and output field devices can be configured using the Input
Publication panelin the Property Panel.

Input Publication

Burst Message O

Actual burst

Minimum burst

Device Variable Codes

Statistics

The Input Publication panel for WirelessHART devices contains the following configuration

options.

e Burst status — Burstindicates the publishing feature of the WirelessHART devices.
Depending on the configuration, the Burst Status is displayed.

— Disabled: If the publishing is disabled for a device.

— Configures: The device is getting configured to publish the data.

— Active as configured 1 as 1: If the actual publishing rate for the device and WDM
configured publishing rate are identical.

— Capacity adjusted 1 as 8: If the actual publishing rate for the device and WDM
configured publishing rate are not identical.

— Burst denied: Publishing is not working, as intended.
e Burst trigger mode - Indicates the trigger mode for publishing the data.
e Actual burst rate — Configured rate at which a field device or gateway publishes.
e  Minimum burst rate — Minimum rate at which a field device or gateway publishes.

e Maximum burst rate — Rate at which the device must publish though there is no
change in process value.

e Stale Limit — Defines the maximum number of stale input values that can be
received before the input status is set to Bad. The recommended stale limit is stated
here:
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Publication period Stale Limit
/2 second 120

1 second 60

2 seconds 30

4 seconds 15

8 seconds 10

16 and 32 seconds 5

1,5, 15, 30 minutes 5

1 hour 5

e Burst mode control - The mode of the field device on which the publication is

active.
e Burst command - Pre-specified commands that drive a specific action.
e Source device - The source can be an adaptor or a field device.
e Device Variable Codes- command line refer to HART stats

e Statistic — Burst message statistics

@ See WirelessHART specifications for more information.

ATTENTION

Calibrate Honeywell XYR6000 field devices

Calibration can be initiated either by manually setting the calibration parameters such as
Cal Cmd, Cal Point High, Cal Point Low, and Cal Unit in the Calibration panel or by using
the Invoke Method button. Invoke Method initiates the method manager, which guides you
through the calibration process. All the field devices might not necessarily have the ability
to calibrate. This is defined in the vendor supplied DD file.

Note: This option is applicable only for Honeywell XYR6000 ISA100 Wireless devices.

To calibrate field device using Invoke Method

1. Click CHANNELS from Left Navigation Menu Bar.
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HOME

woosL

7. Select the field device channel from the selection list and click Inactivate.

8. Ensureyou inactivate the channels before starting calibration. You cannot perform
calibration when the channelis online.

2. Click Apply.

3. Inthe Property Panel, expand Calibration.
TD_1010_4J_6FLRTemperatureDI AlO 1
Channel

CalCmd : | None
Cal Point High : | &71.000000
CalPoint Low : | -18.000000

CalUnit : | °C

Temperature Calibration

e

4. Click Invoke Method to open the method dialog box.
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)

Temperature Calibration

Select the unit: :

5. Select the unit (°C or °F) and click Next and follow on-screen instructions to complete
calibration.

6. Select Yes or No and click Next.

X m

Temperature Calibration

Lower Calibration point value = Mo
-18.000000 °C Do you want to

change the lower calibration value?

To cancel the calibration process at any stage of method execution, click Abort.
You can close the method dialog box while the method execution is in progress.

After completion, a message appears indicating that the calibration process
completed successfully.

7. Selectthe field device channel from the selection list under CHANNELS from Left
Navigation Menu bar and click Activate.

8. Click Apply.

=  Youcan run only one method at a time for a field device using the current
login session.

= Ifyou close the Web browser while a method is running and logon as another
user, you can start another method on the same device only after a few
minutes.

To calibrate field device by setting the calibration parameters:

1. Selectthe field device channel from the selection list under CHANNELS from Left
Navigation Menu bar and click Inactivate.
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Ensure you inactivate the channels before starting calibration. You cannot perform
calibration when the channelis online.

2. Click Apply.

3. Inthe Property Panel, expand Calibration.

TD_1010_4J_6FLRTemperatureDI AlO 1
Channel

CalCmd :

Cal Status :
Cal Point High : | 871.000000
Cal Point Low : | -18.000000

Cal Source :

CalUnit : | °C

Temperature Calibration

4. Setthe following calibration parameters:

= CalCmd - The options available are None, Cal Lower (to calibrate device with
lower calibration limit), Cal Upper (to calibrate device with higher calibration
limit), Cal Restore (to restore calibration setting), and Cal Clear (to clear
calibration setting).

= (CalPoint High
= (Cal Point Low
= CalUnit

5. Click Apply.

6. Select the field device channel from the selection list under CHANNELS from Left
Navigation Menu bar and click Activate.

7. Click Apply.
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Configuring field device channels for ISA100 Wireless devices

Configure Mode and Scale
To configure Scale
1. Select the field device channelin the Selection Panel.

2. Expand Process Variable in the Property Panel to view the following read-only
parameters in the OneWireless user interface.

TD_1049_7F_SFLRTemperatureDI AIO 1
Channal

Channel Summary

Process Variable

Process Value

Value : 1554

Status - Good

EUat100% : 871000000

EU at0% : | -1B.000000

Units Index : | °C

Calibration

Sensor

Values and Trends

= EU at 100%: Specifies the high range PV value in Engineering Units.
= EU at 0%: Specifies the low range PV value in Engineering Units.

= Units Index: Specifies the unit of the measurement value. The value varies
according to the sensor type selected for a channel. For example, in a
temperature device, when the sensor type changes to a thermocouple (TC-J)
or mV-50 range, the transducer block sets the Units Index to °C or mV.

3. Click Apply.

@ After applying the changes, the newly configured values appear under the

Scale panel.
ATTENTION

To configure Mode:

1. Select the channel from the Selection Panel and expand Mode in the Property Panel.
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TD_1049_7TF_5FLRTemperatureDIl AIO 1
Chanrel

Channel Summary

Actual/Target :

Normal -

Calibration

Sensor

2. Selectthe mode as required in the Actual/Target list.

The mode types available are Normal, OOS, and Auto. If the device type is Digital
Qutput (DO), an additional mode Man is also available in the Target list.

3. Click Apply.

Add channels to publication groups

Perform the following steps to enable/disable the PV publication capability of field devices.

To add channels to publication groups:

1. Select the field device channel in the Selection Panel.
2. Expand Input Publication or Output Publication panelin the Property Panel.

3. Select the channels for which data publication needs to be enabled in the Channel
drop-down list. After you select a channel, use the Attribute drop-down list to select
the preferred measurement value.
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Input Publication
Publication Group 1
Contract Status : Active
Rate : | 1minute
Stale Limit = | 3
Destination :
Attribute 1

Channel : | Temperatured| AIO 1

Attribute < | PV

Attribute 2
TemperatureD| BIO 2

Channel -

Attribute - | PVB

Attribute 3

Channel : | Temperaturel| BIO 3

Attribute - | MODE

Attribute &

Channel :

Attribute -

@ To disable data publication, select None in the Channel list.

ATTENTION

4. Click Apply.

Configure channel instantiation

OneWireless Network supports block instantiation for field device channels. You can add,
remove, and reconfigure channels on supported field devices. An individual channel can be
configured for one of the several roles, such as an analog temperature input, an analog
current input, or a discrete input.

You can instantiate channels, only for the following supported field devices from Honeywell.
e XYR G000 Multi Al DI
e XYR G000 Multi AIDIDO
e XYR G000 Temp DI

You can add, remove, and reconfigure channels on a supported field device using the user
interface.
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To inactivate channel:

1. Selectthe field device channel in the Selection Panel.
2. Onthe Property Panel, expand Mode and then in the Target list, click OOS

3. Click Apply.

The channelicon appears as blue indicating the inactive mode.

To remove channel from publication group:

1. Selectthe field device channel in the Selection Panel.
2. Expand Input Publication in the Property Panel.

3. Click None in the Channel drop-down list to remove the channel from the publication
group.

Input Publication

Publication Group 1

: wdml

Attribute 1
annel - | TemperatureDi A0 1
=Y
Attribute 2
annel : | TemperatureDi BID 2
.| B
Attribute 3

. | TemperatureDI BID 3

ibute - | MODE

Attribute 4

4. Click Apply.

Wait for a few seconds to save the changes.

To delete (un-instantiate) channel:

1. Expand Channel Configuration and click Unassigned in the drop-down list for the
channel to be deleted.
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To instantiate channel

2.

ISA100 Device Summary

Channel Configuration

Channel 1 :

Channel 2 :

Channel 3 :

Device Profile Parameters
Device Vendor Parameters
Device Management

Data Layer Management

Meighbor Diagnostics

Click Apply.

TemperatureD|_BIO_BLK_37_1

~

TemperatureD|_BIO_BLK_87_1

The channel disappears from the map view and the Selection Panel.

Expand Channel Configuration and click the respective instantiable object type for

the channel to be instantiated.

In the following example illustration, the temperature DI field device has three

instantiable channels. Each channel can be instantiated as an analog input channel

or a binary input channel.

TD_ 1010 4 6FLR
ISA1DO(R)Y

I15A100 Device Summary

Channel Configuration

Unassigned

Channel2 : | TemperatureDl_AI0_BLEK 99 1

TemperatureD|_BIO_BLK_97_1

Channel3 : | TemperatureD_BID_BLK_37_1

Device Profile Parameters

Device Vendor Parameters

Device Management

Data Layer Management

Neighbor Diagn

2. Click Apply.

e
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To add channel to publication group:

1. Expand Input Publication panel in the Property Panel.

2. Click the channel for which data publication needs to be enabled In the Channel
drop-down list.

3. Click Apply.

Remove channels from publication groups

To remove channels from publication groups:
1. Select the field device channel in the Selection Panel.
2. Expand Input Publication in the Property Panel.

3. Click None in the Channel drop-down list to delete the channel from the publication
group.

4. Click Apply.

Delete (un-instantiate) channels
Prerequisites
e Ensurethat the channelis set to OOS mode.

e Ensurethatthe channelis not configured for publication in any of the Input/Output
Publication groups. If configured, remove the channel from the Publication group.

To delete channels

1. Select the field device channel in the Selection Panel.
2. Expand Channel Configuration in the Property Panel.
The Channel Configuration panel displays a list of instantiated channels.

3. Selectthe channel to delete and select Unassigned in the corresponding drop-down
list.

4. Click Apply.

@ To disable data publication, select None in the Channel list.

ATTENTION

5. Click Apply.
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Enable Device Network System (DNS)

=

NOTE

DNS can be enabled either on PCN or on SIN, but not on both.

To enable Device Network System (DNS) in Process Control Network (PCN)

1.
2.

Select Manage Devices from Left Navigation Menu bar.
Select the WDM from the selection panel.
Expand the property panel for WDM.

Under Process Control Network (PCN), to enable Device Network System (DNS), select
the Enable DNS check box.

Provide DNS details such as Preferred DNS Server and Alternate DNS Server.

192.168.1.10

255.255.255.0

Default Gataway 0000

Enable DNS

192.166.1.20

0.00.0

To enable Device Network System (DNS) in Special Interface Network (SIN)

1
2.

3.

Select Manage Devices from Left Navigation Menu bar.
Select the WDM from the selection panel.
Expand the property panel for WDM.

Under Special Interface Network (SIN), to enable Device Network System (DNS), select
the Enable DNS check box.

Provide DNS details such as Preferred DNS Server and Alternate DNS Server.
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IP Address

192.168.21

255.255.255.0

0.0.00

192.168.2.20

0.00.0

E To enable DNS, make sure that SIN is enabled.

NOTE

Enable Single Sign On
See Single Sign On-User's-Guide-OWDOC-X742-en for more information.

Adding notes for devices

You can add device notes for WDM, FDAPs, PCAPs, Access Points or field devices. These
notes can be used as a logbook for the device.

Perform the following steps to add notes for any configured device. Note that the notes
added for devices are saved on the WDM and not on the device.

To add notes

1. Selectthe required device in the Selection Panel.
2. Expand Notes in the Property Panel.
3. Click the Add note icon. A text box appears.

notes

A 24-Apr-2021 13:18:10

4. Typethe note and click Apply.
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0

ATTENTION

* Allusers can view all the notes added by other users.

* To delete any note, click the delete icon adjacent to the note.
— Users with User role can delete only notes added by them.
— Users with Administrator role can delete other users’ notes.

* Notes are not restored during a replace operation.

5. Toedit a note, double-click the note, make the necessary changes, and then click

Apply.
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Setting up the monitoring area

About site-specific monitoring

The OneWireless user interface enables you to create multiple maps for setting up site-
specific monitoring areas. After the initial configuration, WDM creates a default map. Based
on the plant topology, you can create multiple site maps and place the devices under these
maps. This enables site-specific monitoring of the devices that are placed in different
locations of a plant. In addition, a site map of that particular location can be uploaded to
the map. You can position the devices on the site map in such a way that it reflects the real
plant topology.

You can create a map of entire plant and maps of smaller areas, each containing the same
devices. The FDAPs and devices can be placed on multiple maps.

= Honeywell
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v 3308 _GWR_TX

v TD_1010_43_6FLR
v CD_475_3F _6FIR

A LPFR_0041

® Osec # 18% A Line

Fig. 14. Site-specific monitoring

Configure site maps

To add new map:

1. From Left Navigation Menu bar, click Monitoring to view the Maps.

2. Click ADD NEW MAP

3. Typethe name of the map in the Map Name box.

4. Type the description for the map in the Description box.
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5. Click BROWSE to load the image. Browse to the location where the site map is saved,

and then select the site map.

Map Name Description

MAP NAME DESCRIPTION

Map3
Default Map Defauit map

File Name:
Map2

Choose file

@ The site map must be a .jpg file.

File resolution: 1920 x 1080, 1600 x 1200, 1366 x 768, 1280 x 1024
ATTENTION

5. Click Open to upload the site map.
6. Click Save.

To edit map
1. From Left Navigation Menu bar, click Monitoring.

2. Click the editicon to edit the site map details.
6. Click Save to save the changes.

To delete map

1. From Left Navigation Menu bar, click Monitoring.

Click the delete icon to remove any previously loaded site map.

Monitoring
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Position the devices on the map

After uploading the site map for a particular location, you can position the devices on the
map to reflect the physical design and structure of your plant. The devices do not appear on

the map view, by default.

To position the devices on the map:

1.

On the Selection Panel, select the device to be positioned on the map.

Click I icon to expand the Available Devices menu.
You can refresh the selection by clicking the refresh button.

The Filter option allows you to customize the device list by filtering the devices. By default,
all the devices appear in the device list. You can filter by Device Type, Device Status,
Vendor, Model, Power Source, Alarm Priority, Hop Level, and Maps.

Click the highlighted icon and Select all devices to select all the devices together.

v FOAP2_R320_FBO3

> TD_1049_7F_SAR

2120, 2021, 10015 AM

@ voue

&

> FC_1808

+ TD_105_SR_SFT 1067_7%_SAR

EML_65656
> acTek_adapter_11
0181128058058

Aug 29,2021, 5:42:15 PM

7. Drag the device and drop it on the required location on the map.

196
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> FC_1808

TD_105_SFL_SFT

FDAP2_R320_FB03

> EML_65656
> acTek_adapter_11
01B1E1280580558

8. Repeatsteps 1 and 2 to place other devices.

9. Click icon in the top left of map view for the Map options.

10. On the top-right of Map view, click H icon > View.
11. Select Lock Map check box to the lock the map.

You must lock the map to prevent device locations from being accidentally modified.

Change the default map for a device

From the Property Panel, you can only change the default map for an FDAP/PCAP or a field
device. This has no effect on the actual current placement of a device on any map. The
default map is only used for display purposes in reporting alarms, reports, and so on. You
cannot change any physical placement of a device from the property panel. In fact, only
maps on which the device is currently placed appears in the drop down for default map.

To change the default map for a device

1. Select the required device from the Selection Panel under Manage Devices.
2. Expand the Device Summary in the Property Panel.

3. From the Default Map list, select the required map on which the device must be
placed.

@ The Default Map list displays all the maps on which the device is placed.

ATTENTION

Remove device from the map

To remove a device from the map:

1. Click the Monitoring from left navigation menu to view the map view.

2. From the Selection Panel or map view, select the device.
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3. Click icon in the top left of map view for the Map options.

4. Click icon to remove selected devices from the current map.
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Configuring Connection Quality Options
Connection quality is based on the Receive Signal Strength Index (RSSI), Receive Signal
Quality Index (RSQI, and Transmit Fail Ratio (TxFailRatio). Using the Connection Status
Options, you can configure thresholds for RSQI, RSSI, and TxFailRatio. The overall quality of
an active connection is based on RSQI, RSSI, or TxFailRatio. If RSQI, RSSI, or TxFailRatio is
poor, connection quality is poor. Connection quality is displayed as good (green), fair

(orange), or poor (red).

To configure connection quality options

1. Click icon in the top left of map view for the Map options.

2. Click s icon to view the Connection Status. The Connection Status Options dialog

box appears.

Connection Status Options

Ranges can ba changed by direct input of new ragging the separator bars up and down.

RSQI Range RSSI Range TXFail Range

3. Inthe boxes near the separator bars, type the RSSI, RSQI, and TxFailRatio values.

4. Click APPLY, and then click OK.

@ Click Restore Defaults to restore the Honeywell recommended default

values.

ATTENTION
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Verifying connectivity using maps
Perform the following steps to verify mesh connectivity and device connectivity.

To verify mesh connectivity and device connectivity

1. Click the Monitoring tab to view the map view.
2. Visually inspect network topology map and connectivity.

3. Navigate to the device in the topology map and check the link signal quality and

connectivity.

The RSSI range is displayed in the format -xx/-yy dBm, where —xx and -yy represent
the link strength of the devices connected to each other. When the difference between

—xx and —-yy is less than 5, the lowest of the two values is displayed.

The RSSI range is displayed in the format xx/yy, where xx and yy represent the link
quality index of the devices connected to each other. When the difference between xx
and yy is less than 10, the higher of the two values is displayed.

For example, in the following illustration, the value -55 represents RSSI of the device
(EML_65656) and the value -62 represents the RSSI of the device (AP_0096).

> EML_65656

4. Verify the device communication statistics information such as RSQI, RSSI, and

TxFailRatio as follows:
a. Click » icon in the top left of map view for the Map options.

b. Click icon to select View and Overlay settings option.

c. Select Overlay > Display All Connection > Select the required device
communication statistics information such as RSQI, RSSI, and TxFailRatio.

") Display No Connection

[[] Show Inactive Connections Display All Connection

") No Display Of Data Display Routing Connections

") Display RSQI ") Display Synchronization
" Connections
play RSS!

play Tx Fail Ratio

A green line between the devices in the map view indicates strong signal quality, whereas a
red line indicates weak signal quality. A solid line between the devices represents an active
connection between the devices and a dotted line represents an inactive connection.
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The connection quality details are displayed as tool tip when you hover the mouse over the

connection.

Devices: FOAPZ_R320_FBOZ, AP OOOE
Type: Primiary Routing, Primary Tame Sync
Routing Lewe=l: L

RSO 205 7 21T, ASS]: -52dEm, T=FailRata: 7%
Overlll Status: Goaod

You can modify connection quality ranges.

Option Description
RSQI range 192 to 255: Excellent
128to 192: Good
64 to 128: Fair
0 to 64: Poor
RSSI range -75to -25: Good
-85 to -75: Fair
-100 to -85: Poor
TxFailRatio O to 25: Good
25 to 50: Fair

50 to 100: Poor
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Configuring alerts for Honeywell ISA100 Wireless field devices

You can configure to enable or disable the following alerts for Honeywell field devices if the
DD files for the devices are loaded to the WDM.

e Maintenance Required alerts: Generated to indicate low battery or low external
power condition.

e Out of Specification Status alerts: Generated for calibration errors, thermocouple

condition warning, or indeterminate discrete input state.

e Failure Status alerts: Generated for fault conditions such as input failure, output

failure, or electronic failure.

e Function Check Status: Generated for conditions such as device channel out of
service.

To configure alerts for field devices

1. Onthe Selection Panel, select the field device.

2. Onthe Property Panel, expand Device Vendor Parameters.

3. Forthetype of alert to be configured, perform one of the following.
e Toenable alert generation, clear the Alert Disable check box.

e Todisable alert generation, select the Alert Disable check box.

@ While configuring the network, ensure that the lowest RSQI on each

active link is greater than 180 and the lowest RSSI on each active link is
ATTENTION |greater than -80 dBm. An active link with RSQI/RSSI values higher than
the specified values protects the signals when the signal strength/quality
degrades due to transient environmental conditions.

4. Setthe Alert Priority. The Alert Priority can contain the following values.
e 0-2:Journal (only events are reported)
e 3-b:low
e 6-8:Medium
e O-11:High
e 2-15:Urgent

5. Click Apply.
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Monitoring the network and the devices

You can monitor the performance of the network and the devices that have joined the
network. All the devices that have joined the network are accessible from the Selection
Panel. The extended Selection Panel allows you to view the details about the devices in the

network.

Color of the channel represents the state of the channel (AUTO, OOS). Device specific
attributes are shown in the Property panel when a device is selected in Selection panel.

Channel specific attributes are shown in the Property panel when channel is selected in the

Selection panel.

For a WirelessHART device, the Process Variables such as PV, SV, QV and TV are shown as
children. The color of the channel represents the status of the process variables (Good or
Bad). Device specific attributes are shown in the Property panel when device is selected in

selection panel from Manage Devices. Process variable specific attributes are shown in the

Property panel when channelis selected in the Selection panel.

wdmi Device Manager Joined

AP_0036 Access Point Joined

FC_180B Access Point Joined

FDAP2_R32 Router Joined

EML_65656 WirelessHART(R) Joined

Name Channel

NA

NA

CD_475.3F__ ISAL00(R)

TD_105_5FL. 1SA100(R)

Name

TemperatursDI AIO 1

TemperatureDI AID 2

TemperatureDI AIO 3

PD_573 1SA100

T0_1010_41. 1SA100

TD_1067_7F. 1SA100

UI0D_04 15A100

Honeywell
Honeywell
Honeywell
Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

Honeywell

XYR 6000 Corr

XYR 6000 TempDI

STW TempAIDO

XYR 6000 TempDI

XYR 6000 TempDI

XYR 6000 MAIDIDO

0W3221-400

25000°C

5.100 mbars

59.270 Percent

5150 mA

Corrosion version 2.

Temperature DI vers.

Value

2289°C

2292°C

2292°C

Sensorversion 001

Temperature DI Ver

Temperature DI Ver _

Multi Al DI DO versi.

(] 4ETC:COAB:

2011160002 AETB.COAB:

2021070010 4ETB:COAB:

2014490009 0040B4FF:

66051 OD1BELT

Status

Good, Not Limited

Good, Not Limited

Good, Not Limited

Good, Not Limited

FEBO::0040:8430:

FEB0::0040:8430

Status

[

5102030405060708 0102:0304:

1230000010 0040:8440;

1230000067 0040:8440.

SFFFFFFFFFFFFFFF 0040:8460:

Fig. 15. Monitoring the network using extended Selection Panel

The following tables explain the device and the channel attributes that are available in the

extended Selection Panel.
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Table.8. Device attributes in the extended Selection Panel

Device Description

Tag Name Name of the device.
Type Device type, which can contain the following values.
e Device Manager for WDM
e Access Point for FDAP and Access Points
e Routing for FDAP routers
o Device, Routing for field devices
Status Device status.
The status can be Offline, Joining, or Joined.
Vendor Device vendor name.
Model Device model.
For example, XYR 6000 HLAIl is the device model for Honeywell HLAI devices.
Revision Device sensor firmware revision number.
To view the radio firmware revision, select the Show Radio Identification check box.
Serial Serial number of the device.
IP6 Address IPv6 address of the device.
Power Power source of the device, which can contain the following values.
Line for line powered FDAPs or WDM.
High, Low, or Medium for battery powered field devices.
Name Channel name.
Channel Channel number.
Mode Device channel mode, which contains the values AUTO, OOS, or MAN.
Value Process Value.
Status PV status.

You can view the PV trend in the Values and Trends panel of the channel’s Property Panel.
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Alarm and event management

Understand alarms and events

The following table provides a summary of the various alarms and events generated by the

OneWireless devices and the recommended corrective action to handle the alarms and

events.
Alarm/Event |Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
DM Bad Join Key FDAP or field device WDM rejects Locate the devices andN/A None N/A
is attempting to join the join re-provision the

the network with an request by the devices with valid join

invalid key. FDAP orthe  keys.
field device.
DM Expired Join FDAP or field device WDM rejects |Locate the devices andN/A None N/A
Key is attempting to join the join re-provision the

the network with an request by the devices with valid join

expired key. FDAP orthe  keys.
field device.
DM Key FDAP or field device WDM rejects None N/A None N/A
Authenticatio security the join
n Failed confirmation failed request by the
due to aninvalid FDAP or the
master key. field device.
DM Offline FDAP or field device None None N/A EUIG4 of N/A
is offline. the device
DM Joining FDAP or field device None None N/A EUIG4 of  N/A
is joining the the device
network.
DM Joined FDAP or field device None None N/A EUIG4 of  N/A
has joined the the device

wireless network.
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Source Alarm/Event Possible cause

notification

Consequence
S

Recommended
corrective action

Response
time

Parameter/ Default
Reported value
value

following conditions

result in switchover:

FDN or PCN
Ethernet cableis
disconnect on the
primary WDM.

Loss of power on
the primary WDM.
Software failure on
the primary WDM.
Hardware failure on
the primary WDM.

Reason for switchover
is available in the
redundancy history
section in the
redundancy tab in the
WDM Properties Panel.
Take appropriate

corrective
action to restore WDM

redundancy based on
this reason. In case of
hardware or software

failure in the original

primary, contact

customer support.

DM Not Redundancy DM Enable sync if N/A N/A N/A
Synchronizedenabled, but sync redundancy is disabled.
notyetenabled or ot available Reconnect RDN
completed. Error and primary  private path
occurred during DM failure communication cable.
communication results in loss If redundancy is no
between redundant of view and/or longer required,
WDMs over the RDNcontrol. disable redundancy.
private path. Sync is
disabled.
DM Switchover  Switchover can be WDM role If switchover occurred N/A N/A N/A
initiated from change. due to FDN and/or
primary or PCN cable disconnect
secondary WDM. on original primary,
The verify connections.
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Alarm/Event Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
value
DM Redundant RedundantWDM  |None None N/A N/A N/A
Partner sync state changes
Visible on to partner visible.
Redundant
Link
DM Redundancy RedundantWDM  None None N/A N/A N/A
Sync sync state changes
Maintenance to sync
maintenance.
DM Redundancy RedundantWDM  None None N/A N/A N/A
Sync In sync state changes
Progress to sync in progress.
DM Redundant During role None None N/A N/A N/A
Non- determination, the
Redundant WDM configuration
is changed from
non-redundant to
redundant.
DM Redundant Sync state changes |[None None N/A N/A N/A
No Partner  to no partner when
WDM is configured
as redundant.
DM Redundant RedundantWDM  None None N/A N/A N/A
Incompatible sync state changes
Partner to incompatible
partner.
DM Sync Redundant WDM  |Restart WDM. Re-enable N/A N/A N/A
Hardware serial port redundancy, restart
Failure initialization fails. WDM
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Alarm/Event |Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
value
DM Redundant RedundantWDM  None None N/A N/A N/A
Physical ID A physical ID changes
to A due to startup/
change.
DM Redundant RedundantWDM  None None N/A N/A N/A
Physical ID B physical ID changes
to B due to startup/
change.
DM Redundant Primary or Sync is Ensure that primary  IN/A N/A N/A
Partner not secondary WDM inhibited and secondary are
isible on communicating connected to the PCN
PCN with compatible network. Verify PCN
partner and partner switch connections.
is not visible across
PCN.
DM Redundant |Primary or Sync is Ensure that primary  N/A N/A N/A
Partner not secondary WDM inhibited and secondary are
isible on communicating connected to the FDN
FDN network. Verify FDN

with compatible
partner and partner
is not visible across
FDN

switch connections.
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Alarm/Event Possible cause

notification

Consequence Recommended
s corrective action

Response
time

Parameter/ Default
Reported value

N/A N/A

DM MQTT Server If MQTT connection Tag data Verify the configured N/A
failed to to the server not publish to interface (SIN/PCN)
connectto  established MQTT Broker connections. Ensure
MQTT broker successfully or will fail the valid MQTT Broker
dropped certificate is imported
to WDM. Ensure the
WDM certificate is
added to trust store of
the MQTT Broker
DM Certificate  The Certificate is Applications Review the Certificate N/A N/A N/A
Expires about to expirein  which are and Import.
seven days using the
certificate for
secure
communicatio
n will fail.
FDAP, Power Status The power status of |Loss of power Replace the field Immediate POWER_ N/A
field Changed FDAP or field device to the field device battery SUPPLY_
device is changed. device STATUS
FDAP, Device FDAP or field device None None N/A RESTART O
field Restarted radio is restarted. _COUNT
device
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Source Alarm/Event Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
FDAP, Clock Drift = FDAPclock has Loss of + Thisissue may be N/A None N/A
field drifted 200 communicatio caused by delays
. msec or greater . . encountered when
device fromthe WDM NWwiththefield  jnsiailing a
clock. device and the wireless system
with a third

+ FDAP corrects associated
its clock channels. party Wi-Fi (TCP/IP)
automatically

. mesh network.
over a period of

time. If the « Connectthe WDM
difference and at least one
between the FDAP directly to
FDAP clock the same Ethernet
and the WDM switch.

clock is too

high,the FDAP This allows the WDM
may drop from and Ethernet-

the network. connected FDAPs to

synchronize clocks
over Ethernet.

« Position
additional FDAPs
in such a way that
a Wireless mesh
network is formed
between the
nodes. Additional
FDAPs can
synchronize the
clocks over the
Wireless mesh

network.
FDAP, llegal Use of FDAPreceiveda  None Remove uncertified  N/A 16-bit TL  N/A
field Port message orincompatible t
© _ of (TPDU packet) Wireless devices por
device over the from the Wireless number
wireless network.
network on an
unexpected
port.
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Alarm/Event Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
FDAP, [TPDU Does |+ FDAPreceived None Remove uncertified N/A TPDU N/A
. a message or incompatible
ﬂe@ ot l\/l'atch (TPDU packet) Wireless devices
device  Security that does not from the Wireless
Policies match the network.
current
security policy.
«  Unavailability of
session key or
configuration of
an unsupported
security
algorithm, or
configuration of
an unsupported
security mode.
FDAP, TPDU FDAP received a None Remove uncertified N/A TPDU N/A
field ) message orincompatible
) Received on (TPDU packet)
device Unregistered over the Wireless devices from
Port wireless the Wireless
network on an network.
unexpected
port.
FDAP, Illegal Use of FDAPreceiveda  None Remove uncertified  N/A 16-bit TL  N/A
. message or incompatible
ﬂelq Port (TPDU packet) Wireless devices port
device over the from the Wireless number
wireless network.
network on an
unexpected
port.
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FDAP,
field
device

FDAP,
field
device

OPERATIONS

Alarm/Event Possible cause

notification

TPDU FDAP received a
_ message

Received on (TPDU packet)

Unregistered over the

Port wireless
network on an
unexpected
port.

FDAP received
a message

TPDU Does | °

Not l\/l.atch (TPDU packet)

Security that does not

Policies match the
current

security policy.

« Unavailability of
session key or
configuration of
an unsupported
security
algorithm, or
configuration of
an unsupported
security mode.

Consequence Recommended
s corrective action

Remove uncertified
or incompatible

None

Wireless devices from
the Wireless
network.

Remove uncertified
or incompatible
Wireless devices
from the Wireless
network.

None

Response
time

N/A

N/A

Parameter/ Default

Reported value
TPDU N/A
TPDU N/A
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Alarm/Event Possible cause

notification

Consequence
S

Recommended
corrective action

Parameter/ Default
Reported value

Response
time

FDAP, DL Failure in data Loss of *+ Reposition the N/A Neighbor N/A
. transmission o device or the .
field . t D
© ' Connectivity between corhmumc? ° antennato ad
device wireless field nwith the field minimize
devices, at device and the interference
90% packet associated
failure rate or h [
greater. FDAP channets. .
may have a . Rep05|t|qn the
antenna if the
poor ' !
communicatio d|rect|on§l
n link with gntenna 1S
another installed.
wireless field . Remove any
device on the strong
wireless interference
network. sources
near the
Wireless device or
reposition the
Wireless device to
FDAP, Neighbor Discovery of a None None N/A DLMO_C N/A
field Di new neighbor ANDIDA
e scovery near the FDAP
device or the field TES
device in the
wireless
network.
FDAP, Alarm Initiation of None None N/A None N/A
field Recovery alarms
_ recovery for
device |Start FDAP or field
device radio.
FDAP, Alarm Completion of None None N/A None N/A
field Recovery End alarms
_ recovery for
device FDAP or field

device radio.
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Alarm/Event |Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
value
FDAP, MPDU Occurrence of Loss of Remove any strong ~ N/A Number of N/A
field Failure Rate FDAP orﬂelo! communicatio interference failures
device security sources near the
device |[Exceeded authentication N Wwith the field wireless field
failure for five  device and the device or
packets per associated reposition
minute or
greater, at the channels. the field device to
data link layer. limit interference.
« Apoorlinkor
strong
interference
dueto
frequent
packet security
failures.
FDAP, [TPDU Failure = Occurrenceof |oss of None N/A Number of N/A
field Rate FDAP or field communicatio failures

device security
authentication N Withthe field
failure for five  device and the
packets within  5¢s0ciated
five minutes at
the transport
layer.

device [Exceeded

channels.

e Invalid or
mismatched
session key in
the wireless
field device.
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Source Alarm/Event |Possible cause

notification

Consequence Recommended

S

corrective action

Parameter/ Default
Reported value

Response
time

FDAP, Malformed |FDAP orfield None None N/A Device N/A
field  APDU device received address
' a message '
device  Received (APDU) with an generating
incorrect Malformed
length, invalid APDU’s
read/
write/execute/
publish service,
or invalid
parameters for
the specified
service.
Field Device Field device is Loss of « Verify thatthereis |mmediate EUIB4 of N/A
. ) ffline. — no loss of
d Offl © t |
evice ine communicatio communication the device
n with the field between the WDM
device and the and the field
associated device, specifically
" [ loss of power or
channets. connectivity to the
FDAPs.
+ Physically check
the field device.
Replace failed
battery or failed
hardware, as
appropriate.
Field Begin Alert  Initiation of alarms None None N/A None N/A
device Recovery recovery of field
device sensor
radio.
Field End Alert Completion of None None N/A None N/A
. larms recover
device Recove a y
Vi Very of field device
sensor radio.
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Alarm/Event |Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
value
Field Device Field device sensor None None N/A RESTART 0O
device Restart 's restarted. _COUNT
Field Maintenance Critically low Loss of + Replace the « For DIAG.ST O
device Alert battery power communicatio batteries. battery ATUS
or external ' ' powered ’
power is nwith the field '+ Check the devices PIAG_ST
detected by the device and the ~ &xternal power ATUS_D
field device associated 24\/5upplyand ETAIL
wiring.
sensor. channels. replace the
batteries
ithin two to
four weeks
after initial
alert.
« For
externall
y
powered
devices
immediate
actionis
required.
Field Out of Invalid or Channel may Perform user Immediate DIAG_.ST 0
device Specification unr.eadgble report calibration. ATUS,
calibration i
Alert data. incorrect PV DIAG_ST
alue. ATUS_D
ETAIL
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Source Alarm/Event |Possible cause

notification

Consequence Recommended

S

corrective action

Response
time

Parameter/ Default
Reported value

Field Failure + Anelectronics |+ Lossof + Restart the field Immediate DIAG.ST O

device  Status Alert failure, communi device radio and ATUS
including NVM cation sensor. If ’
fault, RAM fault, with the condition persists, DIAG_ST
program field replace the sensor ATUS_D
memory fault, device module. ETAIL
or A/D failure is and the
detected by the associate Check the
field device q corm.ectors on the
sensor. channels. terminal board

and sensor
- Cold « Channel module. Replace
junction reports the terminal
failure. incorrect board.
PV value.

Field Out Of Field device Al None None N/A MODEA  0O0S

device Al Service channgl Is out- CTUAL

Channel of-service.

Field Sensor Over The meter body Channel may Determine cause of |mmediate DIAG.ST O

device Al Temperature exceeded the report excessive ATUS,
maximum incorrect temperature.

Channel temperature as PV value. DIAG_ST
defined by the ATUS_D
meter body ETAIL
characterizatio
n data.

Field Out Of Field device DI None None N/A MODEA  0O0S

device Al Service channgl Is out- CTUAL

Channel of-service.
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Source Alarm/Event Possible cause Consequence Recommended Response Parameter/ Default
notification s corrective action time Reported value
value
Field Input Failure Cold junction Channel + Check Immediate DIAG_.ST 0
device Al failure. 'reports connectgrs on ATUS,
incorrect the terminal
Channel PV value. board and the DIAG_ST
sensor module. ATUS_D
+ Replace the ETAIL
terminal board.
Field Out Of Field device DO None None N/A MODEA  0O0S
device Al Service channelis out- CTUAL
of-service.
Channel
Field Fault Alert ~ Number of + Output Determine the cause |mmediate DIAG_ST O
device Al consecutively channel of missing the ATUS
missed data may published data or '
Channel publication shed to verify the stale DIAG_ST
exceeds the fault count limit. ATUS_D
stale count state ETAIL
limit. The value.
configured
outputvalueis Change
not received by stothe
the output configured
channelon the output
field device. value
would
reflect on
the
In addition to the alarms and events listed in the above table, the following user-initiated
events are also recorded in the events history.
Table.9. User actions logged in the Alarms/Events History tab
Login/logout DHCP server Device replacement  Perform manual WDM backup

configuration
change

Failed login attempt PCN IP address Firmware upgrade Publication period change
change operation when

initiated, completed,

aborted, or failed.

Create/delete user PCN subnet DD load Publication stale limit change
account mask change
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Password change

PCN default
gateway change

Device deletion

PD deletion

User role change

Disable/enable
external NTP

server

Channel instantiation

Security key transfer to the PD for
field devices/ infrastructure
devices

FDN subnet mask

change

External NTP
server change

Channel deletion

Channel activation/ inactivation

Enable/disable

publication channel

Enable/disable
DHCP server

Add/remove role

permission

Enable/disable
automatic

backup

Automatic
backup
configuration
change

Set system time

Channels rename

Method initiation

Accept/reject over-
the-air provisioning

Attributes write (data may be
truncated. Maximum reported
size = 308.

Maximum old size = 256)

Method completion/ abortion
(data may be truncated;

maximum size = 114)

Restore WDM from backup

Failure in restoring
WDM from backup

Configure a new
WDM

Reset WDM to factory
defaults

Restart WDM

FDN IP address
changed

Write
protect/unprote
ct.

Redundancy enabled/
disabled

Redundant partner PCN IP
changed

Monitor alarms and events

The Active Alarms tab displays the category, description, priority, default map, source,
reported value, and time. The Alarms/Event History tab provides a tabular view of the

events, displays event class, event category, priority, event start time, event source, location,

and description. You can also export the alarm log and event log for a particular period.

Whenever a new alarm is triggered, a pop-up window appears in the user interface

displaying the details of the alarm such as source, time, description, and priority. When

multiple alarms are reported at the same time, the pop-up displays the message “You have

multiple new alarms”. Hovering the mouse over the window changes the appearance of the

text displayed to that of a hyperlink. Click on the link to open the alarm display.

To monitor alarms and events

1. Clickthe Alarm/Events tab. The Alarm/Events page displays.

2. Click the Active Alarms tab. The Active Alarms page displays details about the active
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alarms.

3. Toview the alarm details, click on any alarm and expand Alarm Detail at the bottom of

the pane.

4. Click the Alarms/Events History tab. The Alarms/Events History page displays
details about all the alarms (active and inactive) and events.

When an alarm is reported, the Event Class column displays a red alarm symbol. When the

alarm returns to normal, the alarm symbol changes to black.
The following are the events that are reported in the Alarms/Events History.

¢ Communications Diagnostic: Reported for events such as device offline, device
joining, device online, alarm recovery start, alarm recovery end, and so on.

e Device Diagnostic: Reported for events such as device restart, alarm recovery start,

and alarm recovery end.
e Security: Reported for security-based events.

e User actions: Reported for user actions that are captured as events. For a list of user
actions that are captured as events, refer to “Table 11: User actions logged in the

Alarms/Events History tab” on page 119.

The Alarms/Events History page is not updated automatically. Click Refresh to manually
update the Alarms/Events History page.

1. Toexportanalarm orevent log:
a. Click Export Alarm Log or Export Event Log.

b. Onthe Export Logs window, click the Select export option, which the log needs
to be exported. The following are the available export options.

e Entirelog

e From last hours: Specify the number of hours for which the log needs to

be exported.

e From time period: Specify the From Date and To Date to export the log
for that particular time period. Note that this is different from the time
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when an event is detected which is reported in the Event Start Time
column in the Alarms/Events History page.

e Filter Logs: Filter results is exported in the selected format.

2. Click EXPORT ALARM LOG. The alarm or event log is exported in the .csv format.

E Export to PDF is not supported

NOTE

Viewing time synchronization parameters

Time synchronization parameters provide the details of the network clock master which
distributes time to all the nodes within the time synchronization cluster.

To view the time synchronization parameters

On the Selection Panel, select an Access point/field device.

2. Onthe Property Panel, expand Device Summary/Access Point Summary for the

respective device.
3. Under Time Synchronization, review the following time synchronization parameters.

e Time Master Tag Name: The tag name of the device acting as the clock master in
the time synchronization cluster.

e Time Master Address: The short address of the clock master.

e Primary Parent: The name of the primary node.

e Primary Address: The network address of the primary parent.

e Secondary Parent: The name of the secondary node.

e Secondary Address: The network address of the secondary parent.

e Time Distribution Level: The clock hop level in which the device is present.

A time master device (access point) is always at a Time Distribution level of 0. A
device that joins directly to this master is always be at level 1 and the devices joining
through the level 1 devices are at level 2 and so on. Other access points in the
network, synchronize its time from the clock master directly or indirectly through
other access points. Hence they can be at time distribution level of 1, 2, or so on.

Viewing license agreement files

Honeywell End User License Agreement (EULA) and third-party licenses are available at the

following locations.

e Honeywell EULA: https://<WDM IP Address>/licenses/Third_Party_Licenses.txt
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e Third-party licenses: https://<WDM IP

Address>/licenses/Honeywell End_User_License_Agreement.txt

Configuring radio power level

Users with Professional Installer role can change the radio power level on an FDAP/PCAP or
field device. You must have a valid WDM license to create a Professional Installer User.

Note that this option is available only for ISA100 Wireless devices.

@ Contact GTAC to get the professional
installer license.

ATTENTION

To modify the radio power level:

1. Onthe Selection Panel, select the field device.

On the Property Panel, expand Data Layer Management.

w N

Type the required Transmit Power Level.
4. Click Apply. The Confirm Transmit Power Level Change dialog box appears.

5. Click OK and confirm.
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Activate process control interfaces

Establishing connection between WDM and external interfaces

Perform the following steps to connect OPC, Modbus, SmartRadar FlexLine (ENRAF), and
HART interfaces to the PCN port of the WDM.

To connect OPC, Modbus, SmartRadar FlexLine (ENRAF), and HART interfaces to the PCN port or the
COM1/COM2 of the WDM

Connect the external interface client to the PCN port of WDM.

You can use a switch if you have multiple interfaces to connect to the WDM.

Serial interface connection

For serial interface connection, connect a serial cable from the interface client to the serial
port on the WDM.

RS-232

For RS-232, select the serial port on which the serial cable is connected as COM1.

TXO O RX
RX O O TX
GHD O O GHD

Fig. 16. RS-232

Table. 10. RS-232 pin connection

Pin number Signal Name

DCD
RXD
TXD
DTR
GND
DSR
RTS
CTS
RI

O [0 [N 00 & WIIN [

For R240, the RS-232 - Half Duplex is supported.
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RS232- Half Duplex

Tx \ < Tx
Rx ‘—/ > Rx

Device | Device 2

Fig. 17. RS-232- Half Duplex
RS-485

The Modbus, HART, and SmartRadar FlexLine (ENRAF) interfaces supports RS-485. For
RS-485, select the serial port on which the serial cable is connected as COM2.

Install the Lantronix Devicelnstaller software on the HART client machine using the
documentation and media packaged with the device. For more information, see “Install and
configure the Lantronix device”.

Lantronix Pin Connection FTA Pin Connection

R R
N RKH) ] T

™ GND I1zoo

™ b X

GND RX(-)
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S| FTA Pin Connection

1 RX(+)
2 TX(+)
3 GND
4 TX(-)
5 RX(-)

Fig. 18. Serial pin out diagram — RS-485

Table. 11. RS-485 pin connection WDMX

Pin number ‘SignalName ‘
DATA

DATA*

NC

NC

GND

NC

NC

NC

W [N [0 [O [P W I[N [

Table. 12. RS-485 pin connection WDMY

Pin number ‘SignalName

NC

NC
DataB*
DataA”
GND
NC

NC

NC

W [N [0 [0 [~ W [N [

For R240, the RS-485 - Half Duplex is supported.
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RS485- Half Duplex

2 Data+(B) < +—> Data+(B)
1 Data-(A) < % » Data- (A)
5 GND ® 2 > GIND
|
|
|
RS-485 Device x
—» Data+(B)
3 Data- (A)
> GND

Fig. 19. RS-485 - Half Duplex
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Activating HART in OneWireless Network

The ISA100 Wireless field devices maintain a database of process configuration,
identification, and diagnostic information in memory. WDM allows accessing this
information from asset management systems, such as Field Device Manager (FDM),
through a HART interface. This enables monitoring the ISA100 Wireless field devices like
any other HART device. OneWireless Network uses serial communication interface to
support data transmission between the asset management systems and the WDM.

It also uses Ethernet/UDP interface for data transmission. Ethernet/UDP communication
allows users to tunnel serial communication to Ethernet. Serial communication can be
tunneled to Ethernet by using a Lantronix device or serial-to-Ethernet/UDP driver on the
asset management system.

Configure HART serial interface

To configure HART serial interface:
1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.
2. Select HART and click NEXT.

3. Click Serial Interface in the Interface list from the Configuration tab.
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Configuration

Interface

Interface :

Licensing : Licensed

Serial Interface Options

Serial Port :

Baud Rate:

Parity

Ethernet Interface Configuration

Ethernet/UDP Interface Options
UDP Port: 55509

HART/IP Interface Options
TCP Port

UDP Port:
HART Polling Address Options
Serial Polling Address -

HART/IP Polling Address :

HART Log level

Log Level

4. Configure the following under Serial Interface Options.

e Serial Port: Select the serial port on which the serial cable is connected. For RS-
232, select the serial port as COML1. For RS-485, select the serial port as COM2.

e Baud Rate: Configure 9600 as the baud rate for HART serial interface.
o Parity: Configure the parity as Odd.

5. Inthe Serial Polling Address box, type the required polling address value. This
represents the polling address of the emulated HART MUX on the HART interface.

6. Click Apply.
7. Expand Vendor and Model Table tab.

The Vendor and Model Table is used to configure mapping between ISA100 Wireless
vendor and model strings with HART manufacturer ID and device type bytes. This
mapping is required for native ISA100 Wireless devices functioning as HART devices.
The HART protocol uses a manufacturer ID byte and device type byte when
identifying a device. This table is used to configure a lookup table that maps the
ISA100 Wireless vendor and model strings with HART manufacturer ID and the

device type bytes. The Vendor and Model Table contains the following columns.
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e Vendor String: The ISA100 Wireless vendor string of the native ISA100 Wireless
device.

e Model String: The ISA100 Wireless model string of the native ISA100 Wireless
device.

e Manufacturer ID: The HART manufacturer ID byte used to represent the native
ISA100 Wireless device.

e Device Type: The HART device type byte used to represent the native ISA100
Wireless device.

@ The Vendor and Model Table is pre-configured for Honeywell field

devices. No configuration is required if your device vendor and modelis
ATTENTION (pre-configured. Native HART devices connected using the OneWireless
Adapter do not use the Vendor and Model Table.

Configure HART Ethernet/UDP interface

You can configure HART Ethernet/UDP interface by using a Lantronix device or a serial-to-
Ethernet/UDP driver. Following are the high-level tasks to be performed for configuring
the HART Ethernet/UDP interface using a Lantronix device.

e Install and configure the Lantronix device.

e Assign an IP address to the Lantronix device.

e Install the Standard Serial Tunnel firmware on the Lantronix device.

e Configure the Standard Serial Tunnel firmware settings on the Lantronix device.

e Activate HART Ethernet/UDP interface on the OneWireless user interface.

Install and configure the Lantronix device

Install the Lantronix Device Installer software on the HART client machine using the
documentation and media packaged with the device. After installing the Devicelnstaller
software, perform the following tasks to configure it.

e Assign an IP address to the Lantronix device.
e Install Standard Serial Tunnel firmware on the Lantronix device.

e Configure the Standard Serial Tunnel firmware settings on the Lantronix device.

Assign IP address to the Lantronix device

Perform the following steps to assign or reassign an IP address to the Lantronix device.

To assign or reassign an IP address to the Lantronix device:

1. From the Start menu, open Lantronix Devicelnstaller.

2. Click Device > Assign IP Address.
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3. When prompted for device identification, enter the MAC address of the Lantronix
device and click Next. The MAC address is located on a sticker on the side of the
device.

4. When prompted for the assignment method, choose Assign a specific IP address to
assign a static IP address to the Lantronix device and click Next.

5. Enterthe IP address, subnet mask, and default gateway for the Lantronix device and
click Next.

6. Click Assign.
The device now uses the new IP address and has network access.

Install Standard Serial Tunnel firmware on the Lantronix device

The Xpress-DR-IAP Device Server supports different protocols using different firmware
images installed on the device. Perform the following procedure to install the Standard

Serial Tunnel firmware on the device.

To install the Standard Serial Tunnel firmware on the Lantronix device:

1. From the Start menu, open Lantronix Devicelnstaller.

2. Inthe Lantronix Devices tree on the left pane, select Lantronix Xpress-DR-IAP
device name.

3. Do one of the following:

e Onthe menu bar, click Device > Upgrade.
Or
e Clickthe Upgrade icon on the toolbar.
4. Toselect the firmware files, click Create a custom installation option and click Next.

5. Browse and select the firmware file available for Standard Serial Tunnel protocol and
click Next.

6. Ifthere are no additional firmware files to install, select No other files to install

option and click Next.
7. Ifyouwantto save this installation for a later use, select Save Installation.
8. To start firmware upgrade, click Next.

Configure Standard Serial Tunnel settings on the Lantronix device

Configure Standard Serial Tunnel firmware to enable it to properly tunnel HART messages
from the RS-232 serial port to the Ethernet port of the WDM.

To configure Standard Serial Tunnel settings on the Lantronix device:

1. From the Start menu, open Lantronix Devicelnstaller.
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2. Inthe Lantronix Devices tree on the left pane, select Lantronix Xpress-DR-IAP

device name.

3. Onthe Telnet Configuration tab, click Connect.

4. When prompted, press Enter to go to the setup mode.

5. Onthe Main menu, press 1 on the keyboard to configure channel 1 and set the

configuration parameters as follows:

Baud Rate = 9600

I/F Mode =5C

Flow =00

Port Number = 34568

Connect Mode = CC

Datagram Mode =01

Remote IP Address = IP Address of the WDM
Remote Port = 55599

Packet Control=00

Send Character 1 =00

Send Character 2 =00

6. Click Save.

7. Press 9 on the keyboard, to save and exit the Lantronix main menu.

Configure HART/IP interface

To configure HART serial interface:

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select HART and click NEXT.

3. Click HART/IP TCP Interface in the Interface list from the Configuration tab.
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Configuration

Interface

HART/IPTCP Interface ~

Licensing : Licensed

Serial Interface Options

Baud Rate: 8600

Ethernet Interface Configuration

Port Configuration :

Ethernet/UDP Interface Options

UDP Port:

HART/IP Interface Options
TCP Port:

UDP Paort:

HART Polling Address Options
Serial Polling Address -

HART/IP Polling Address :

HART Log lewvel

Log Lewvel :

4. Configure the following under Serial Interface Options.

e Serial Port: Select the serial port on which the serial cable is connected. For RS-
232, select the serial port as COM1. For RS-485, select the serial port as COM2.

e Baud Rate: Configure 9600 as the baud rate for HART serial interface.
e Parity: Configure the parity as Odd.

5. Under Ethernet Interface Configuration, in the Ethernet Interface list, click the
required option. The following are the interface options available.

e FDN
e PCN
e SIN

o Note: The HART/IP TCP and HART/IP UDP are functional only on the enabled Interface
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port.

6. Inthe Serial Polling Address box, type the required polling address value. This
represents the polling address of the emulated HART MUX on the HART interface.

7. Click Apply.

Monitor performance of HART interface

To monitor performance of HART interface:
1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select HART and click NEXT.

3. Click Statistics tab.

Statistics

Serial Interface

Message Rate: msg/sec

Message Rate Max : msg/sec

Ethermnet/UDP Interface

Message Rate: msg/sec

Message Rate Max : msg/sec

HART/IP Interface

Message Rate: msg/sec

Message Rate Max : msgy/sec

4. Verify the following attributes to monitor the performance of the HART interface.

e Message Rate: Number of messages processed by the interface, per second.

e Message Rate Max: Maximum number of messages processed by the interface,
per second.

e Reset Statistics: Resets all HART interface statistics.

Monitor field devices from an asset management system

FDM supports both ISA100 Wireless and WirelessHART device templates using DD files.
FDM communicates with ISA100 wireless devices using GCl interface. FDM
communicates with OWA/HART devices using HART/IP interface.

‘ Integration with FDM Licenses to be enabled in WDM ‘
‘ ISAL00 Wireless only ‘ GCl ‘
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Integration with FDM Licenses to be enabled in WDM

ISA100 Wireless and wired HART device GCI+HART
connected through OWA

WirelessHART only WirelessHART
Both ISA100 Wireless and WirelessHART GCI + HART + WirelessHART
integration

The following procedure describes the steps to access the field devices using FDM. The
steps in this procedure provide only an overview of the tasks that you need to perform. For
detailed information on the tasks that you need to perform using FDM, see the FDM user
documentation.

GCl and HART Interface licenses must be enabled in WDM for FDM to detect the wired
HART devices connected to OW Adapter.

To access the field devices using FDM via Serial Interface:

1. Log ontothe FDM server and configure the following using the FDM Server Management
Tool.

a. Configure RS-485 HART Multiplexer for enabling communication between
HART client and the wireless field devices.

b. Configure the Network Interface Name and Remote Communication
Interface Server Name.

2. Configure the following network specific parameters.

e (COM Port: COM port on the WDM to which the serial cable is connected.
e BAUD Rate: 9600
e Start Poll Address and End Poll Address: O to 127

3. Startthe FDM server using the FDM Server Management Tool.

4. Log on to the FDM Client and scan for the field devices.
Once the FDM Client scans the devices, the WDM and the devices appear on the FDM

Client as shown in the following illustration.
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;g" Field Device Manager - Connected to OWFDM

FDM View Tools Library ‘windows Help

7@) Qe & g Search Device: |® AdvanoedSearc;
Oline View |
Display Filter
[ Mo Fiter vl [ aonly ]

——

E1-1%2 FDM Server (OWFDM)
- owFDH
Eﬂ OWFDM
BB vov 1sni00_ia
3. UIOD_533
g $3_TE_21

8, S3HL @
Eﬂ«»g Unhealthy devices
Eﬁ Disconnected Nodes
L@, PD_257_
9, TD_s02_
2, UID_513_

5. For accessing the field device parameters, add DD files for the field
devices. After accessing the parameters, the HART Client displays the
device details as follows.

X% Field Device Manager - Connected to OWFDM

FDM View Tools Library \#indows Help

el =g & Search Device: | |© Advanced Search
( Online View |cD_474

Display Filter Entry Points ~ Device Setup |

[ No Fiter ~| [ ooy ] - :

Setupl HART Info I Review I

Network View| Device State View |

UAPMO

CHO1_AI_CORROSION

E--2 FOM Server {OWFDM)

=@ owrDH
B~ &), OWFDM

i@ CD_474_
b S3HL(3
E}»@ Unhealthy devices
B~ %2 Disconnected Nodes
L.\, PD_257_

g TD_802__
& UID_513_

Configuring FDM for HART-IP network

FDM supports HART-IP networks and connected devices, including the Honeywell
RTU2020 controller. Before using FDM with any HART-IP connected device, it is
recommended (but not necessary) that the devices are commissioned first. Once
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commissioned, the HART-IP network can be configured using the FDM Server

Management tool. To configure a HART-IP network, you must specify the IP address range

of all connected devices in that network. The Build Network operation is used for

discovering all controllers and available HART devices.

Prerequisites

Ensure that all HART-IP connected devices are commissioned.

Ensure to enable the HART-IP interface from the HART-IP connected devices.

To configure the HART-IP network

1

On the FDM Server computer, click Start > All Programs > Honeywell FDM > FDM
Server Management Tool.

Log on to the FDM Server Management Tool. The FDM Server Management dialog
box appears.

In the left pane, click Network Configurator. The Network Configuration page

appears.
Click Add New to add a new network. The Add Network page appears.
In the Network Type drop-down list, click HART-IP Network.

Under IP Address Configuration,

e Ifyou wantto configure a HART-IP connected device (example, RTU2020), then
click Add IP and type the IP address.

e Ifyou wantto configure multiple HART-IP connected devices (example,
RTU2020 nodes) at a time, click Add IP Range(s) and enter the range of IP
addresses for those devices.

In the Port No box, default port number is displayed as 5094 from the RTU2020. If
the different port number is set in the RTU2020, you need to enter that port number
in this box.

Click Add IP.

The specified IP address appears under HART-IP Configuration.

@ If you want to change the IP address or to delete the existing IP address, click
Delete IP. The IP address is deleted under HART-IP Configuration and you can
ATTENTION (enter the new IP address.

Type the name of the RCI Server in RCI Server Name box. The configured network is
connected to the RCI Server.
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ATTENTION

By default, FDM populates RCI Server Name with LOCALHOST. If you do not
change this, FDM considers the local host as the RCI Server.

10. Click OK.
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Activating Modbus in OneWireless Network

Using any Modbus application, you can read any standard measurement or status of field
devices. The WDM functions as the Modbus server and allow clients to access point data.
The Modbus interface within the WDM supports Modbus TCP and Modbus RTU. Modbus
interface supports coils, discrete inputs, holding registers, or input registers. It can
associate only standard measurement and status of field device within the network with a
coil, discrete input, holding register, or input register.

The coil and discrete input are used for digital input and output SIGNALS/VALUES. The
holding register and input register are used for analog input SIGNALS/VALUES.

Fig. 20. Modbus TCP communication
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Fig. 21. Modbus RTU communication

Enable Modbus in OneWireless Network

Prerequisites

* Ensure that you have installed the Modbus client.

To enable Modbus in OneWireless Network:

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select MODBUS and click NEXT.

3. Click the required option in the Interface list under Interface from the Configuration

tab.
The following are the available interface options.
e Modbus TCP Interface

e Modbus RTU Interface

OWDOC-X254-en-323A 239



ACTIVATE PROCESS CONTROL INTERFACES

MODBUS

Configuration

Interface

Interface :

Licensing :

Modbus RTU Options

Serial Port :

Baud Rate

Parity

Serial Unit ID/Address

Ethernet Interface Configuration

Port Configuration

Modbus TCP Options

TEP Port

Byte Order

Byte Order

Unconfigured Register Response

Read Responss

Write Response

Read Register Error Hesponse

Float Error Response

Float Error Value

Integer Error Response

sger Error Respon

Modbus Log level

Log Level

Licensed

4. Configure one of the following depending on the Modbus interface option that you

have selected.
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e Ifyou have selected Modbus TCP Interface, configure the following under
Modbus TCP Options.

— TCP Port: The TCP port number used for the configuring the Modbus TCP

interface.

e Ifyou have selected Modbus RTU Interface, configure the following under
Modbus RTU Options.

— Serial Port: The serial port used for the Modbus RTU interface. The available
options are COM1 and COM2. For RS-232, select the serial port as COM1. For
RS-485, select the serial port as COMZ2.

— Baud Rate: The baud rate used for the Modbus RTU serial port.

— Parity: The parity used for the Modbus RTU serial port.

— Serial Address: The serial address used for the Modbus RTU serial port. The
serial address may be referred to as the unit ID in your MODBUS client.

5. Under Byte Order, in the Byte Order list, click the byte order for 32-bit holding
register and input register values.

You must select a byte order that matches the expected byte order of the Modbus client.
Options include Big Endian, Big Endian Byte Swapped, Little Endian, and Little Endian
Byte Swapped.

6. Under Unconfigured Register Response, click Read Response and Write Response.

If you select the Read Response as “Zero”, for unmapped registers the Modbus client
displays zero. If you select Read Response as “Illegal Exception”, then the server sends an
exception response and returns no values.

7. Configure the following under Read Register Error Response.
e Float Error Response
e Float Error Value
e Integer Error Response
e Integer Error Response Value

If you have selected the Float Error Response as NAN and if the floating PV is not
available, then the client displays “NAN”.

If you have selected the Float Error Response as Float Error value and input any
value in the Float Error Value, it displays the float error value in the client when the
floating PV is not available in the client.

If you select the Integer Error Response as Zero and if the integer PV is not

available, then the client displays “Zero”.
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If you have selected the Integer Error Response as Integer Error value and input any
value in Integer Error Response Value, it displays the integer error value in the client
when the Integer PV is not available in the client.

8. Using the Coil Table, Discrete Input Table, Holding Register Table, and Input
Register Table panels, you can configure standard measurement like PV or status of
field devices.

e Coil Table and Discrete Input Table: These two registers are used to configure
the input/output and the status of the Boolean modules as well as the status of

the analog devices.

MODBUS

ATTRIBUTE
TD_111_3CLL_PCTCHO1

TD_03_3S2.CHO1_ALPV SELECT DEVICE OR CHANNEL SELECT ATTRIBUTE
FCT2_VWDM_Pri AVAILABILITY

TD_03_3S2 CHO2_BILPV_B

TO4084FFFF22D098 AVAILABILITYSTART

TD_03_3S2.CHO3_BLPV_B TO40B4FFFF22D099

1NN NR = FUNT AIDV

Fig. 22. Coil Table

ATTRIBUTE

FCT2_vWDM_Pri CHANNE

FCT2_vWDM_Pri GATEWA_

Fig. 23. Discrete Input Table Table

e Holding Register Table and Input Register Table: These two registers are used
to configure the input of the analog modules and Diag status of the device.

For an Analog input module, you must configure the PV and PV Status as follows:

e PV-TAGNAME.CHANNELNAME.PV

After configuring PV in Modbus registers in the user interface, the PV data starts
appearing in the Modbus client. The PV value for a device received at the client is in
242
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decimal or hexadecimal format and is displayed in two adjacent registers in the
Modbus client.

— If the PV value received is in the hexadecimal format, you need to convert the
data in to a float value to read the PV value as displayed in the user interface.

— Ifthe PV value received is in the decimal format, you need to convert the data in
to hexadecimal and then to a float value to read the PV value as displayed in the
user interface.

— PV STATUS - TAGNAME.CHANNELNAME.PV_B.STATUS

Note the following while configuring a Boolean module.
e Fora Boolean input module, you must configure the PV and PV Status as follows:

— PV-TAGNAME.CHANNELNAME.PV_B
— PV STATUS - TAGNAME.CHANNELNAME.PV_B.STATUS

e Fora Boolean output module, you must configure the PV and PV Status as follows:

— PV-TAGNAME.CHANNELNAME.OP_B
— PV STATUS - TAGNAME.CHANNELNAME.OP_B.STATUS

Similarly, you can configure the device status as TAGNAME.DIAG_STATUS.

After configuring DIAG_STATUS in Modbus registers in the user interface, the DIAG_STATUS data
starts appearing in the Modbus client. The DIAG_STATUS data received at the client is in decimal
or hexadecimal format and is displayed in two adjacent registers in the Modbus client.

— If the data received is in the hexadecimal format, you need to convert the data in
to binary format and then map each bit of the binary data to diag_status bits.

— If the data received is in the decimal format, you need to convert the data in to
binary format and then map each bit of the binary data to diag_status bits.

Use the following table as a reference to map the binary data received in the Modbus client.

Table. 13. DIAG_STATUS for all XYR 6000 field device types

Diagnostic status detail Diagnostic status detail
FAILURE_STATUS BIT31 WCI_RESERVED_15 BIT15
FUNCTION_CHECK_STATUS BIT30 WCI_RESERVED_14 BIT14
OUT_OF_SPEC_STATUS BIT29 WCI_RESERVED_13 BIT13
MAINTENANCE_REQD BIT28 WCI_RESERVED_12 BIT12
FAULT_IN_ELECTRONICS BIT27 WCI_RESERVED_11 BIT11
FAULT_IN_SENSOR_ACTUATO BIT26 WCI_RESERVED_10 BIT10
INSTALLATION_CALIBRATION BIT25 WCI_RESERVED_9 BIT9
_ PROBLEM

OUT_OF_SERVICE BIT24 WCI_RESERVED_8 BIT8
OUTSIDE_SENSOR_LIMITS  BIT23 DATABASE_ERROR BIT7
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ENVIRON_CONDITIONS_OUT BIT22 RADIO_IPC_ERROR BIT6
O F_SPEC

FAULT_PREDICTED BIT21 HEAP_ERROR BITS
POWER_CRITICALLY_LOW  BIT20 DEVICE_FIRMWARE_MISMATCH BIT4
POWER_LOW BIT19 WATCHDOG_ERROR BIT3
SOFTWARE_UPDATE_INCOM BIT18 OUTPUT_AT_FAILSAFE BIT2
PL ETE

SIMULATION_ACTIVE BIT17 FW_DOWNLOAD_ERROR BITL
WCI_RESERVED_16 BIT16 DETAIL_INFO_AVAILABLE BITO

You can read device vendor parameters (DEVICE_TAG.DIAG_STATUS_DETAIL_1) from

Modbus client.
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Use the following table as a reference to interpret the data received in the Modbus client.

Table. 14. DIAG_STATUS_DETAIL_1 for XYR 6000 temperature/Temp DI/Multi DI/HLAI

devices
Diagnostic status detail Bits Diagnostic status detail Bits
DEV_ST_ELEC_FAIL BITO DEV_ST_NVM_FAULT BIT18
DEV_ST_INPUT_FAIL BIT2 DEV_ST_AD_FAULT BIT19
DEV_ST_LOW_BAT BIT4 DEV_ST_INPUT_FAIL1 BIT21
DEV_ST_STACK_ERR BIT5 DEV_ST_INPUT_FAIL2 BIT22
DEV_ST_CONF_ERR BIT6 DEV_ST_INPUT_FAIL3 BIT23
DEV_ST_CAL_ERR BIT7 DEV_ST_SUSP_IP1 BIT24
DEV_ST_RADIO_ERR BIT8 DEV_ST_SUSP_IP2 BIT25
DEV_ST_WDT_ERR BIT11 DEV_ST_SUSP_IP3 BIT26
DEV_ST_LOW_EXT_PWR BIT12 DEV_ST_CAL_ERR1 BIT27
DEV_ST_FAILSTATE BIT13 DEV_ST_CAL_ERRZ2 BIT28
DEV_ST_ROM_FAULT BIT16ba DEV_ST_CAL_ERR3
DEV_ST_RAM_FAULT BITL7

Table. 15. DIAG_STATUS_DETAIL_1 for XYR 6000 corrosion devices

Diagnostic status detail

Diagnostic status detail

DEV_ST_ELEC_FAIL BITO DEV_ST_RAM_FAULT BIT17
DEV_ST_INPUT_FAIL BIT2 DEV_ST_NVM_FAULT BIT18
DEV_ST_LOW_BAT BIT4 DEV_ST_AD_FAULT BIT19
DEV_ST_STACK_ERR BIT5 DEV_ST_SHORT_PROBE BIT20
DEV_ST_CONF_ERR BIT6 DEV_ST_OPEN_PROBE BIT21
DEV_ST_CAL_ERR1 BIT7 DEV_ST_EXCESS_CAL BIT24
DEV_ST_RADIO_ERR BIT8 DEV_ST_HDM_NOT_PO BIT25
DEV_ST_HEAP_ERR BIT9 DEV_ST_ASM_RESPONSE BIT26
DEV_ST_IPC_ERR BIT10 DEV_ST_DAC_ERROR BIT27
DEV_ST_WDT_ERR BIT11 DEV_ST_CAL_CLEAR BIT28
DEV_ST_LOW_EXT_PWR BIT12 DEV_ST_CJ_FAULT BIT31
DEV_ST_ROM_FAULT BIT16

Table. 16. DIAG_STATUS_DETAIL_1 for XYR 6000 pressure devices

Diagnostic status detail Bits Diagnostic status detail ‘Bits

DEV_ST_ELEC_FAIL BITO DEV_ST_ROM_FAULT BIT16
DEV_ST_INPUT_FAIL BIT2 DEV_ST_RAM_FAULT BITL7
DEV_ST_LOW_BAT BIT4 DEV_ST_NVM_FAULT BIT18
DEV_ST_EXT_PWR BIT5 DEV_ST_AD_FAULT BIT19
DEV_ST_CONF_ERR BITo DEV_ST_CHAR_FAULT BIT20
DEV_ST_CAL_ERR BIT7 DEV_ST_MB_OVT BIT24
DEV_ST_RADIO_ERR BIT8 DEV_ST_MB_OVL BIT25
DEV_ST_HEAP_ERR BITO DEV_ST_EXCESS_ZERO BIT26
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Diagnostic status detail Bits Diagnostic status detail Bits
DEV_ST_IPC_ERR BIT10 DEV_ST_EXCESS_SPAN BIT27
DEV_ST_WDT_ERR BIT11 DEV_ST_EXCESS_CAL BIT28
DEV_ST_LOW_EXT_PWR BIT12 DEV_ST_CAL_CLEARED BIT29
DEV_ST_STACK_ERR BIT15

Table.17. DIAG_STATUS_DETAIL_1 for XYR 6000 Multi Al DI/Multi Al DI DO devices

Diagnostic status detail Bits Diagnostic status detail Bits

DEV_ST_ELEC_FAIL BITO DEV_ST_RAM_FAULT BIT17
DEV_ST_INPUT_FAIL BIT2 DEV_ST_NVM_FAULT BIT18
DEV_ST_LOW_BAT BIT4 DEV_ST_AD_FAULT BIT19
DEV_ST_STACK_ERR BITS DEV_ST_INPUT_FAIL1 BIT21
DEV_ST_CONF_ERR BIT6 DEV_ST_INPUT_FAILZ2 BIT22
DEV_ST_CAL_ERR BIT7 DEV_ST_INPUT_FAIL3 BIT23
DEV_ST_RADIO_ERR BIT8 DEV_ST_SUSP_IP1 BIT24
DEV_ST_HEAP_ERR BIT9 DEV_ST_SUSP_IP2 BIT25
DEV_ST_IPC_ERR BIT10 DEV_ST_SUSP_IP3 BIT26
DEV_ST_WDT_ERR BIT11 DEV_ST_CAL_ERR1 BIT27
DEV_ST_LOW_EXT_PWR BIT12 DEV_ST_CAL_ERRZ2 BIT28
DEV_ST_FAILSTATE BIT13 DEV_ST_CAL_ERR3 BIT29
DEV_ST_ROM_FAULT BIT16 DEV_ST_CJ_FAULT BIT31

Table. 18. DIAG_STATUS_DETAIL_1 for OWA devices

Diagnostic status detail

Diagnostic status detail

DEV_ST_ELEC_FAIL BITO DEV_ST_FAILSTATE BIT13
DEV_ST_INPUT_FAIL BIT2 DEV_ST_ROM_FAULT BIT16
DEV_ST_LOW_VOLT BIT3 DEV_ST_RAM_FAULT BIT17
DEV_ST_LOW_BAT BIT4 DEV_ST_NVM_FAULT BIT18
DEV_ST_STACK_ERR BITS DEV_ST_AD_FAULT BIT19
DEV_ST_CONF_ERR BIT6 HART_LOOP_ERROR BIT20
DEV_ST_CAL_ERR BIT7 NO_HART_DEV BIT21
DEV_ST_RADIO_ERR BIT8 HART_DEV_MAINT_REQ BIT22
DEV_ST_HEAP_ERR BITO HART_DEV_VAR_ALERT BIT23
DEV_ST_DEV_FW_ERR BITLIO HART_DEV_BURST_MODE BIT24
DEV_ST_WDT_ERR BIT11 DEV_ST_CAL_ERR1 BIT27
DEV_ST_LOW_EXT_PWR BIT12
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9. Expand Statistics panel, to monitor the performance of the Modbus interface.
Following are parameters available in the Statistics panel.

e Under Modbus RTU Interface and Modbus TCP Interface,
= Message Count: Total number of messages processed by the interface. The
count must increase with every message sent by a Modbus client. If the count

is not incrementing, it indicates that the Modbus interface on the WDM is not

receiving messages from the client.
= Message Rate: Number of messages processed by the interface per second.

= Message Rate Max: Maximum number of messages processed by the
interface per second.

=  CRC Error Count: Total number of CRC errors recorded by the Modbus RTU
interface. The count must increase if any CRC errors are detected when
receiving a message sent by the Modbus RTU client.

=  CRC Error Rate: Number of CRC errors recorded by the Modbus RTU interface
per second.

=  CRC Error Rate Max: Maximum number of CRC errors recorded by the
Modbus RTU interface per second.

e Under Coils, Discrete Inputs, Holding Registers, Input Registers, and Exceptions,
= Read: Total number of read messages processed by the interface.
= Write: Total number of write messages processed by the interface.
=  Exception: Total number of exceptions, such as invalid request messages.

=  Timeout: Total number of timeouts.

Configure the parameters in the Modbus tables

Point Picker enables you to browse parameters on all devices and then configure the
parameters in the Modbus tables. You can drag and drop the information into the
appropriate table. You can drag from the actual text next to the Attribute label, or dragged
from the list of Select Attribute. You can drag and drop parameter into the Modbus coil or
register configuration or copy and paste the parameter into the Modbus coil or register
configuration.
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To configure the parameters in the Modbus tables:

1. From the Left Navigation Menu bar, expand Maintenance and click Point Picker.

The Point Picker window appears.

2. From the Select Device/Channel list, select the required device or channel. The
corresponding attributes appears under Select Attribute list.

From the Select Attribute list, select the required attribute.
Click Copy.
Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

R

Select MODBUS and click NEXT.

7. Inthe Coil Table, Discrete Input Table, Holding Register Table, or Input Register Table,
select the Attribute column, and then press Control V (Ctrl +V).

Coil Table

Point Picker

ATTRIBUTE

AP_0036.DIV_CORRECTION_GAIN
SELECTATTRIBUTE
wdmLAVAILABILITY

ATTRIEPOOLMAX
wdm LAVAILABILITY

ATTRIBPOOLTOTAL
ATTRIBPOOLUSED

AVAILABILITY
~ TD_1049_7F 5FLR
++ TD_1010_816FLR AVAILABILITY
3308_GWR_TX
AVAILABILITYSTART

AVAILABILITYSTART

Showing 9 Devices

8. Alternatively, the Point Picker option is available in the Coil Table, Discrete Input
Table, Holding Register Table, or Input Register Table tabs in the External Interface.

@ The entire set of attributes can be pasted from Excel. Also, you can copy and

paste it to Excel. This helps you to save all the attributes in the Excel sheet.
ATTENTION

9. Click Apply.

@ In the Property Panel, hover the mouse over a parameter, then a tooltip appears
with the details about the attribute. Also, this information is displayed in the
ATTENTION |Pgint Picker when an attribute is selected.
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Import/Export Modbus register configuration

To export Modbus register configuration:

1. From the Left Navigation Menu bar, click SYSTEM >SOFTWARE DOWNLOAD. The

Support Software window appears.

Software Download

Select Software

Provisioning Device Application

OPC-UA Proxy
Modbus Configuration Backup
Secure Communication Software

Android Provisioning Device Application

HART DD To XML Converter

2. From the Select Software list, select the Modbus Configuration Backup. Click
DOWNLOAD.

3. Click GO TO DASHBOARD after downloading the software.

To import Modbus register configuration:

1. From the Left Navigation Menu bar, click Maintenance > Templates.

The Templates window appears.

VENDOR

SPIRAX SARCO

FN510 DIDOAI
FN210 HART
G501

Enraf WFI
STXB00

FEWID

XYR 6000 TempD!

2. Click Load.

3. Browse to the directory location of the ISA100 DD/Modbus file.
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4. Selectthe ISA100 DD/Modbus file and click Open.

The ISA100 DD/Modbus file is uploaded to the WDM.
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Activating OPC in OneWireless Network

WDM hosts an OPC Unified Architecture (UA) server, which provides open system
communication to ISA100 Wireless data (current, historical and alarm/event data). OPC
UA provides a Service Oriented Architecture (SOA) for industrial applications.

For the OPC-based applications that only support DCOM/COM based OPC (DA), WDM
offers an OPC Proxy. OPC Proxy when installed on the client machine enables
communication between a DCOM/COM-based OPC client and the WDM.

Several OPC clients are used to connect to the WDM which hosts an OPC server.
Honeywell uses Unified Automation UaExpert as the sample client for configuring OPC UA
and OPC Validator as the sample client for configuring OPC DA. The procedures to
configure an OPC client (for OPC UA and OPC DA) in this document are based on Unified
Automation UaExpert and OPC Validator.

Enable OPC interface
To enable OPC interface:

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.
Select OPC and click NEXT.

Click Enabled in the Interface list from the Configuration tab.

LN

Click Apply.

Configure OPC UA client system

|

SIN Switch

PC/Laptop with
Browser

Fig. 24. OPC Interface
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Prerequisites

e Install Microsoft .NET Framework 3.5 SP1 and OPC UaExpert Client in the client
system.
To configure OPC UA client system:

1. Onthedesktop of the client system, double-click Unified Automation UaExpert
icon. The Unified Automation UaExpert window appears.

| Unified Automation UaExpert - The OPC Unified| Architecture Client - MNewProject

File  Server Documeat  Settings  Help
2 = 7l 3 ) 3 a4
DpPPO #=0 x4y|8 x|}
Project & || Default DA view | @ [Attribute Window & X
Server Moce Id Display L7
Servers
Attribut Wal
£ A Documents rodts SLE
o [ DeFault DA Wiew
Address Space g X
[Reference Windaw 5 X
3 . i—hl@lForward w
Reference Target DisplayMame
< ) b
Log Window g X
8B
15:46:19.531 General UaExpert is ready to use. A
15:46:19.500 UsExpert Loaded referenceplugin.dl. w
15:46:19.421 UsExpert Loaded methodplugin,dil, =
15:46:19,312 UsEspert Loaded histaryplugin.dil. 1
15:46: 19,062 UaEzpert Loaded eventplugin.dll. e
15:46:19.000 UaEzpert Loaded devicesplugin.dll.
15:46:18.890 UsExpert Loaded daplugin. dil. v
= Sl

2. Onthe Server menu, click Add to add the OPC server to be connected to the client.
The Add Server dialog box appears.

3. Type the Configuration Name.
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= Add|Server

Configuration Marme | |

Discovery Advanced |

. 2, Local
9 @ Remote
i i< Double click to Add Se-ver..
EI _J ope.kep:ffvdm ;4540
= opeuasry- -xB6@wedr 1

i’ Mone - Mone

* |'_'| Basicl28Rsals - Sign & Encrypk

|'_'| Eiasic256 - Sion

H & Fo [
. U Recently Used opc.bep:fvadm1: 4840

Authentication Settings

(3)  Anonymous

Lsername | |

Password | | Store

Certificate |Currently not supported by UaExpert |

[] Connect Automatically

[ OF l [ Cancel ]

4. Click the Discovery tab to view all the available servers. There is only one OPC UA
server available fora WDM, and its port number is 4840.

5. Click the Advanced tab and then type the IP address of the WDM and the port
number in the Endpoint URL field

The OPC server IP address with port number is opc.tcp://WDM IP address: 4840. For
example, if the WDM IP address is 192.168.1.1, then type,
opc.tcp://192.168.1.1:4840.

6. Under Security Settings, ensure that Security Policy and Message Security Mode
are selected as None. There is only one OPC UA server available for a WDM, but with
multiple security modes. Multiple levels of security are allowed in configuring the
OPC UA connection to the server.

~

Under Authentication Settings, click Anonymous.

o8

Select the Connect Automatically check box.

OWDOC-X254-en-323A 253



ACTIVATE PROCESS CONTROL INTERFACES

Configuration Mame |RZDD_OWserver

Discovery Advanced

Server Information

Endpaint Ul |opc.tcp:,l,|’192.100.0.1:4040 |

Security Settings

Security Policy |None _v|

Message Security Mode |None _v|

Authentication Settings

@ Anorymous

Username | |

O

Passwaord | | Share

Certificate |Currently nok supported by UsExpert |

Connect Automatically

L K ,] [ Cancel ]

9. Click OK and the server automatically connects.
The OPC server appears as connected under Projects > Servers.

10. Under Projects, expand Project > Server and select the added server.

nified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File Server Document Settings Help
DP BB+ =0 x4k r|w
Project & X|| Default DA view | € |[Attribute Window 8 X
- B Project Server Node Id | Display | 4 | 7 |
B B g %’ V: ; e Attribute Value |&
- B Documents = Nodeld ode[d ‘
(3 Default DA View Identifier.. String |
- Identifier  ID_122 =
-ModeClass Obiject
BrowseMame 2, "I0_122" ‘
splayMame ™, "ID_122" ‘
Description e IDE1225
“WriteMask 1} A
Address Space 8 X “ UserWriteMask 0
Root
© : [Reference Window & X
& @ Objects —
. 2R D122 | | 2| Bo[Forwart v
& = Reference Target DisplayMame |&
HasComponent CHO1_AL =
HasComponent CHD2Z_BI
HasComponent CHD3_BI
HasComponent CTS_vERSION
S dmi HasComponent DEVICE_ROLE_CAPABILITY
@§ aen HasComponent  DIAG_STATUS
YPes, HasComponent DIAG_STATUS_DETAIL_1
m"h Virws < 1iil ¥ || [HasComponent DL_A.IAS_16_BIT
Hacl DM CHARBEL _DTAC
Log Window 5 X
8 B
16:25:25.562 TypeCache InverseName = ComponentOf |
16:25:25.562 TypeCache Description has bad statuscode: 0x8C350000 =
16:25:25.562 TypeCache BrowseName = 0:HasComponent
f TypeCache ArrayDimensions has bad statuscode: 0x80350000
16:25:25.562 TypeCache ValueRank has bad statuscode: 0x80350000
16:25:25.562 TypeCache DataTypeld has bad statuscode: 0x80350000
16:25:25.562 TypeCache DisplayMame = HasComponent b2

11. To monitor the PV value of any field device,
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12. In the Address Space pane, under Root expand Objects > Transmitter > Transmitter

Channel.

13. Click PV.

The selected PV attributes appear in the Attribute Window pane.

# Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File Server Document Settings Help
2 - W lE F L, ||3 g
DePBEO|+ @ &%‘s @‘s'-'?’
Project 8 x|| Default DA view | @ [Attribute Window & x
E‘D Project Server Mode Id Display | 42 | o
E‘ q"fg\’:;m o R200-0W 53_MD_07.CHOL... P Attribute value ~
B {3 Documents - ModeClass Variable
T - BrowseMame 2, "Py"
D Defaul: DA Yiew isplayhame ", "PY"
- Description ", "Process Yalug"
titeMask. a
- User\riteMask 0 =
- Yalue 22,9781
B DataType Float
Mamespa... 0
Address Space g % i Idenkifier..  Mumeric
B @ CHO1_AT_1_TemperatureDI_. # =
B @ BREAK_DETECT |ReFerence Window g X
@ CAL_CMD = A7 g;/l;hl@lForward v
@ CAL_POIMT_HI .
- - Reference Target DisplayMarme
@0 CAL_POINT_LO g 2=
@ CAL_SOURCE
@0 CAL_STATUS
0 CAL_UNIT
43 FILTER_COEFFICIEMT
i @ MODE
E- @ Py
= . W (1 il | >
Log wWindow 5 X
8B
16:26:22.825 DA Plugin item [0]: Revised3amplingInterval=1000, RevisedQueuesize=1, MonitoredItemld=1 -
16:26:22.628 DA Plugin CreateManitoreditems succeeded. =
16:26:22.828 D& Plugin item [0]: SamplingInterval=-1, QueusSize=1, DiscardOldest=1, ClientHandle=0
16:26:22.625 DA Plugin revised values: LifeTimeCount=60, MaxKeepaliveCount=5, Priority=0, PublishingInterval=1000
16:26:22.625 DA Plugin Createsubscription succeeded.
16:26:22.828 D4 Plugin creating new subscription: ClientHancle=0, PublishingEnable=1, LifeTimeCount=60, MaxkeepaliveCount=5, Pri...
16:26:22.828 D& Plugin Found session for Serverld 0 i

14. Drag any parameter from the Address Space pane to the Default DA View to increase
the load of the network.

The OPC Statistics pane in the OneWireless user interface displays the following

information about the loaded parameters.

e Subscription Rate: Current rate of OPC subscriptions/attributes/data points
that the WDM provides every second. This must be less than or equal to 500

attributes per second.

e Subscription Rate Max: Maximum rate of OPC subscriptions/attributes/data
points that the WDM provides in a second since OPC statistics reset due to
WDM reboot. This can have a higher value because while launching the OPC

client, the data rate might increase considerably.
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Configure OPC DA client system

You can setup OPC proxies on a client machine so that an OPC DA client (a non-UA client) can
connect to the OPC UA server on the WDM. The proxy files are available on the WDM.

SIN Switch

PC/Laptop with
Browser Support
OPC DCOM
client with
OPC UAproxy
PCN port
] e—— .
» lﬂl l‘ ’.~ """"
‘I e .
Cav ==
e FDAP
Field Device

Fig. 25. OPC client with OPC DA

Prerequisites

e Connectthe OPC DA client system to a switch or to a system connected to the PCN.
e Install the OPC Validator Client in the client system.

Install OPC proxies

1. From the Left Navigation Menu bar, click SYSTEM > SOFTWARE DOWNLOAD. The

Support Software window appears
2. From the Select Software list, select the OPC UA Proxy software.
3. Click Download to download the software to the computer.
4. Open theinstaller and click Run.

The InstallShield wizard appears.
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& owgw_opcua_proxy - InstallShield Wizard : _1(_]

Welcome to the InstallShield Wizard for
owgw_opcua_proxy

The InstaliShield(R) Wizard will install owgw_opcua_proxy on
your computer, To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

Next > Cancel

5. Click Next to proceed with the installation. The License Agreement page appears.

6. Click I accept the terms in the license agreement and click Next. The Customer
Information page appears.

7. Enterthe User Name and Organization and click Next. The Setup Type page

appears.
8. Click Complete and then click Next. The Ready to Install the Program page appears.

9. Click Install and click Next to proceed with the installation. The OPC Gateway Server
Host IP Address page appears.

10. Type the OPC Gateway Server Host IP Address (WDM’s IP Address) and click Next.
The OPC Gateway Server tcp Port page appears.

11. Type the TCP Port Value as 4840 and then click Next. The InstallShield Wizard
Completed page appears.

12. Click Finish to load the OPC proxies.

Access WDM using OPC DA

1. Onthedesktop of the client system, double-click OPC Validator icon. The OPC
Validator window appears.
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No Script - OPC Validator =1
File View Servers Data eXchange Alarms Historical Batch Validate Script Log  Tools Help
g %
BJ.
Workspace - Tags - Al Alarms Historical Browse Validate
Dutput | Scripk | Scripkout | Log | Stakus | SpeC | Tesk Case |
For Help, press F1 Tags: 0 Alama: 0 LOG UTC [HEX |AUTO ACK CALLBACK Lh O

2. Click Servers > Connect to Server (Listing). The OPC Server List dialog box appears.

OPC Server List X

Node [computer,IF) [WWHTS-CEFA73DEDT sdd

=) LOCAL
= WWHTS-CEFAFIDEOT
OFC Key
OPC Data Access Servers Version 1.0
= OrC Data Access Servers version 2.0

+ @ Op /El
+ @ OpcUa.ComD aProsyServer. 1

OPC Data Access Servers Version 3.0
[B] OFC Data eXchange Servers Version 1.0
[B] OPC Alam and Evert Server Version 1.0
[ OPC Historical Data Access Servers Version 1.0
[B] OFC Batch Servers Yersion 1.0

[B] OPC Batch Servers Version 2.0

=4 REMOTE

Legend Local Server ZolCreate Options
B D& Servers o ALL " LOCAL " IMPROC
' [ Servers
B 2:E Servers Femote Server Location Manual Override

B HDA Servers ™ Use this computer

B Batch Servers

Server Info . -
ﬂ Haneywell Server Connection Restrictions

MNode
.,I‘* Metwarks [ Overide connection restrictions
[ Comectsever. | Clse | Hep |

3. Double-click the OPC DataAccess Servers Version 2.0 and select
OpcDa.OneWirelessGW.ComServer from the list, and then click Connect Server....

4. Once the serveris connected, click Close. The OPC Server List dialog box closes.

5. Inthe OPC Validator window, select OpcDa.OneWirelessGW.ComServer.
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6. Click Data > Browse Server Address Space, and then click Browse Server Address

Space All. The Address Space appears on the lower pane.

No Script - OPC Validator.

File View Servers Data eXchange Alarms Historical Batch Validate Script Log Tools Help

EEX

PR PPFH OCCICEC|FITI = &x

s dSSLLSER

B EEE B ek e ek e e

¢ 18 1€ 1¢ 16 1€ 18]

Ei DA1LOCAL\OpcDa. OneWirelessGW . ComServer

‘Workspace - DA1\LOCALOpcDa. OneWirelessGW. ComServer \I Tags- all Alarms Historical I Browse | Validate
~
1-@ 1D_122
1-(3) MNBER 83
Output | Script | ScriptOut | Log | Status | Spec | Test Case |
For Help, press F1 [Tags: 0 [8larms: 0 [LOG [UTC HEX [AUTO ACK [ [cALLBACK[Ln O

2

7. Inthe upper pane, right-click OpcDa.OneWirelessGW.ComServer, and then click Add
Private Group. The Add Private Group dialog box appears.

|I3 roup_

Group Mane

Active v

1000 macc)
0 mnuTe
R A
’07

’07 [mzec)
Requested Connection

{+ Auto Detect

" 10PCDataCallback [2.0]
" l&dvizeSink [1.0)

" Mo Callback

R equested Update Rats
Tirne Biaz

Percent Deadband
Locals D

b an Feepblive, 0=0FfF

Carzel Help

8. Type the Group Name, and then click OK.

9. From the lower pane of the OPC Validator window, select the OneWireless Network,

and then a device.
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10. To add all the parameters of a device, right-click on the device and click Add All Items
and Subltems to Group_OW.

No Script - OPC Validator EEX
File ‘Wwiew 3Servers Data exchange Alarms Historical Batch Walidate Script Log Tools Help
IEFFR PPEE OGCRCEE AOAF E=Fan|s2JdIddd BT
B EEE B e e et e R 1 18 16 1€ 78 16 18]
=5 f DALNLOCALYOpcDaOneirelessGWw  ComServer
(2} Group_ow
‘Workspace - Group_OW || “ags - Al Alarms Historical Browse validate
O] ) ~
B 53T Item Properties... Tl
® wd;n Add AllTtems and Subltems to Selected Private Group =
Add AllTtems and Subltems to Group. O =
Oukput | Test Case |
Add to this group [Tagz= 0 [&larms: 0 ILOG [UTC [HE: [20T0 ACK | [CallBaCKnD 4

To add individual parameters for a device, expand the device, right-click on the
parameter, and then click Add Item to Group_OW.

11. Inthe upper pane, expand Group_OW to view the items in your group.

12. Click Tags — All to view all the tags.

13. Navigate to the desired value. Identify the OPC item that represents the desired
value.
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- OPC Validator

File Wiew Servers Data e¥change Alams  Historicd Batch  Waidate Script Log Tools Help
5] E gradee FAF = | 27
Bﬂ
Tkem ID | ocess Path | Walue | Quality “ype Canonical | Rights | Time #
@ ns*2;s*53_MD_07.CTS_YERSION 1 G000 : NON_SPECIFIC ; LMIT_M..,  ¥T_LIZ WT_LI2 R a1
@ ne*2;e%53_MO_07. DEVICE_ROLE_CA. .. 3 =00 NOK_SPECIFIC « LIMIT_M...  ¥T_UI2 WT_LI2 R 01
& ne*2;5%53_MD_07.DLAG_STATUS i 000 1 MON_SPECIFIC @ LIMIT_M...  ¥T_L4 WT_LT4 R a1
@ ns*2;5*55_MD_07.01AG_STATUS_DE. . i G000 1 MON_SPECIFIC @ LIMIT_M...  ¥T_L4 WT_UT4 R a1
@ ns*2;5%53_MD_07.DL_ALIAS_16_BIT ] GOOD : MOM_SPECIFIC ¢ LIMIT_M...  ¥T_UIZ WT_LIZ R a1
@ n5*2;553_MD_07.0LMO_CHANNEL D... 11; 22, 0; 12, 0; 0; ., GOOD : MOW_SPECIFIC : LIMIT_M...  ¥T_ARRA... WT_ARR... R 201
& ns* 2553 _MD_07.OLMO_MEIEHEOR . 77; 78; 66; 66; 82} ... GOOD : NOM_SPECIFIC : LIMIT_M...  ¥T_ARRA.. WYT_ARR.. R a1
@ ne*2s*53_MD_07.0LMO_RADIO_TRA... 16 OO0 : MON_SPECIFIC ; LMIT_M...  ¥T_I1 WT_I1 R a1
@ ns*2;5*53_MD_07.DROP_OFF_COUNT 1 G000 : NON_SPECIFIC ; LMIT_M..,  ¥T_LIZ WT_LI2 R a1
@ ne*2s*SE_MD_07.ELL_64 0 64 132,05 0; 1; ... GOOD : NOW_SPECIFIC : LIMIT_M...  “T_ARRA.. YT_ARR... R a1
& ne*2s*S3_MD_07. FAILURE_STATUS .. ; 10; GOOD | NON_SPECIFIC : LIMIT_M...  ¥T_ARRA... VT_ARR... RW a1
& ne*2;s*53_MD_07. FUNCTION_CHECK... ;10 GOOD | MON_SPECIFIC : LIMIT_M...  ¥T_ARRA... VT_ARR... RW a1
@ ns*2;5%55_MD_07. IDENT_HUMEER 0; 72; &7; Th; 32; ... GOOD : NOM_SPECIFIC : LIMIT_M...  ¥T_ARRA.. YT_ARR... R a1
@ ns*2;5%53_MD_07.ITS_VERSION 2 GOOD : MOM_SPECIFIC ¢ LIMIT_M...  ¥T_UIZ WT_LIZ R a1
@ ns*2;553_MD_07, J0IN_ATTEMPT ... 2z QOO0 § MOW_SPECIFIC : LIMIT_M..,  ¥T_UIZ WT_UIZ R 201
@ ne*2s*SE_MD_07. J0IN_COMMAND 0 OO0 : MON_SPECIFIC ¢ LMIT_M...  ¥T_LI WT_UI1 R a1
@ ne*2s*53_MD_07. MAINTENANCE AL, ., 0; 10; GOOD : NON_SPECIFIC : LIMIT_M...  ¥T_ARRA.. YT_ARR... RwW a1
@ ns*2;5*53_MD_07.MODEL_ID 2616_2420_01 G000 : NON_SPECIFIC ; LIMIT_M..,  ¥T_BSTR. YT BSTR R an
:"\ — kAL KOS AR AT RIET LML A e R e T P PO P P ] AP RS SRESTETS L LIRATT R nToannoa nToAann L) r\n)n
Workspace - Group_OW Tags- all Alarms Histarical Browse Vdidate
+-(E) 53_MD_07 ~
+-(E) 53_TE_01
(50 wdml
v
Qukpuk | Scripk | SceipkOut | Log | Skatus | Spec | Test Case |
For Help, press F1 Tags 150 Alarms: LOG [UTC HE= BUTO ACK CalLBACK |Ln 0

Perform the following steps to edit parameters from OPC DA client. Note that you can only
edit the parameters whose access rights are displayed as RW in the Rights column of the
OPC Validator.

a. Inthe OPC DA client, click the Tags — All tab.

b. Right-click the parameter that you have added, and then click Async> Write
Item. The Write Async Item Value dialog box appears.

c. Inthe Raw field, type the required value. You can only edit the mode for all the
device types and the output value of the Multi Al DI DO devices.

d. Click OK.
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WDMs in the same network

With Experion SCADA

1. Inthe Experion SCADA Machine, edit the HOSTS File with multiple WDMs

hostnames.

Nj haosts - Notepad -
File Edit Format View Help

# Copyright (c) 1993-2809 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme. com # x client host

# localhost name resclution is handled within DNS itself.
192.168.15.15 wdm_pri
192.168.15.16 wdml

2. Configure UA Server COM Proxies for multiple WDMs (PCN IP address of WDMs).

(%) RS10_NRSRV_KS on 10.79.214.225 -

File View VM

muN) 8B GRS R

File Help
Manage Securty Manage Application Manage Certificates  Manage COM Interop  HTTP Access Rules

Wrap UA Server... Make a UA Server visible to COM Clients.

Wrap COM Servers... | Make a COM Server visible to UA Clients.

ProglD Specffication  Server Protocol  Host Security

%Opck&.OneWﬂelessGW.ComServer AE opcuasrvx86@wdm1 opctcp 192.168.15.15 None/None
%OpcDaOne\MrelessGW.ComServer DA opcuasrvx86@wdm1 opcicp 192.168.15.15 None/None

BB Specify Endpoint for a UA Serve — O

Endpoint URL. opctcp://192.168.15.16:4840

OK Discover... Cancel

OWDOC-X254-en-323A

262



™ Server Configuration

Protocol :_;;pc tcp [wdm1:4840] bl

Securty Mode ;_.None ~

Security Policy :-None |

Message Encoding .-Binary V.

User Identity Type ;Rnon}mou;_-{.f\ﬁon)mousl: ] V I

lssued Token Type
User Identity

User Default Limits | .Yés v

Configuration options are up to date. |

ox =

FB coM Server Configuration

Protocol | DA v/

CLSID [10730038a55-485-32a2-3802555111e0 | Bl

Prog ID |OpcDa.opc tep.192.168.15.16.4840 |

oK Cancel
@ R510_NRSRV_KS on 10.79.214.225 i X
File View m
wip &g & B D @
| File Help ~

Manage Secuity Manage Application Manage Certficates  Manage COM Interop  HTTP Access Rules

Wrap UA Server... | Make a UA Server visible to COM Clients.

Wrap COM Servers... | Make a COM Server visible to UA Clients.

ProglD Specification  Server Protocol  Host Security

n0pcDaopcicp.192.168.15.164840 DA opcuasrvx@6@wdml opctcp  192.168.15.16  None/None
48 0pcAe OneWirelessGW ComServer  AE opcuasrvx86@wdm1 opcicp  192.168.15.15  None/None
4 0pcDa. OneWirelessGW.ComServer DA

Restart the 'UA COM Server Wrapper' (Administrative Tools -> Services) for any
changes to take effect

|

Restart the UA COM Server Wrapper service using services.msc.

3. Configuring OPC Channels, OPC Controllers, Analog Points in Experion Quick
Builder.
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[5) RS10_NRSRV_KS on 10.79.214.
File View VM

225

wieo o6 G Re @&

(ST

5 RS10-NRESV
2f channels
& controliers

{T] Equipment
Points
L4 Printers
L stations
= servers
EFM Meters
i Recycle Bin

=

~

Allitems
|% SCADA Controllers
3

[ S Assets

=) EFM Configuration

1 Controller Integration

Name o Description \tem Number £ Modbus Channel
CHAMODO CHNOO0O1 =] OPC Channel
CHAOPC1 CHN0002
CHAOPC2 CHNODO3
Main

B =
Marginal Alarm Limit [19
Fail Alarm Limit [0
Connect Timeout [0 secs
ReadTimeout [~ secs
Host Name (Preferred Data Source) [R510-NRESV
Host Name (Alternate Data Source)
Controller
|V OPC Server host time can drift (Asynchronous reads)
|~ Use the "Last Known Value" substatus to indicate a value as. Point
I Use the "Last Usable Value” substatus to indicate a value a: £FM Data Export Format
|~ Use the OPC Server imestamp when raising alarms
EFM Meter
Diagnostic Scan Period = =
g [eo B| = Period [eo | EFM Meter Template
Prog Id [OpcDA opc.tcp.192.168.15.16.4840 EFM Schedule
item Type OPC Channel o
Last Modified 8/31/20189:22:42 AM Item Number [CHN0003
Last Downloaded 8/31/2018 9:22:47 AM .| Station
&l < > Server

OPC Channel for wdm1 with ProgID: OpcDA.opc.tcp.192.168.15.16.4840

@ R510_NRSRV_KS on 10.79.214.225

File View VM
wlr &le G
=] __'_ R510-NRESV

£ channels

& controtiers
{T] Equipment
Points

4= Printers
L stations

“ servers

=) EFM Meters
Il Recycle Bin

IE Anitems
|:" SCADA Controllers
[Fs Assets

[7) EFM Configuration

F'j Controller Integration

Be @ #

Name 4 Description Item Number £ Modbus Channel
CHAMODO CHNO0O1 ] OPC Channel
CHAOPC2 CHNO0O3
Main

Marginal Alarm Limit imi &
Fail Alarm Limit oo
ConnectTimeout [p9 secs
Read Timeout '2— secs
Host Name (Preferred Data Source) [R510-NRESV
Host Name (Alternate Data Source) 17
[V OPC Server host time can drift (Asynchronous reads)
I~ Use the "Last Known Value" substatus to indicate a value as

[~ Use the "Last Usable Value" substatus to indicate a value a:
I~ Use the OPC Server imestamp when raising alarms

Diagnostic Scan Period [go ]| ke He |

Prog Id lOp(Da,OnewirelEssGWComserver
item Type OPC Channel

Last Modified 8/22/20181:43:18PM Item Number [CANo002
Last Downloaded 8/22/2018 1:49:37 PM

Controller

Point

EFM Data Export Format
EFM Meter

EFM Meter Template
EFM Schedule

Printer

Station

OPC Channel for wdm_pri with ProglD: OpcDA.OneWirelessGW.Comserver
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k) R510_NRSRV_KS on 10.79.214.225 -
File View VM
Ny 88 @R @R
E Configuration Explorer |73 R510-NRESV - Quick Builder \ x |Library 9
fllitems Controllers Selq .| cranne
- 5| R510-NRESV G i Controller
£ channels Name 4+ Description Item Number e
& Modbus Controller
& controtters CONMODO RTU00001 CHAMODO
{T) Equipment CONOPC1 RTUO0002 CHAOPC1 i opC Conteate:
Points
CONOPC2 RTU00003 CHAOPC2
4= Printers
L stations
“ servers
(%) EFM Meters
i Recycle Bin
Main
~
Name [cONOPCZ
Description [
Associated Asset Igw
Channel Name [craopca =
Marginal Alarm Limit [10
FailAlam Uimit [0
Background Scan [pisabied |
ackground Scan [Disabied P
Al Deadband m EFM Data Export Format
=, scapacontroliers Diagnostics Item [ EFM Meter
i EFM Meter Templ
o Ascets Failure Value [7q70 = eter Template
> Enable SOEsto [~ EFM Schedule
) EFM Configuration 1ms resolution for =
e digital input tags Printer
1] Controller Integration i e g
. ControlLogix
i Integration il Server
OPC Controller forwdm1
(%) R510_NRSRV_KS on 10.79.214.225
File View VM
ne o8& bk @@
CUrniu e o v~
R510-NRESV Controll C
S e ontroller
. ‘.EE Channels Name 4 Description Item Number CRannalName E — N
us Controller
& controlters CONMODO RTU0000L CHAMODO
{T) Equipment CONOPCL R CHAOPC1 B oo
‘ Points
CONOPC2 RTUO0003 CHAOPC2
b Printers
J stations
5| servers
¥ : EFM Meters
-fli Recycle Bin
Main
~
Name |CONOPCL
Description

Associated Asset
Channel Name
Marginal Alarm Limit
Fail Alarm Limit

Background Scan

Deadband

'E] All items

[

Jow

CHAQPC1 -
10
20

Disabled v
0.000 v

Point

EFM Data Export Format
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OPC Controller for wdm_Pri

File View VM

() R510_NRSRV_KS on 10.79.214.225

@\?@\@J@ﬂ?ﬂ\%@@

E Configuration Explorer [ R510-NRESV - Quick Builder | x| |Library 1<
All items Points Y Q = Channel
-5 R510-NRESV Controller
£ channels Name 4 Description Area Code Source Address
PV Point
E Controllers DUPLICATE PV ow CONOPC1 ns*2;s*TD... . b
i ccumulator FPoind
1.Equlpment POIANAQ ow CONOPC2 ns*2;s*wd...
Points m— = Analog Point
i TD_52_PV PV ow CONMODO 2 IEEEFPS Container Point
L stations .
! IEC-870 Point
=| Servers
EFM Meters OPC Advanced Point
i Recycle Bin Status Point
Main Display Alarms Control Auxiliary History Scripts K
~
Point ID [POIANAD
Enterprise Mode!
Item Name
Description ]
Parent Asset IOW _]
PV Source Address [CONOPC2 ns*2;s*wdm1.CPUFREE =
¥ PV Dynamic Scanning
......... PV Scan Period |1 v
E[ All items Engineering Units EFM Data Export Format
0% Range Value
e scapacontrollers H00%RangeValues| 100 B 0 EFM Meter
Drift Deadband (%) |0.000 > EFM Meter Template
Eg Assets
PV Aigo INONE _'_I EFM Schedule
@ EFM Configuration i
. ) Action Algo INONE L] Printer
L] Sonroliccintsgration [V Scanning Enabled [~ Clamp PV Station
Analog Point forwdm1
=27 R510_NRSRV_KS on 10.79.214.225
File View VM
ul> ol a6 Bl @@
e b~ 1
=5 R510-NRESV o — | Controller
i Name 4 Description Area Code
; £ channels P PV Pt
& controliers DUPLICATE CONOPC1 ns*2;5°TD... .
{T] Equipment POIANED - e —— Accumulator Point
POIOPCL ow Analog Point
i Printers = &
: = 2 TD_52_PV PV ow CONMODO 2 IEEEFPB Container Point
. stations 3
= IEC-870 Point
Servers
EFM Meters OPC Advanced Point
“-ff Recycle Bin Status Point
Main Display Alarms Control Auxiliary History Scripts <
~
Point ID [DUPLICAT
Enterprise Model
Item Name I
Description |PV
Parent Asset [ow J
PV Source Address [CONOPCL ns*2;s*TD_52_3CLL_PCT.CHOL_ALPV .|
¥ PV Dynamic Scanning
_________ PV Scan Period |1 -
All items Engineering Units EFM Data Export Format
0% Range Value
2. scapacontrollers 100% Range Value |100 8 0 EFM Meter

e Drift Deadband (%) |0.000 - EFM Meter Template
==
P Algo |NONE ~| EFM Schedule
E) EFM Configuration i
] Controller| ti Action Algo INONE l" o
5] Controllerintegration [V Scanning Enabled [~ Clamp PV Station

Analog Point for wdm_pri

Enable OPC Controllers and OPC channels from station

Launch the trend to display the values
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() R310_NRSRV_KS on 10.79.214.225 - x

File View VM
N 20D
kel =11 PR A ) |

% [3: Porana.PY | =] Period: | 1Minute

j Interval: | 1sec

100.0

80.0

60.0

40.0

0.0
10:52:42 AM  10:52:48 AM  10:52:54 AM  10:53:00 AM  10:53:06 AM  10:53:12 AM  10:53:18 AM | 8/31/2018 leD:53:36 AM =
k1| ol | a
Pen Paint 1D Parameter Desciiption Low Scale [%) High Scale (%) Reference Valug Current Yalue
TD_h2_PY P P 0.00 100.00 Y
DUPLICATE P P 0.00 100.00 25.08
POIANAD ] -/ T 100.00 83.18

EEEENE
]DDDDH!@

ja\

Values from 2 different WDMs visible in Experion SCADA in same Experion Server.

Monitor OPC interface statistics

To monitor OPC interface statistics:

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.
2. Select OPC and click NEXT.

3. Go to Statistics tab.

You can view the OPC interface messages totals and OPC interface message rates.
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Y b e S Wy pasgery

BRriader Hlale Wi

4. Click Reset Statistics to reset all the OPC interface statistics.

Monitor OPC interface for multiple WDMs
To monitor OPC interface for multiple WDMs:

1. Download and install OneWireless UA proxy software. During the installation enter

the Host ID and then complete the installation.
2. Open OPC UA configuration tool. Click Manage COM Interop and select Wrap UA

Server.

UA Configuration Tool

Fls  Help
Hanage Secuity | Manage Application | Manage Cerficates Manage COM Interop | HTTP Access Rules

‘wrap Ua Server. Make a L& Server visible to COM Clients.
Wiap COM Servers... | Make a COM Server visible to UA Clients.

ProglD | Specification | Server | Protocol | Hast [ Secuity |
& OpcDa ope.top. 19216801, DA opouasv-BE@AIMS WOM opcicp 19216801  None/Mone
& Opche OrewirelessGw ComServer  AE opeuasty-+BEGwdn opotcp 1921628993 Mons/Mane
# OpcDa OneWielessGW. ComServer DA, opouasty-+BE@wdm? opclcp  192162.99.99 None/None
& OpcDa ope tep 19216802 DA opcussrv-#BE@mpedn2  opotop 19216802 Mans/Mone

3. Test UA Server COM proxies.
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#j RSI- OPC Test Client - [~OpcDa.opc.tcp.192.168.0.2]
ﬂ File Server Group Item Log View Window Help

TkemlID: | Sub Walue

| sub Qualit

| Sub Updates | Lpdate Rate | Fun. fivg

@ns*Z;s*mywdmZ.CPUFREE 90,8306

|

Good

453331 1 0,499995

| H

Ready

[ o[

=j: RSI - OPC Test Client - [~OpcDa.opc.tcp.192.168.0.1]
ﬂ File Serwer Group Item Log View ‘Window Help

=18l

D[|d| |

@ WDM1 {Actual Rate: 2000) TtemID | Sub value | sub Quali | sub Updates | Update Rate | Run, Avg
@ns*Z,‘ s*AIMS-WDM CPUFREE 92,3614 Good 45329 o 0.499745
4| |

Ready TN 4

Gl Channels e Channels

[ - 2
= Hame. # | Desciption [ Itern Humber B [ tame + | Description Item Nurnber
£ channels 2 annels CHAOPCWDML CHKOZ
E contrallers [ contralers
Points Faints
wmain |
E senvers E servers
- Regyele Bin Name [CHanpoaDiL 7 Recrcle Bin Mamme [CHanpoaDwz
Description Description
Associated ASSET [$1)yA5S| GNEDITEMS Associated ASSET |(LINASS| GNEDITEMS z
Marginal Alamm Limit [i5 | Marginal Alam Uit flg
Fail Alarm Limit [on Fail Alarm Limit [0
Connect Timeout [3o secs ConnectTimeout g secs
ReadTimeout f sews Read Timeout [ secs
Host Name (Preferred Data Source) [[acalhost Host Narme (Preferred Data Source) [[oralhost
Host Narne (Alternate Data Source) Host Name (Alternate Data Source)
[V OPC Server host time can drift (4synchronaus reads) [ OPC Server host time can drift (Asynchrenous reads)
[~ Use the "Last Known Value substatus to indicate a vall| [~ Use the "Last Known Value® substatus 1o indicate a vall
[ Use the "Last Usable Value" substatus to indicate a val [~ Use the "Last Usable Yalue" substatus to indicate a val
™ Use the OPC Server timestamp when raising alarms [™ Use the OPC Server imestamp when raising alarms
Disgnosticscanperiod gy v] Background = Diagnestic Scan Period <]  Backaround =
€ = scan Period | . s Scan Period |°
Prog1d [0pcpa.opcicp 19216801 Progld [opcba opeecp 192165.0.2
Itern Type OPC Channel Itern Type OPC Channel
Lsst Wodified 7/26/2015 10:00:10 AM Item Humber [Ciino2 Last Wodified 7/28/2015 10:00:12 AM Item Mumber [[rios
Last Downloaded 7/28/2015 10:00:20 AM Last Downloaded 7/26/2015 10:00:20 AM
b= Controllers Allitems Controllers
" i + | Descripti ftem Contraller Channel - 1 7| Descripti tem Cantraller Channel N
£ channels ame eseription - antroller Channel £ channels e escription - ntroller Channel
& conmaniers & comratters CONOPCL RTLO000Z CHAOPCHDML
Points CONOPC2 RTLIODOO3 CHAOPCWDIZ Points 2
E servers E servers
i Recycle Bin Main 1l Recyde Bin Main
Hame [CONCRCL name [CONOFCZ
Besmiprion [ pescrption [
Associated Asset ISUNASS\GNED\TEMS Associated Asset ISUNASS\GNED\TEMS

Channel ame [CHADPCWOM = |
Marginal Alerm imit i
Fail slam limie By
Background $n [pisapiea =]
Deadband [opon <]
Diagnastics item | L
Failure Yalue m

Enable SOEsta [
1ms resalution for
digital input tags

Item Type OPC Controller

Last Modified 7/28/2015 9:56:54 AM  Itern Humber [RTU00002

Last Downloaded 7/28/2015 9:57:08 AM

channel Name. [ cHADPCAOM, x|
Marginal Alarm Uit o
Fail slamm umit By
Background 3can [p/saniea -
Deadband lm
Biagnostics item | |
Failure alue m

Enable SOES to [~
1ms resalution for
digital input tags

Itern Type  OPC Controller

Last Modified 7/28/2015 $57:02AM  Iter Mumber [RTU00003

Last Downloaded 7,/28/2015 3:57:08 AM

6. Configure Points using Controllers and OPC Access Path (PV Source Address).
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Allitems Points ems Points
R [

o hame. | Description | Area Code | Source Address| P [ Harme | Description | Area Code Source Address
£5] Channels GNEDITEMS {28 Channels PWDMLCPUFREE SUNASSIGNEDITEMS COMDPEL ns*2;s
& controllers [ controliers —

PADM2CPUFREE SUNASSIGNEDITEMS CONOPC2 ns2;s; CONOR
Points Foints
7 servers LE servers
- Recycle Bin Main |pisplay | Alarms | tonwol | Awdliary | History | Seripts Pl Recde Bin Wain |Display | Alarms | Control | Auwdiliany | History | Scripts
PointID [FWDLILCRUFREE Point 1D [FHOL2CPUFREE
Enterprise Model Emerprise Model
Item Name Item Name
Description | Deseription |
PareritAsset [§nassIGNEDITEMS J Parent Asset [§UNASSIGREDITENS J
P Source Address [CONDPCL nsv2;s*alnis- | Py Source Address [CONDPC2 nsv2;s*riyva |
¥ Pv Dynamic Scanning V¥ P+ Dynamic Scahning
Py Scan Period |5 - Py Scan Periog [ ~]
Engineering Units Enginesring Units
100% Range value [L00 0% Range Value [g 100% Range Value [100 0% Range Value [
Drift Deadband (%) [0.000 - Drift Deadband (%) [0.000 |
Py alga |NONE =l PV Algo |MONE |
Action Algo |NONE | Adtion algs [NONE =l
[¥ scanningEnabled [~ Clamp Py [¥ ScanningEnabled [~ Clamp PY
Item Type dnalog Item Type Analog
Last Modified 72972015 10:24:14 AM Last Modified 7/20/2015 10:24:10 AM
Last Downloaded 7/29/2015 10:24:24 4M Last Downloaded 7/20/2015 10:24:23 A
tation - Default - Contraller Summary (sy sSCADACONEFollers-nEm)
D Sion Edt View Conirol Adion Configure Help

Al s 0OIBE O 0-% | xiila v X|b Q]zonor = | conmand [

(filter applied) ilters > Enable Name 4 Status Description Number ¢ Server Channel

Filter by Status = CONALL1 v oK 1 mw-440-C2-4SRY & SRVPNT1
O Failed (@) CONOPC1 0K 2 mw-440-C2-4SRY v CHAOPCWDMA
O Marginal (0) CONOPC2 v OK 3 mw-440-C2-4SRV «  CHAOPCWDM2
[ Disabled (0)
O ok@) Showing 110 3 of 3 entries
[ Unknown (0)

Filter by Location =

g Assets

=Y channels
i
EQ

= 4% System Components
= Y mw-440-C2-4SRV [local server]

fy cHaopcwDm1
CHAOPCWDM2
SRVPNT1

8. Enable channels:

Station

Al A £ B 0|2 °'°‘°|?<W||AV\/X|L')Q\ZoomTaFit'\Commandl

Edit View Control

Action  Configure

Help

* System Status

Channel

- Server:

mw-440-C2-4SRV

CHAOPCWDM1

— System Hardware

— Controller Interfaces

System Interfaces

SCADA Controllers

OPC Integrator

Stations
Consoles

Printers

Sernver Redundancy

Distributed Serers

Experion Serer Peer Responder

SCADA Channel

Enable

Connection type

Error statistics
Total requests:
Total errors:

% Emors:

Barometer

Current value:

OK

Direct

9. Call-up display for WDM OPC SCADA Point.

1676

0.0000

Scope of

Associated ¢

Simulatiol

[ Enable s
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Control  Adion  Canfigure  Help

>
(-
& B
i3

088 06-0-2|xil

Station Edit View Control Adion Configure Help

A v o X | ® Q] zeomTokt = | Command # O &R OGDE O 0-2[x|li|«~ v« X|& Qfsomloft > | Command

Analog Point Detail

PWDM1CPUFREE
100.00
0.
SP 0.00 U
Pv | 92.31EU

General

Uniits
100%:
0%:

Bias and scaling
[ Enable addtional PV bias and scaling
Blas:

Scale

Services

[¥] Scanning and control enabled
¥ Alarms enabled

[ Joumal onky option

[ Manual PV

Field valve:

Displays
[#  Associated aspaay

Algorithms
PV aigorithm
Action aigosithm:

IAssets/Unassigned Items/PWDM1CPUFREE

2.1

o o

Analog Point Detail

PWDM2CPUFREE
Range
Units:
100%: 100.00
% 0.00
100.00 Bias and scaling
[ Enabie additional PV bias and scaling
Bias: [ o
Scale [ e
Services
(] Scanning and control enabled
[ Alams enanied
[7] Joumal oniy option
[ Manual PV
0. Field value 92.20
Displays
[ Associated aispiay:
sP | 0.00EU oy ugom o
PV I 92-20 E U Action algorithm: L
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About integrating OneWireless Network with Experion using the CDA interface

OneWireless Network can be integrated with Experion PKS system using the CDA interface
available on the WDM. To establish communication between the Experion system and the
OneWireless Network, you must connect the WDM to the Experion network. For more
information about connecting WDM with the Experion system, see the section
‘Establishing communication between OneWireless Network and Experion system”

After connecting the WDM to the Experion network, configure the OneWireless Network
components such as WDM and field devices using the Control Builder. For more
information about configuring the OneWireless Network components using Control
Builder, see the Experion PKS OneWireless Integration User’s Guide.

After the communication between the Experion system and the OneWireless Network is
established, the CDA parameters on the OneWireless user interface provides you
information about the WDM state, CDA statistics, and the peer connections of the WDM.
The following are the CDA parameters that are available on the user interface.

Selection Panel element Parameters and their descriptions

Configuration WDM State parameter indicates the WDM state in an
Experion system. This parameter displays the state as
Online, when the WDM is loaded in an Experion system.

WDM Command parameter on the CDA interface consists
o PHS Onabase of the following commands.

- None

— Clear CDA Database: This command is used to

CDA Log level

clear the CDA interface database from a running
WDM. You must clear the CDA interface database
when moving the WDM from one Experion PKS

system to another. If you do not clear the CDA
interface database, you may get an "invalid EEC"
error when attempting to load the WDM on a
different Experion PKS system.
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Statistics Displays the CDA statistics used for maintenance and
performance monitoring of the WDM. For the
specifications for peer responder rate and display
responder rate, refer to the Technical Specifications
document available at the Honeywell Process Solutions

website.

Total Responder Rate

Connections Displays the number of peer and display connections
between the WDM and the controller CEEs. It also displays
the details about incoming and outgoing connections
between the different CEEs.

For more information about the CDA parameters, see the OneWireless Parameter Reference

Dictionary.
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Activating GClI interface on the WDM

The Gateway General Client Interface (GCI) is an external interface that is used with GCl-based
client applications residing external to the WDM. GCl is a protocol that is used with client
applications that communicate with the wireless field devices using ISA100 Wireless standard.

To activate GCI interface on the WDM
1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select GCIl and click NEXT.

3. Select TCP Interface In the Interface list from Configuration tab.

ernet/TCP Interface Dptions

4. Under Interface Configuration,

e Inthe Ethernet Interface list, click the required option. The following are the

interface options available.
- FDN
- PCN
- SIN
Note: GCl interface is enabled only on the Ethernet interface selected
5. Under Ethernet/TCP Interface Options,
e Inthe TCP Port field, specify the default port number 4901.
6. Click Apply.
7. Expand Statistics tab to monitor performance of GCl interface.
8. Verify the following attributes to monitor the performance of the GCl interface.
e Message Rate: Number of messages processed by the interface, per second.

e Message Rate Max: Maximum number of messages processed by the interface,

per second.

9. Click Reset Statistics to reset all the GCl interface statistics.
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Activate ENRAF Ethernet UDP interface on the OneWireless user interface
OneWireless supports integration between WDM, SmartRadar FlexLine field devices, and
ENRAF applications (CIU Prime hardware, Engauge software). For more information, see

the ISA100 Wireless SmartRadar FlexLine User's Guide.

To activate ENRAF Ethernet/UDP interface on the OneWireless user interface
1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select ENRAF and click NEXT.

3. Select Ethernet/UDP Interface In the Interface list from the Configuration tab.

(DM, SmartRadar FlexLine field devices, and Enraf applications (CIL

s supports integratior

Configuration

Interface

nterface - Ethernet/UDP Interface RV

Licensing : Licensed

Serial Interface Options

Serial Port :

Baud Rate :

Parity

Ethernet Interface Configuration
Port Configuration Ea

4. The following options are available in the Port Configuration list under the Ethernet

Interface Configuration.

= FDN
= PCN
= SIN

The UDP port number of the port on which the WDM is connected is displayed.

5. Click Apply.
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Configure ENRAF serial interface

To access the field device data, you need to configure the Enraf interface from the
OneWireless user interface.

Prerequisites

e The SmartRadar FlexLine field devices are connected to the WDM using a serial
cable.

e The SmartRadar FlexLine field devices are joined in the ISA100 Wireless network.

e The GPU address and the FlexConn address configured for a SmartRadar FlexLine
field device must be unique for each device in the network.

For more information regarding the GPU address and the FlexConn address, see the
section “Configure SmartRadar FlexLine field device interface”.

e |fRS-485 serial communication is required, then connect the RS-485 serial cable
between the COM2 port of the WDM and the client.

To configure ENRAF serial interface

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.

2. Select ENRAF and click NEXT.
3. Select Serial Interface in the Interface list from the Configuration tab.
4. Configure the following under Serial Interface Options.
e Serial Port: Select the serial port on which the serial cable is connected. The
available options are COM1 and COM2.
e Baud Rate: Select 19200 as the baud rate for ENRAF serial interface.
e Parity: This is a read-only parameter and displays the value as None.
5. Click Apply.

Monitor performance of ENRAF interface

To monitor performance of ENRAF interface
1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.
2. Select ENRAF and click NEXT.

3. Go to Statistics tab.

OWDOC-X254-en-323A 276



Sta

Serial Interface

Message Rate : 0.000000

Message Rate Max - 0.000000

Ethernet/UDP Interface

Message Rate : 0.000000

Message Rate Max - 0.000000

4. Verify the following attributes to monitor the performance of the ENRAF interface.
e Message Rate: Number of messages processed by the interface, per second.

e Message Rate Max: Maximum number of messages processed by the interface,
per second.

5. Click Reset Statistics to reset all the ENRAF interface.

Activate MQTT in OneWireless Network

WDM supports Message Queuing Telemetry Transport Protocol (IMQTT), where it acts as
MQTT client to publish the topic data over the secured communication to MQTT Broker.

Enable MQTT interface

Prerequisites

e |fthe port configuration is selected as SIN, ensure that SIN is enabled in the WDM.
e MQTT communication is only supported in port 8883.

e Ensurethe WDM certificate is downloaded from the Software Downloads section
and added to trust store of the MQTT Broker.

e Ensurethe WDM certificates are downloaded and added to the trust store of the
Broker. In case of redundant WDM, both primary and secondary WDM certificates
need to be added to trust store of the Broker.

e  MQTT Broker's CA Certificate must be imported to the WDM from the Certificates
option.

E In the MQTT interface, if a hostname is used to configure as server, then

DNS has to be enabled in the respective interface.
NOTE

To enable MQTT interface

1. Select EXTERNAL INTERFACES in the Left Navigation Menu bar.
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2. Select MQTT and click NEXT.

3. Configure the following under Configuration Option.

e Interface: Select Enabled from the drop-down list to allow the MQTT
connection. Select Disabled to disable the MQTT connection.

e Port configuration: Port configuration can be configured in either SIN or
PCN interface. Default interface is SIN.

e Loglevel: Log level can be selected between Low and High.

4. Click Apply.

MQTT Log level

Lo
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Configure MQTT Server
1. Select Servers and Topics and click ADD SERVER.

2. Enter the details in Add Server Window as given below.
Note: Maximum 10 servers can be added.
e Server Name: Server name can be any user specified unique name.

e Select IP address and enter the IP address to connect to the MQTT Broker.
Note: Hostname option is not supported.

e Port Number: Port Number should be configured as 8883.

e Alive Interval (sec): Configure as the duration where the WDM MQTT client
will ping the broker. Connection drop will be checked within this interval.

e LWT Topic (optional parameter): This topic message gets published when
WDM connection is lost non gracefully from the MQTT broker. Default LWT

topic is lost clients.
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Add Server

Server Name

Eoee 0 1]

'@‘ IP Address ( :‘ Host Name

IP Address

e 1]

Port Number

8883

Alive Interval(sec)

B

Indicates required fields

3. Click Save.

4. Oncethe serveris successfully added, it appears in the Servers and Topics

window as shown below.

5. To Edit Server, Click on Edit under Actions.

Note: Ensure the connection status is disabled.
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6. Enterthe details in Edit Server Window as given below.

Server Name: Server name cannot be edited.

Select IP address and enter the IP address to connect to the MQTT Broker.
Note: Hostname option is not supported.

Port Number: Port number should be configured as 8883.

Alive Interval (sec): Configure as the duration where WDM MQTT client will
ping the broker. Connection drop will be checked within this interval.

LWT Topic (optional parameter): This topic message gets published when
WDM connection is lost non gracefully from the MQTT broker. Default LWT
topic is lost clients.

7. Click Save.

Edit Server

Server Name

@ 1P Address () Host Name
|P Address

192.168.1.10

Port Number

8883

Alive Interval(sec)

8. Enable/Disable MQTT Connection
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Note: Ensure that certificates are properly imported and exported for MQTT
secured connection to work and interfaces are accessible. To check the latest
connection of MQTT, click on Refresh on Server and Topics Window.

e Toenablethe MQTT connection, select Enabled from the connection drop
down list. If connection is successfully established with the MQTT Broker, the
connection status shows as Connected.

e |fconnectionis not established with the MQTT Broker, the connection status

shows as Disconnected.

e Todisablethe MQTT connection, select Disabled from the connection drop
down list.

9. To delete the server, select the server and click DELETE SERVER. Delete Server
will delete the server configuration and all the topics configured for the server.

Note: Ensure the connection is disabled before deleting the server and
deletion of multiple servers also supported.
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10. A pop -up window appears for the confirmation, click DELETE.

Delete Server

Are you sure you want to delete the selected servers?
Server Name : Test

Configure MQTT Topics
1. To add topic for a particular server, click (*) and then click Add Topic.

Note: Two topics with same name and same type cannot be added.

MQTT

2. Enter the details in Add Topic Window as given below.
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e Server Name: Server name cannot be edited.

e Topic Name: Select the topic name based on the nine predefined topics and type.

Topic Name Topic Type
RTLS_TELEMETRY Publish
RTLS_ANCHOR_CONFIG_WDM | Subscribe
WDM_ANCHOR_CONFIG_RTLS | Publish
RTLS_TAG_CONFIG_WDM Subscribe
WDM_TAG_CONFIG_RTLS Publish
WDM_TAG_CONFIG_WDM Publish or
Subscribe
RTLS_ALARM Publish
RTLS_DISTANCE Publish
RTLS_DISTANCE Subscribe

e Topublish tag telemetry data to Broker, select the topic name as
RTLS_TELEMETRY and type as Publish.

e LWT QOS (Quality of Service): Can be configured between QOS0O, QOS 1, and
QO0S2, where QOS2 is for best quality for transmission of respective topic data.

e Retain Last Message: Can be selected as Yes or No. If the retain message is

configured as Yes, whoever subscribes to this topic receives the latest message

from the broker on subscription.
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Add Topic

3. Click Save.

4. To edit the existing Topic, click on Edit under Actions.

Topic Name

RTLS_TELEMETRY

5. Enter the details in Edit Topic Window as given below.

Server Name: Server name cannot be edited.

Topic Name: Select the topic name based on the four predefined topics. For tag
telemetry data, select topic name as RTLS_TELEMETRY topic.

Topic type can be selected between Publish and Subscribe. For publishing
RTLS_TELEMETRY topic data, select Publish.

LWT QOS (Quality of Service): Can be configured between QOSO, QOS 1, and
QO0S2, where QOS2 is for best quality for transmission of respective topic data.

Retain Last Message: Can be selected as Yes or No. If the retain message is
configured as Yes, whoever subscribes to this topic receives the latest message
from the broker on subscription.
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ACTIVATE PROCESS CONTROL INTERFACES

Edit Topic

6. Click Save.
7. Toedit or delete Topic, server connection must be in Disabled state.
8. To delete the existing Topic, select the Topic and click DELETE TOPIC.

9. Apop -up window appears for the confirmation, click DELETE.

Delete Topic

Are you sure you want to delete the selected topics?
Server Name : Test
Topic Name: RTLS TELEMETRY

Monitoring MQTT statistics

Server Statistics

MQTT Statistics provides the following information:

General Statistics Description

Total Number of Connections Total number of configured MQTT Server

Number of Enabled Connections Total number of configured MQTT Server
which are enabled.
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General Statistics Description

Number of Active Connections Total number of configured MQTT
connections which are successfully
connected.

Number of Inactive Connections Total number of configured MQTT
connections which are in disconnected
state.

MQTT

0.000000 0.000000 0.000000 0.000000 o

0000000 0000000 0000000 0000000 o

0.000000 o

Fig. 26. Server Statistics
SERVER NAME: Name of Each Server.

NUMBER OF TOPICS: Total Number of Topics for each server.

CONNECTION STATUS: Status of Each Server. It will show “TRUE” if it is connected to
Broker or else it will show “FALSE”.

NUMBER OF CONNECTION DROPS: Total Number of times server is disconnected.

MSG RATE/SEC: Average rate of Publish and Subscribed messages per Second for each

server.

MSG RATE/HOUR: Average Success rate of Publish and Subscribed messages per Hour

for each server.

MSG FAILURE/SEC: Average Failure rate of Publish and Subscribed messages per
Second for each server.

MSG FAILURE/HOUR: Average Failure rate of Publish and Subscribed messages per Hour

for each server.

MSG THROUGHTPUT IN KBPS: Total length of Published and Subscribed message for

each server.

TIME STAMP OF LAST PUB MSG: Time stamp of Last Published Topic for each server.
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Topic Statistics

ACTIVATE PROCESS CONTROL INTERFACES

TIME STAMP OF LAST RECEIVED MSG: Time stamp of Last Subscribed Topic for each

server.
LAST TOPIC PUBLISHED: Topic name of the latest published topic for each server.
LAST TOPIC RECEIVED: Topic name of the latest Subscribed topic for each server.

NUMBER OF INVALID TOPIC MSG RECEIVED: Msg received from invalid topics for each

server.

=
=

SERVERNAME  TOPIC NAME TOPICTYPE MSGRATE/SEC  MSGRATEZHOUR MSG
FAILU

TIME STAMP OF
RE/SEC LA us
MSG

RTLS_TELEMETR2 0.000000 0.000000
RTLS_ANCHOR_CDNFIG_WDM 0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000
0.000000 0.000000

0.000000 0.000000

Fig. 27. Topic Statistics
SERVER NAME: Server Name for each topic.

TOPIC NAME: Name of the Topic.
TOPIC TYPE: Topic Type either Pub/Sub. It will display “2” for Pub and “1” for Sub.

MSG RATE/SEC: Average rate of Publish and Subscribed messages per Second for each
Topic.
MSG RATE/HOUR: Average Success rate of Publish and Subscribed messages per Hour

for each Topic.

MSG FAILURE/SEC: Average Failure rate of Publish and Subscribed messages per
Second for each Topic.

MSG FAILURE/HOUR: Average Failure rate of Publish and Subscribed messages per Hour
for each Topic.

MSGTHROUGHTPUT IN KBPS: Total length of Published and Subscribed message for
each Topic.

TIME STAMP OF LAST PUB/SUB MSG: Time stamp of Last Published or Subscribed
Topic.
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Administration

Administering users

About users and user roles

The WDM enables you to define user-specific settings by creating user accounts with the
required user roles. The following are the user roles defined by the WDM.

e Administrator — Authorized to manage the user accounts. Users with user role as
administrator can add, delete, or modify user accounts, change existing user’s role,
change password for the existing users, upgrade firmware, and provision the
infrastructure nodes. Only a user logged on with Administrator role has the ability to
provision and upgrade a WDM.

e View Only — Authorized only to read/view the device parameters and export the
system logs, alarm and event logs, and the reports.

e Instrument Tech — Authorized to configure operating mode for the field device
channels and provision only the field devices. This role also has privileges to
enable/disable write protection for the field devices.

By default, the WDM is configured with an administrator account. You can create multiple
user accounts and assign the user role, as required. Users with Administrator role can
create new users, delete users, change existing user’s role, and reset password for the

existing users.

The following table summarizes the default role-based access privileges enforced by the
WDM for performing different operations. Note that a user logged on with Administrator
role can override the default privileges, except for the operations that are grayed out in the
following table.

Table. 19. Default role-based access privileges

Function View Instrument | Professional | Administrator
Only Tech Installer
Read Y Y Y Y
Upload DD N Y N Y
Calibrate Device N Y N Y
Instantiate/Delete Channel | N Y N Y
Delete Device N N N Y
Provision Field Device N Y N Y
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Function View Instrument | Professional | Administrator
Only Tech Installer
Provision FDAP or Wireless N N N Y
Infrastructure Node
Configure Device N Y N Y
Publication
Replace Device N Y N Y
Upgrade Device N N N Y
Device Write N Y Y Y
Write Protect Device N Y Y N
Channel In/Out of Service N Y Y N
Download Support Software | N Y N Y
Export Logs/Generate Y Y Y Y
Reports
User Management N N N Y
Configure WDM Backup N N N Y
Provision WDM N N N Y
Configure WDM Network N N N Y
Settings
Configure Transmit Power N N Y N
Level
Data Change Allowed N Y Y Y
Enable WDM Developer N N Y N
Mode
Field Expandable Wireless IO | N N Y Y

TX power level can be configured for Honeywell devices only.

@ The Provision WDM function also enables you to configure the redundant

related parameters.

ATTENTION
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Create user accounts

To create user accounts
1. From the Left Navigation Menu bar, click System > Manage Users. The Manage
Users window appears.
2. Click Add New User.

3. Inthe Manage Users window, provide the user name, password and role.

ser role as administrator can add, ¢

USER NAME ROLE
User Name

administrator Admiristrator

test Administrator
Password Confirm Password

prof Prof Installer

Shafana Administrator

Admin Admiristrator

4. Click Save.

Edit user account

To edit user account

1. From the Left Navigation Menu bar, click System > Manage Users. The Manage

Users window appears.

2. Fromthe list of users on the Users pane, select the user account to edit and click the
Edit icon.

3. Editthe required account details, and then click Save.
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Delete user account

@ Note that you cannot delete the default user account (administrator)

configured by the WDM.
ATTENTION

To delete user account
1. From the Left Navigation Menu bar, click System > Manage Users. The Manage
Users window appears.

2. Fromthe list of users on the Users pane, select the user account to delete, and then

click Delete icon.
3. Click Delete in the confirmation dialog box.

If you logged on simultaneously using the user account that you want to delete, then it is

automatically logged off.

Change password

To change your own password
1. Click Change Password from the top-right corner of the Home page. The Change
User Password window appears.

2. Inthe Current Password box, type the current password and in the New Password

and Confirm Password boxes, type the new password.
3. Click Save. The message Password has been successfully changed appears.
4. Click Cancel to close the Change User Password window.

5. Restart the Web browser and log on to the user interface using the new password.

Reset password

If you are logged on to the user interface with administrative privileges, you can reset the
password of any user. For example, using an administrator account, it is possible to reset

the password for a user who has forgotten the password.

To reset the password of any user
1. From the Left Navigation Menu bar, click System > Manage Users. The Manage
Users window appears.

2. From the list of users on the Users pane, select the user account for which you need

to reset the password and click the Edit icon.
3. Typethe new password in the Password and Confirm Password boxes.

4. Click Save.
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Change user role

@ Note that you cannot change the user role for the default user account

(administrator) configured by the WDM.
ATTENTION

To change user role

1. From the Left Navigation Menu bar, click System > Manage Roles. The Manage

Roles window appears.

2. From the list of users on the Users pane, select the user account for which the user

role needs to be changed.
3. Click the appropriate user role in the Select User Role list.
4. Click Save.

The user account is modified with the new user role. If you have logged on using the user
account whose role is modified, then that user account is automatically logged off. You

must log on to the system again.

Manage user roles

Prof Instal

Administrator

B O O OO0 g O

Export Logs/Generate Reports

To add a new user role:

1. From the Left Navigation Menu bar, click System > Manage Roles. The Manage

Roles window appears.

2. Click Add New Role.
A new column is added to the list of users. The new user name is added as New Role

x (x is the number of user being created). You can edit the name of the user role.

3. Click Save. A new user role is created.

To delete user roles:

1. From the Left Navigation Menu bar, click System > Manage Roles. The Manage
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Roles window appears.

2. Selectthe role that to be deleted and click the Delete icon.

Roles

ROLES

View-Only

Instrument Tech

Administrator

testd

WESNWE

A confirmation dialog appears, click OK to delete the role.

To import user roles:

1. From the Left Navigation Menu bar, click System > Manage Roles. The Manage

Roles window appears.

2. Click Import and browse to the xml file which contains the user roles to import. Click
Open. All the user roles are imported to the existing WDM.

3. Click Save.

To export user roles:

1. From the Left Navigation Menu bar, click System > Manage Roles. The Manage
Roles window appears.
2. Click Export.

3. Browse to the location to save the existing user role information in an xml file.

4. Click Save.

Downloading support software

The Software Download option enables you to download software provided on the WDM.

To download support software:

1. From the Left Navigation Menu bar, click System > Software Download. The Software

Download window appears.
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2. From the Select Software list, select the required software to be downloaded. The
following software can be downloaded.

e Provisioning Device Application: The Provisioning Device Application is a
Windows Mobile PDA application that allows you to transfer network
configuration and security keys from your WDM to your access points and field
devices.

e OPC UA Proxy: The OPC-UA Proxy is used to connect OPC-DA clients to the
OPC-UA server running on your WDM.

e Modbus Configuration Backup: The Modbus Configuration Backup is the
running configuration of the Modbus interface, which includes all the points
configured in input, coil, holding and discrete registers. This configuration can
be restored using Templates under Maintenance from the Left Navigation menu
Bar.

e Secure Communication Software: The Secured Communication software is
required to configure secure communications between the windows nodes and
redundant WDM. Network Layer security is provided by employing IPSEC
policies. For more information on Secure communications, see the Wireless
Device Manager Secure Communication Guide (OWDOC-X584-en).

The Secured Communications software can be installed by following steps:
1. Save'SecureCommunication.msi" to your PC

2. Using your PC, open Windows Explorer and navigate to
‘SecureCommunication.msi". Click on MSI file

3. Follow on-screen prompts

e Android Provisioning Device Application: This application is developed to
provision ISA100 and WirelessHART devices using an Android mobile phone or a
tablet. It allows you to transfer network configuration and security keys to your
access points and field devices. It also allows you to read identification and
network state parameters directly from any device. It uses Bluetooth to
communicate with access points and field devices

The Android Provisioning Device Application can be installed by following steps:
1. Save AndroidProvDev.apk to your Android device.

2. Using your Android device, open File Explorer and navigate to
AndroidProvDev.apk. Click on the apk file to start installation.

3. Follow any on-screen prompts

4. Click Download to download the software to the computer.
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e HART DD to XML Converter: A windows-based tool to Change the HART channel
names and convert the HART DD to XML.The HART DD to XML converter can be
installed and used by following these steps:

1. Save DDToXMLConverter.exe to your PC.

2. Using your PC, open windows Explorer and navigate to
DDToXMLConverter.exe.

3. Click onthe DDToXMLConverter.exe to open the application. Select the
HART DD file through browse option provided by this application.

4. Change the channel names (PV,SV,QV,TV) as per the user needs and
click on the convert option. ZIP file will be created in the same location of
the exe file.

5. This ZIP file can be loaded into WDM using the Template upload option
in Ul in order to modify the channel names of those particular HART
device models.

Note: Use this application only in case you wanted to change the channel
name of the WirelessHART devices.
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Upgrading device firmware

E Firmware upgrade is supported only on ISA 100 devices.

NOTE

The FDAPs/PCAPs and field devices have radio firmware that can be upgraded. Some field
devices may have a separate application firmware, which handles the functioning of the
sensor in the device. This can also be upgraded over the wireless network. For more
information about upgrading the firmware of field devices, refer to the field device vendor’s
documentation. Honeywell field devices usually have separate firmware files for radio
firmware and application firmware. FDAPs have only radio firmware.

The firmware can support ISA2009, 2011, and WirelessHART.

Considerations

The following are some of the considerations for upgrading the device firmware.

e Youcan upgrade only the application firmware or radio firmware of a device at a
time.

e Youcan upgrade only the firmware of five devices simultaneously.

e Starting the radio firmware upgrade operation of lower hop and upper hop devices
simultaneously, results in the failure of upgrade operation of the lower hop device.
When the devices are in different hops, itis recommended to perform the upgrade

of only one device at a time.

Upgrading the radio firmware of a device, which routes communication between other
devices, results in communication failure as well as firmware upgrade failure.

Upgrading the WDM firmware

Download the latest WDM firmware file from the Honeywell Process Solutions website.

é * Upgrading the WDM firmware makes the WDM offline for some time.

During this operation, all the devices drop and join the network again.

CAUTION L . .
* Once initiated, you cannot abort the firmware upgrade operation.

e The WDM should not be turned off while the upgrade is in progress.

The steps for upgrading the WDM from R202 to R210, from R210 to R220 and then from
R220 to R230. or 230 to 240, R240.2/R300.2 to R310, R310.x to R320.x, R320.x to R321.x
and R321.x to R323.x are common.
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Prerequisites

Ensure that the speed/duplex setting for the network adapter of the computer is set to
Auto.

To upgrade the WDM firmware:

1.

a  w N

From the Left Navigation Menu bar, click FIRMWARE UPGRADE. The Firmware

Upgrade window appears.

. Click NEXT.
. Select WDM and click NEXT.
. Click NEXT.

. Click UPLOAD FIRMWARE FILE to navigate to the directory location of the firmware

file and click Open. The WDM firmware file has a .tar.gz extension.

Manual Firmware Upgrade
Initiate

FIRMWARE FILE NAME ACTION

Firmiware Package is not available. Please Upload.

The WDM Update dialog box displays the upload status. Once complete, the Firmware File

box displays the uploaded firmware file.

e.

Click Update.

The firmware upgrade starts and once complete, the user interface displays a

message indicating the result of firmware upgrade operation.

@ At times, the update may take longer than expected and the result of the

upgrade may not be displayed. Instead, a “Page not available” error may
ATTENTION [gppear. In such cases, wait for a minute and then redirect the browser to
“https://<ipaddress>/restartzfs.html” for viewing the result. Do not remove or
reboot the WDM during the upgrade process.

After the WDM upgrade is complete, the WDM reboots automatically.

. Close and restart the web browser.

Log on to the user interface again.

Verify the upgraded version of the WDM firmware as follows:
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a. Click Manage devices from Left Navigation Menu bar.
b. Expand Device Manager Summary from WDM property panel.

c. Under Identification, verify the Revision.

Upgrading the FDAP/access point firmware

Download the latest FDAP/access point firmware files from the Honeywell Process

Solutions website.
To upgrade the FDAP/access point firmware:
1. From the Left Navigation Menu bar, click FIRMWARE UPGRADE. The Firmware
Upgrade window appears.
2. Click NEXT.
3. Select Radio and click NEXT.

4. Provide the Device Type and Radio Model and click NEXT.

Manual
Initiates firm

Select Device Firmware Package Files I =] Summary
El‘ i ” Iis: -~ .

Device Type Radic Model

Access Point . FDAP2
o

TAG NAME LOCATION VENDOR MODEL DEVICE TYPE REVISION

AP_D096 Default Map Honeyweill FDAP2 Access Point 0w322.1-110

5. Select the device from the selection list and click NEXT.

6. Click UPLOAD FIRMWARE FILE to navigate to the directory location of the firmware file

and click Open. The FDAP firmware file has a .bin extension”
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Manual Rai

Firmware Upgrade
Initiat fi

forthe Radio

Available Firmware Package Files
Awailanie firmwars upgrace files are listed

FIRMWARE FILE NAME

(@ HON_FDAPZ Revl R3221140hin

g ) HON_FDAP2 RevB1 R322.1140bin

7.

ACTION

In the Available Firmware Files list, select the required firmware upgrade file.

By default, the firmware upgrade file appears in the list. If the file is not available in the list,

perform the following steps to open the firmware file.

a. Click UPLOAD FIRMWARE FILE to browse to the directory location of the

firmware upgrade file.
b. Click Open.

8. Click Upgrade.

The Firmware Upgrade Status dialog box appears. The Progress column displays the

progress of the upgrade.

Manual Radio Firmware Upgrade

S

~
-t

TAG NAME LOCATION VENDOR MODEL

PD_495_4CLL. Map4 Honeywell

2618 2420 01

REVISION

0OW322.1-41.0

STATUS

Progress

PROGRESS

0%

ACTION

2}

o
=
=

@ .

ATTENTION

adjacent to the upgrade status.

To remove the devices for which the firmware upgrade has been

To abort any firmware upgrade operation, click the Abort Upgrade icon

completed, click the Clear Upgrade icon adjacent to the upgrade status.

9. Verify the upgraded version of the FDAP / Access Point firmware as follows:

a) Click Manage devices from Left Navigation Menu bar.
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b) Expand Device Manager Summary from WDM property panel.

c) Under Identification, verify the Revision.

Upgrading the ISA100 Wireless field device firmware

The devices at the farthest hop level must be upgraded first.

To upgrade the field device firmware

Follow the same procedure in section “To upgrade the FDAP/access point firmware” for
ISAL100 Wireless field device firmware. Select Sensor Application instead of Radio in step

3.

O

ATTENTION

Sensor Application firmware must be upgraded before upgrading the radio

firmware.

O

ATTENTION |poard. Also, the SD card should not be write protected.

To initiate the firmware upgrade of the HCI-1WL (CAN-1WL) board using the
Application firmware, the SD card must be inserted in the HCI-1WL (CAN-1WL)

Closing the dialog box allows the upgrade operation to run in the background. The

upgrade status is displayed in the Notification list. Click the firmware upgrade notification

to open the dialog box again. If multiple users are simultaneously upgrading different

device firmware, all the users can view the progress of all the device upgrades.

While upgrading the application firmware of a field device, the LCD display of the field

device displays the firmware upgrade status. The status is displayed until the upgrade

operation completes or aborts.

Once the upgrade is complete, the status column displays the status as complete. If

firmware upgrade fails for a device, you can abort the upgrade and start again. To abort

firmware upgrade for individual devices, click Abort next to the status indicator.

O

ATTENTION

HCI-1WL (CAN-1WL) Firmware upgrade takes more time due to the
larger size of the firmware download. Ensure that HT link option is
enabled before starting the firmware upgradation.

Post completion of HCI-1WL (CAN-1WL) firmware upgrade, sometimes
the upgrade status shows as failed. In such cases, Warm restart the
device and the device rejoin with the updated firmware. This can be
verified by checking the firmware version in the device ISA100 Device

Summary.
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Configuring system configuration backup

About system configuration backup

OneWireless user interface enables you to configure system backup on a FAT32 formatted
USB drive connected to one of the USB slots in the WDM. The backup file created can be
used to restore the system configuration to a new WDM, or a WDM that has been reset to
factory defaults. System configuration can be backed up manually or WDM can be
configured to automatically backup system configuration whenever a configuration
change is detected. All system configuration data is included in the backup file created.

In automatic system configuration backup, a USB flash drive must be connected to the
WDM at all times. If automatic backup is enabled and the USB flash drive is disconnected
from the WDM, automatic backup stops and resumes when a flash drive is connected to
the same slot on the WDM. If the disk space on the backup drive is insufficient, you can

replace the disk with a new one without any backup configuration changes.

WDM state, ISA100 Wireless network state, WirelessHART devices, WDM configuration
changes, user actions, external interface configuration changes, and device topology
changes are monitored every five minutes to initiate an automatic system backup, when
enabled.

Configure manual backup

The Manual Backup option enables you to back up the system configuration manually.
This option is disabled when automatic backup is enabled.

You can back up the data on a USB flash drive or on a specified server.

@ For network backup, windows machine password must not contain space.

ATTENTION

To configure manual backup:

1. Connecta FAT32 formatted USB flash drive to any one of the USB slots on the WDM.
Alternatively, share a network drive on which you want the backed up data.

2. From the Left Navigation Menu bar, click SYSYTEM > BACKUP SETTINGS.

3. Select Backup Settings.
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Backup Settir
Thebac

Select Property

Remote c ) Backup Settings.

Select Backup Method

") Automatic Backup

Latest Backup

FILE NAME sz DESCRIPTION

No Backup Taken

4. Under Manual Backup, the Destination drop-down list displays the USB slots (to
which the flash drive is connected) and the Network Attached Storage. Select the

required option.

IM that has beer

Network Attached Storage (SMB)

BACKUP NOW

5. Ifyou select the Network Attached Storage (SMB) option, type the additional

information.
e UCN Path: Type the URL for the server location.
o User Name: Type the user name to access the specified server.
e User Password: Type the valid password.
6. Click BACKUP NOW.

The Backup Status dialog box displays the following information about the last

successful backup.

@ Manual and auto backups have an additional encryption password that

must be added when restoring the backup
ATTENTION

e Name: Name of the backup file.
e Size: Size of the backup file.

e Date: Date and time of last backup.
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e Description: The mode of backup configured (automatic or manual) and the
USB drive/slot number where the backup file was created. It also displays any

errors that occurred during a backup.

Configure automatic backup

You can configure automatic system configuration backup to back up the system
configuration automatically. To configure automatic backup:

1. Connecta FAT32 formatted USB flash drive to any one of the USB slots on the WDM.

Alternatively, share a network drive on which you want the backed up data.
2. From Left Navigation Menu bar, click SYSYTEM > BACKUP SETTINGS.
3. Select Backup Settings.

The Destination drop-down list displays the USB slot (to which the flash drive is
connected) and the Network Attached Storage. Select the required option.

Frequency (for every) 15 Minutes . Status - Auto Backup Not Configurad

USB4 No Device Detected

Network Attached Storage (SMB)

4. Ifyou select the Network Attached Storage (SMB) option, type the additional
information.

e UCN Path: Type the URL for the server location.

e Username: Type the username to access the specified server.
e User Password: Type the valid password.

e Periodicity: Select the required period.

The Status displays the current automatic backup status. Following are the
different status values that are displayed.

e Idle when automatic backup is not in progress.
e In Progress when automatic backup is in progress.

e Error when an automatic backup fails.
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e No Device when the backup device is not available on the destination USB slot
even though backup is enabled.

e Device Access Error when an error is encountered while accessing the backup
device on the destination USB slot.

e Device Disk Space Low when the disk space is low on the backup device.
e Auto Backup Not Configured when automatic backup is disabled.

The Backup Status displays the following details about the last successful
backup.

¢ Name: Name of the backup file.
e Size: Size of the backup file.
e Date: Date and time of last backup.

e Description: The mode of backup configured (automatic or manual) and the USB
drive/slot number where the backup file was created. It also displays any errors
that occurred during a backup.

Restoring the system configuration from a backup

See section Restore from Backup for more information.
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CONTROL OVER WIRELESS USING ONEWIRELESS

Control over wireless using OneWireless

Traditionally, industrial plants are use wireless technology for monitoring applications not
for control or safety due to wireless technology being a shared medium prone to
interference attacks.

OneWireless System has been designed considering these interferences, security, high
reliability, redundancy and guaranteed latency. These qualities of the OneWireless system
makes it suitable for control applications.

Typical OneWireless systems can be used for the following control applications such as
Temperature, Pressure, Tank Level control, Loading/Down-loading gantry.

Recommendation / Suitable control type for OneWireless system.

Type Based on Industry Recommendation

Closed loop Regulatory Control (Critical

1 Not Recommended
control loops)

Closed Loop Supervisory Control (Set Point

Control 2 T Recommended
Change, Process Optimization)

Open Loop Control (Based on

3 _ Recommended
Requirement/ Operator In-Person)

Event Action/ Sequence based (Based on

4 Recommended
Event /Small operation task)

Monitoring

Uploading/Downloading (Requirement

5 Recommended
based Task/ Action)
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Deployment Topology:

It is important to follow proper deployment rules for installing wireless devices for control
applications to achieve the performance requirement needed.

Wireless devices are installed at site based on their initial survey to ensure reliable
communications with each device through redundant network connectivity, at least two
communication paths are needed for each device from a wireless gateway. Each

communication link must be good.

The deployment topologies depend on the control loop latency requirements. Single
deployment topology does not work for all types of control loops. OneWireless system

supports two types of topology based on the control loop latency/response time.

Topology for 1 sec or faster loops

Wireless device deployments are completely based on loop criticality or data update to
control system. 1 sec or faster (500 msec) update rates are difficult to achieve over a
multi-hop mesh network due to routing delays. For such response times, it is recommend
to deploy wireless devices communicating directly to FDAP instead of going through a
mesh network. The following figures show such topologies. Figure 1 shows both the
measuring element and control element are wireless; Figure 2 shows measuring element is

wireless and control element is wired to the control system.
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CONTROL OVER WIRELESS USING ONEWIRELESS
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Topology for 4 sec or above loops

Wireless device deployments are completely based on loop criticality or data update to

control system. 4 sec or above update rates are achievable over a multi-hop mesh network.

The following diagram shows one such topology.
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CONTROL OVER WIRELESS USING ONEWIRELESS

Sending control commands to WirelessHART devices

Any WirelessHART device variable command can be written to the device. WirelessHART

device variable command can be Read or Write through Modbus and OPC interface. Two

Wireless HART device variable commands can be written parallelly.

OneWireless system can send control commands through Data Read and Write
functionality in WirelessHART.

Elements

Description

Command number

2 byte

Need to enter the command number in decimal format

Req data length:

1 byte

Need to enter the command number in decimal format

Read Req Bytes:

initially this is blank, you can enter whenever sending request,

it must be in hexadecimal format

for example, if you need to enter OxO1, Oxf2 then you need to
enter O1f2.

Response status

success or failure status

Res data length

Number of bytes of response data

Read sync time:

time by when the WDM get response from WirelessHART

device

Read command:

only read parameters

Write command:

to write parameters for WirelessHART

Read Response

Itis a hexadecimal string

Read response is updated when it has response data length

Write Response

Itis a hexadecimal string

Write response is updated when it has response data length

Write device variable 1

You can write device variable of wireless HART provided the

respective device variable is in input mode

Write discrete variable 1

You can write discrete variable
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Read Command

Command number :

Data length :

Write Command

Command number :

Data length :

Write Device Variablel

Value

Units Unknown

Status Bad, Not Limited
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Write Device Variable2

Coda ]

Command Coda Normal, Non-Simulation Mode

Valua man

Units Unknown

Bad, Mot Limitad

Write Discrete Variablel

Valus o

Status Simulation Mode

‘Write Discrete Variable2

|rdax L¥]

Value off

Status Simulation Mada

Responsa Coda

mgth

Control over wireless using OneWireless integrated with Experion

Wireless control can be implemented using PID OR PID Profit Loop (PID-PL) blocks in

Experion by integrating the wireless data from OneWireless to Experion either through
CDA/Modbus.

Honeywell OneWireless is tightly integrated with Experion PKS system. See the
OneWireless Experion PKS Integration Guide for more information.
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PID - Profit Loop

Honeywell's patented algorithm that represents a SISO (Single Input Single Output) -Profit
Loop PKS Control Algorithm belongs to a class of controller known as “Model Predictive
control”. These controllers rely on a dynamic model to predict future movement in the
process variable. If this predicted PV does not meet the control objectives [maintain a set
point], control action is taken to realign the PV with its objectives and can increase process
stability.

By definition, PID Profit Loop offers advantages over the traditional PID control

techniques.

Features: Range and Dual Range control, handles complex dynamics, Predictive alarming,
Handles Asynchronous PV input & Profit Loop Assistant

e Profit Loop Assistant can be launched from Point detail page
e Modeling wizard

— Model by loop type

— Model from loop tuning
— Model by step testing
— Model by direct entry

See the PID-PL document.

In contrast, a PID controller uses past and current error trajectories to restore the PV to its
SP within one control move, regardless of the long-term consequences of the move.

Using Wireless transmitter for control applications, control strategy must compensate for
Asynchronous measurement updates. PID-PL has a configuration where it handles the
Asynchronous Process value updates. Configuring “OnPVChange” makes sure PID PL
handles the non-continuous measured values through wireless. Below figure shows the

Asynchronous mode configuration required for wireless control using PID-PL.
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REGCTL:PID-PL Block, PIDA - Parameters [Project]

Cofiguration Paramsters Woritoring Parsmsters Block Prefersrioss Templsts, Dfirin
Main Agorithm SetPoint Output Advanced Mams SCM Idertification Dep
Model Optimization
Transfer Function
Numerstor Cosfficients:  Demominstor Cosficisnts: Optirmizer Mods: OFTTARGE ~
51 1
J—
52 -
s s
P Offset-
Pracess Gain (%/ %) 02111089
- C—
Desdtims fminutss) 03333333 High Limt D
Update Model Resst Model PV Configuration
Asynich PV Option
Cortruions
s
Pracess Gain Units: UPV/4OP v OnPyChange
Start Assistant

Control Over Wireless Network- Wireless Input & Output device variables are dependent on
Wireless Network, Signal Quality or Device placement and so on. The following are the
details of both parameters that are handled by Profit Loop.

Wireless Input device delayed in receiving PV: Wireless process variable (Input)
Communication fail OR Input Device Drop, Profit loop Model optimizes the impact based
on process configurations set for the loop. Once wireless PV restore it continues. Control
actions have minimal impact (No such abrupt valve movements) as output is being
corrected based on PID-PL model.

Stale limit on wireless input must be configured where in case of any wireless
communication failure last good value are sent or used for the configured stale limit. Have
1 to 120 Seconds of stale configuration available in OneWireless

Wireless Output: Wireless Output device delay in writing output (Valve Output)-

Control loop operation, if any wireless Output Write communication fails OR Device Drops,
PID PL block output goes to defined fail safe state which is based on engineering solution
in control strategy.

Fail safe state in wireless output device:

For additional safety to Device / Process operation User must configure failsafe value on
Wireless Output device to ensure complete safety of process / plant.
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Wireless control loop example using PID-PL in Experion

PID-PL block: Used for actual control with Measured value from wireless transmitter is
been connected to the PV pin of PID-PL loop and SP configured to the required setpoint
value. The OP pin is connected to the AUTOMAN block and then through SWITCH block is
finally written to the wireless transmitter through a PUSH block.

PUSH block: Used where the Wireless output value from PID-PL is pushed from controller
to wireless gateway which writes the value to the device. Failure in writing to device
through wireless gateway can be detected based on the STORESTS and LASTSTORESTS
flag of this block.

DATA ACQA block: Used to detect if there is any failure in communication from Output
device to controller or any BAD process value from the output device. This can be used if
we have a readback value available for the output device.

AUXILIARY CALCULATION(CAUXCALCA) blocks: Used where logic is written such that a
flag has been raised if either push blocks OP write failure or Readback of Output device
failure is triggered. This flag is linked with SWITCH block such that it triggers failover and
back initializes PID-PL block through AUTOMAN block. Such that control loop can be sent

to failover state in case of communication failure.

The following example shows where failsafe is detected based on any disruption of
wireless output readback or when wireless output cannot be written to the device, due to

device disconnected from wireless or device is in configuration state.

ISA100 Wireless DP Level Transmitter: PD_4097 is pressure device and which is used to
detect the level of the tank. The PV of this device is connected as the input of PID-PL block

ISA100 Wireless Flow Serve PMV D3 Positioner Valve: TO22FFO0000274B8 is the valve
and the PID-PL output is finally driving the position of this value.
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Control over wireless using both input and output transmitters are wireless

PO _$857 3C1.CHo1 Al 1AV VALUE

Ld
e .
PIDA 0T

s

|Q HIALM TYPE MNONE
MODE AUTO
MODEATTR OPERATOR
INITMAN OFF
ARWNET[1] NORMAL
ARWOP NORMAL
FBORSTS NOTCON
oF 5880122
CTLEQN PROFITLOOP
CTRLMODE SETFOINT
OFTMODE OFTTARGET
STEADYSTATEFW 180
STEADYSTATEOPEW 39.82721

UTILITY:NUMERIC
NUMERICA

REGCTLSWITCH

SELXFLIT)
; = SWITCH
ORDERINGM 7 T022FFO0000Z74B8.CHOT A 0.OPVALUE
INFLOATE4,
DESC DESG
EUDESC
HIALM TYPE NONE
SELXFLIZL | MODE CAS INPUTCHGDE
OFF| MODEATTR OPERATOR STORGNCHGENE OFF
N
ARWNET[1] NORMAL
ARWNET(2] HILO
P NORMAL
FBORSTS NOTCON
SELXINP 1
fout SELXDESG =)
N

TOZ2FFO0000274ES CHI7 AD DREADBACKVALUE

/—w
INBOOLEAN louTBocLEAN
— —
NINT32 louT T3z INBOGLEAN, LTV TYPECONVERT |ouraoouean
T I e —— = TYPECONVERTA_2 ot 1
1N FLOATSS louT FLoATES Pt AROAEAKEALE oy wnTs2 | ExecsTs oK |oUTiNTaz
DATAAGT:DATAAGD:
— AUXCALCA 5ob P THRESHOLD 0.001 [0
INENUM, louTENM 1] INFLOATE, louTFLosTes
P\i‘ . . s[l TRUNCATEOPT Truncate E
—
PVSTS NORMAL INENUM, louTErLm
R Jenitio
4BOOLEAN LT IYPESONVERT |oureaceenn
* TYPECONVERTA__1
MBLATARERE ) et lovryimaz
X EXECSTS Ok
( Y AUXCALCA 1 foooh THRESHOLD 0.001 [7
= INBOCLEAN 1] INFLOATE, louTFLosTes
_ = e TRUNCATEOPT Truncate (OUTS
CM PID VaiveOP Write. PUSHA STORESTS . PV 0 :1[2 wzuuu‘l ::\mmuu
PUSTS NORMAL
— [Far®  eROw Jewit
N FLOATSS le
i =g
INENUM, louTEnM
—*
—
R
I4BOGLEAN louTBOOLEAN
— [+
CM_PID VaveOP Write PUSHALASTSTORESTS
NT32 louTmeraz
— —
INFLOATE, louT FLosTes
—
INENUM, louTENuM
—
-/

Tank Level Control Over Wireless (Test Results)

Measuring Elements (PV): Differential Pressure Transmitter for level — XYR6000 (ISA100
Wireless)

Control Element (OP): Flowserve PMV D3 Positioner with Valve assembly- ISA100 Wireless
Control System: EPKS R510.1 with C300 Controller
WDM: OW320 Release; Setup: 2 FDAP, 2 LPFR, 6 FDs

e Test
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— Set Pont/Process Operational Run Time (Packet loss OR PV Stale :0) —

— SPchange: 190 to 210 mm (Packet Loss or PV Stale: 0) —

— SP Change: 210 to 230 mm (Packet Loss OR PV Stale: 180 Sec) —OP Write as
per Model

— SP Change: 230 to 250 mm (Packet Loss OR PV Stale: 50 Sec)- OP Write as per
Modeland Once PV resumed it continued OP write, No impact on loop.

% | [l [5: oM Pt _valvece wirite FIDAPY

Run time(PV & SP)

Bl sP: set Point

20.0

0.0
10:35:00 10:40:00 10:45:00 10:50:00 10:55:00 11:00:00 11 :O.S:Ilﬂ 11:10:00 11:15:00 11:20:00 |D?-0:-2019 0 |ll'33'23 i
il | | (PAUSED) <4 | 11 b | By & 2L
Pan PareID Patamsler Descipton L Sl [%) High Scale %] L01-2013 11:30:47
|5 .E‘M_:"ID_\:"abeOP_'u‘,'r.‘.e PIDASE 0.00 100,00 250,000 1
(o BYECRAVECSWC e ) 2334
¥ lCh’i_F‘ID_Voh'EOF'_\"."r‘.a FIDAOP 0.00 100,00 2458% |

OWDOC-X254-en-323A 317



ISASECURE LEVEL1 CERTIFICATION

ISA Secure Levell Certification

WDMY model with R320 release as passed the ISASecure EDSA Levell certification.

The manufscharer

e Certificate / Certificat

g Cenified Device

ISASecure Zertifikat / SHREE

TIE,
ceRFis, HPS 1808036 G001

exida hereby confims that the
Wireless Device Manager

-
£ oo
Ve 1 cart®

Manufactured by
Certification Report: Honeywell Process Solutions
HPS 1208035 WDM R320 i ;
ISAS ecure Cert Report VIR Phoenix, Arizona
{or kater) USA

Vi

3 Has been assessed per the relevant requirements of:
This Cartricate ks nesiricied o e specified

ISASecure™ Embedded Device Security
Assurance Program
2.0.0

And meets the requirements for:

SECURITY LEVEL 1

Model Mumber. WDMY

System Software Version: R320

ISONEC: 170685
PRODUCT CERTIFICATION BODY
#1004
ISASecure Chartered Laboratony:

exida

80 Morth Main St
Sellersville, PA 18060
License: [SCHCLDOOA
ACLASS Cert Mo: AT-1531
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Secure Communications

For more information on Secure communications, see the Secure Communication Guide
(OWDOC-X584-en).
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TROUBLESHOOTING AND MAINTENANCE

Troubleshooting and maintenance

Replacing devices

You can replace a failed FDAP, Access Point, or a field device with a new device. Replace
operation restores all the configuration information to the new device. This includes the
position of the device on the map, device name, channel names, publication,
configuration, and so on. Note that device notes from a failed device are not restored to
the new device.

Considerations

e Afailed device can be replaced with a new device, only if the new device
specification is identical to the failed one.

e Device role must be identical for the devices that are undergoing replacement
operation. That is, a field device can be replaced only with a field device and a
routing field device can be replaced only with a routing field device.

e Device to be replaced must not be part of another replacement operation.

e [or FDAP and field device, the radio vendor and radio model of the failed device and
the new device must be identical.

e Forfield devices, the application vendor and application model of the failed device
and the new device must be identical.

e Forfield devices, the number of channels and the channel types of failed device

and the new device must be identical.

Prerequisites

e Ensure that the failed device is offline and that it is not deleted.

e Ensure that the new device’s tag name, type, radio vendor, and radio model is read
by the WDM.

e Ensure that methods are not running for any of the channels of the new field
device.

e Ensure that new device's firmware is not undergoing any upgrade operation.

e Ensure that new device's channels have been read by the WDM.

To replace devices:

1. Provision the new device to allow it to join the network.
2. Perform one of the following:

e Forreplacing a field device with instantiable channels, verify that the new
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device’s instantiable channels are identical to that of the failed device.
Or

e If not, perform channel instantiation to make the channel configuration identical
to the failed device. For more information, see the section “Configure channel
instantiation”.

3. Toreplace a field device, set the channel to O0OS mode as follows:
a. From the Menu bar, select the field device channel.
b. Expand Mode in the Property Panel.
c. Inthe Target list, click OOS and then click Apply.
The channelicon appears as blue indicating the OOS mode.
4. Onthe Selection Panel, select the newly added device.

5. Dragthe new device icon and drop it on the failed device on the map. The Device
Replacement dialog box appears.

6. Click Replace failed device <device name> with <new device name>.
7. Click OK

The Device Replacement Status dialog box appears indicating the progress of replace
operation. The status bar also displays the status. If you close the Device Replacement
Status dialog box, click the Device replacement in progress pane in the status bar to
open the dialog box.

8. Afterthe device replace operation is complete, the Device Replacement Status dialog
box displays the result.

@ If a device replace operation completes with errors, it implies that one or more

attributes of the device is not restored successfully. In this case, manually
ATTENTION (inspect the device and channel configuration from the Property Panel and
correct any incorrectly configured attribute.

9. Click Clear List to clear the list of device replace operations.
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Removing devices

You can remove a failed device from the network. A device that is removed can rejoin the
network only if it is assigned a new provisioning key.

Considerations

e Removing an online device resets the device configuration to factory defaults. This
results in the loss of provisioning data from the device.

¢ Removing an offline device makes the security information of the device invalid, but
retains the provisioning data in the device. Though the device retains the

provisioning data, it must be authenticated again to allow it to join the network.

To remove a device:

1. Onthe Selection Panel, select the devices that you want to delete.

If you are deleting an online device, change the channel mode to OOS for all the
channels.

2. From the Menu bar, select Provisioning and select Delete Devices and click Next.

Provisianing

Salect OTA Pry

Selact PDA Provisioning

3. Select the device you need to delete and click Delete.
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Resetting/removing WDM

Like any other device, you can reset/remove a WDM using the Delete Selected Device icon

on the Property Panel. Resetting or removing WDM is possible only if WDM sync is
disabled. Resetting the WDM removes all the system and configuration data and resets
the WDM to factory defaults.

f} This operation results in significant changes in the system configuration.

CAUTION |3 definite requirement.

Honeywell recommends you to perform this operation only when there is

To delete/reset a WDM:

Delete PDA Devices

From the Menu bar, select Provisioning and select the devices or WDM from Delete

WDM or Devices option and click Next.

Click Delete.

This resets/removes the WDM.

Use default FDN or PCN IP address to access WDM after the WDM is reset to defaults.
Restart the Web browser to run the First Time Configuration Wizard.

You can either configure the WDM using the First Time Configuration Wizard or
restore the system configuration using the latest available backup. If you are
configuring the WDM using the First Time Configuration Wizard, you need to
transfer new provisioning keys to the provisioning device and provision all the

devices in the network.

1. From the Menu bar, select Provisioning and select Delete PDA Devices and click

Next.

Provisioning

clmes HART cevices can be provisicres Losing provisiringdioes.

Delete WOM or Devices
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2. Select the device you need to delete and click Delete.

Delete PDA Devices

3. Awindow appears to provide the confirmation.
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Restarting devices

To restart a WDM:
1. Click Mange Devices from the Menu bar and select WDM.

2. Expand Device Management in the Property Panel.

_] wdml

Device Manager

Device Manager Summary

System Manager

AllUSE Ports
Enable USB Poris -

'WDM Developer Mode

3. Click Reset WDM. The WDM restarts.

To restart FDAP/Access Point/field device

1. From Manage Devices, select the device to be restarted.
2. Expand Device Management in the Property Panel.
3. Inthe Join Command list, select one of the following options.
e None
e Warm Restart — preserves static and constant attributes data.

e Restart as Provisioned — corresponds to the provisioned state of the device in

which the device only retains the data received during its provisioning.

4. Click Apply.
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About NTP status

The NTP Status panel in the WDM Properties Panel displays a number of NTP process
attributes, which are mostly useful for debugging purposes.

To view the NTP Status Display:
1. Select WDM from Manage Devices.

2. Expand NTP Status in the Property Panel.

NTP Status

System status

Mean offset 0279574
Mean frequency offset 39112999
Leap indicator None
Sync source NTP

Last system event ClockSync

Peer status

Dispersion 18281000
Root dispersion 0.000000
Peer address 192168.253.100
Peer Selection status SysPeer

Last event Popcorn

Peer association status

Host Reachable

Persistent Association

Flash error status
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NTP server unreachable

When the NTP server is not responding to NTP communication from the WDM, the WDM
raises the NTP server not reachable alarm. In the NTP Status panel, under Flash error
status section, the Peer Unreachable appears in blue color and indicates as ON, and
under Peer association status section, the Host Reachable appears in grey color and
indicates as OFF. Depending on the internal state of the NTP process, it takes 8.5 minutes
or more to detect that the server is not reachable.

NTP server reachable

The NTP server unreachable alarm returns to normal when the server is reachable again. In
the NTP Status panel, under Flash error status section, the Peer Unreachable appears in
grey color and indicates as OFF, and under Peer association status section, the Host
Reachable appears in blue color and indicates as ON. Depending on the internal state of
the NTP process, it takes 8.5 minutes or more to detect that the server is not reachable.

Peer rejected

The NTP process determines the time quality of the server over several communication
packets based on various time and frequency measurements. Based on these
measurements, the NTP process may reject a server but still continue to communicate
with it and perform the time measurements. Until the server's time quality improves, the
NTP process keeps the server marked as rejected. In the NTP Status panel, under Peer
status section, the Peer Selection status is set to Reject. When a server is in rejected state,
the NTP process does not try to sync time from the server.

Peer selected

The NTP process may reject a server for several reasons. For example, the server itself may
not yet have synchronized to the root time server. While the server is rejected, the NTP
process keeps performing the time and frequency measurements with the data received
from the server. When the reference time quality improves, the NTP process selects the
server as a system peer and starts synchronizing time with the server. In the NTP Status
panel, under Peer status section, the Peer Selection status is set to SysPeer.

Mean offset

The NTP process monitors time from a server selected as a system peer and calculates
how much correction must be made to the system time. In the NTP Status panel, the Mean
offset indicates the additional remaining correction to the system clock. A positive value
indicates that the system clock is behind the reference clock. As the NTP process slowly
corrects the system time, the system clock slowly approaches the reference clock and the
mean offset reduces.
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Time synchronization

In the NTP Status panel, under the System status section, the Mean frequency offset field
indicates the periodic correction applied to the system clock. Positive values make the
clock go faster while negative values slow it down. When the NTP process starts
synchronizing with a server, depending on how far the two clocks are, it may set the
frequency offset to the maximum value (+/-500 ppm). This is unusually high for a good
clock and is an intermediate value. ISA100 Wireless network devices correct their clocks at
a maximum rate of 60 ppm. If the WDM's clock is corrected at a higher rate, the ISA100
Wireless network devices may further apart in time, resulting in devices reporting a clock
drift alarm. The WDM generates an NTP frequency error alarm when the frequency offset is
> 60 ppm. As the WDM'’s system time converges and the offset reduces, the frequency
offset gradually reduces to a more realistic value. The NTP frequency error alarm returns to
normal when the frequency offset reduces to below 30 ppm. The NTP process adjusts the
clock in small steps so that the time-scale is effectively continuous and without
discontinuities. This makes clock correction slow. In a system with a redundant or backup
WDM, the backup WDM uses the primary WDM as its time server. If the primary WDM is
configured to use an external NTP server, it may take some time for the primary WDM to
synchronize with the NTP server and then the secondary WDM synchronizes, after some
more time, with the primary WDM'’s time.
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Generating reports

The OneWireless user interface enables you to generate and view various reports about

connectivity, device health, and battery life of the devices in a network.

You can generate and view the following reports:

Battery Life: Lists all devices that require battery replacement and lists the devices
with battery level less than 50%.

Device Health Overview: Lists all the devices with wireless network disconnection

and alarms.

Device Summary: Provides a summary of each of the device that is configured in
the network. The report does not display the details of the devices that are filtered
out using the Filter option.

Device History: Lists all the device status changes. For example, status change
from online to offline device, routing to time synchronization, non-redundant

connection to redundant connection.

Connection Summary: Provides a summary of current status of device connections
in the network, redundancy state, and lists all connections with a poor or
unacceptable signal strength and quality. The RSQI value when less than 64 results

in poor or unacceptable signal quality.

Connection History: Lists all the history of connection changes. For example,
change of RSQI, RSSI, transmit fail ratio.

Inventory Summary: Provides a count of all the different devices connected to the
OneWireless network, including the vendor make and the model.

Availability Summary: Provides the summary of Device Name, Short Address,
Availability, Latency, Turnaround time, Publication Success Rate, Uptime, and
Device Drop Count of the devices. See the following table and the illustration for
more information.

3308 GWR_TX
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Field Names ’ Description

Device Name

Name of the device

Short Address

Short address of the device

Availability (%)

Device availability from the time it was provisioned to the

network

Latency (secs)

Average time taken to publish by wireless sensor to the WDM for
the configured publish rate

Turnaround time (secs)

Average time taken for WDM requests for measurement data
through the wireless gateway to the target wireless sensor and
the wireless sensor acquires a measurement and responds to
the WDM request

Publication Success Rate
(%)

Percentage of number of publish received from the wireless
sensor vs the expected number, based on the publish rate
configured

Uptime (secs)

Device uptime from the time it joined the network

Device Drop Count

Number of times the device dropped from the network

Note: Latency, Turnaround time and Publication Success Rate is not applicable for
Access Point and Access point as Router.
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TROUBLESHOOTING AND MAINTENANCE

Exporting and saving system logs

OneWireless user interface enables you to export and save the system logs that record
information about events in the application instances. Export System Log option exports
and saves the system log in a .tar.gz (compressed archive) format in the system for future
reference. The system logs are primarily used for debugging by Honeywell Technical
Assistance Center (TAC).

@ For WDMs configured as redundant, export the system logs from both

WDMs when reporting an anomaly or requesting clarification.
ATTENTION

To export and save system logs:
1. Click Export System Log under System from Left Navigation Menu. The Export
System Log dialog box appears.
2. Click OK.
The Save As dialog box appears.
3. Savethe logfile.

The system log files are saved in *.tar.gz format. The Export System Log in Progress
message appears. After the system log is saved, Export System Log completed
successfully message appears indicating that system log has been saved

successfully.

4. Click OK.
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Reporting anomalies

If you encounter any errors in the OneWireless Network that you cannot resolve, contact

TAC. The following are required while contacting TAC for assistance.

e Exportand collect system logs. For information on exporting system logs, refer to

the section “Exporting and saving system logs”

e Take a system configuration back up. For information on taking a backup, see the

section “Configuring system configuration backup” .
e Contact TAC and provide the following.

— System logs from both WDMs, if configured for WDM redundancy.
— The system configuration backup, if required

— Affected device tag name and the exact description of the anomaly
— Time when the anomaly occurred

— To export the System Events history
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TERMS AND DEFINITIONS

Terms and definitions

Terms Definition

DD files Device Description files

DSSS Direct Sequence Spread Spectrum
Field Device Access Point (FDAP) is a wireless infrastructure node that acts as

FDAP an ISA100.11 and WirelessHART 1/0 access point and a mesh node member.
FDAP can communicate with ISA100 2009 version, ISA100 2011 version, and
WirelessHART field devices.

FDAP Gen3 | Field Device Access Point

FDN Field Device Network

FEWIO Field Expandable Wireless |10

Field device

A general term for process sensor (input) or process actuator (output) device.

GClI Gateway General Client Interface
HART Highway Addressable Remote Transducer
OTAP Over the Air Provisioning
Process Control Access Point (PCAP) is a wireless infrastructure node that
PCAP acts as an ISA100.11 and WirelessHART 1/0 access point and a mesh node
member.
PCN Process Control Network

Provisioning

handheld Includes Personal Digital Assistant (PDA), mobile PCs and so on.
device
RSQI Receive Signal Quality Index
RSSI Receive Signal Strength Index
SIN Special Interface Network
TXFR Transmit Fail Ratio
Wireless Device Manager (WDM) is a device that manages both the
WDM ISA100.11a and WirelessHART field device network and all the ISA100.11a and

WirelessHART related components connected to the OneWireless network.
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Terms Definition

WDM

ireless Device Manager (WDM) is a device that manages both the
ISA100.11a and WirelessHART field device network and all the
ISA100.11a and WirelessHART related components connected to the
OneWireless network.

FDAP

Field Device Access Point (FDAP) is a wireless infrastructure node that
acts as an ISA100.11 and WirelessHART 1/0 access point and a mesh
node member. FDAP can communicate with ISA100 2009 version,
ISA100 2011 version, and WirelessHART field devices.

PCAP

Process Control Access Point (PCAP) is a wireless infrastructure node
that acts as an ISA100.11 and WirelessHART I/0 access pointand a

mesh node member.

FEWIO

OTAP

Field device

Field Expandable Wireless |10
Over the Air Provisioning

A general term for process sensor (input) or process actuator (output)
device.

Provisioning handheld

Includes Personal Digital Assistant (PDA), mobile PCs and so on.

device

DD files Device Description files

DSSS Direct Sequence Spread Spectrum
FDN Field Device Network

PCN Process Control Network

SIN Special Interface Network

HART Highway Addressable Remote Transducer
RSSI Receive Signal Strength Index
RSQI Receive Signal Quality Index
TXFR Transmit Fail Ratio

GClI Gateway General Client Interface
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TERMS AND DEFINITIONS

NOTE

Note that in this document, a reference to wireless field devices include
ISA100 Wireless devices, WirelessHART devices, and Wired HART devices
unless otherwise mentioned. Specific device type is mentioned as and
when applicable.

NOTE

Note that in this document, a reference to WDM includes WDMX and
WDMY unless otherwise mentioned. Specific WDM is mentioned as and
when applicable.
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Notices

Trademarks
Experion®, PlantScape®, SafeBrowse®, TotalPlant®, and TDC 3000° are registered
trademarks of Honeywell International, Inc.
ControlEdge™ is a trademark of Honeywell International, Inc.
OneWireless™ is a trademark of Honeywell International, Inc.

Matrikon® and MatrikonOPC™ are trademarks of Matrikon International. Matrikon

International is a business unit of Honeywell International, Inc.

Movilizer® is a registered trademark of Movilizer GmbH. Movilizer GmbH is a business unit
of Honeywell International, Inc.

Other trademarks
Microsoft and SQL Server are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

Trademarks that appear in this document are used only to the benefit of the trademark

owner, with no intention of trademark infringement.
Third-party licenses
This product may contain or be derived from materials, including software, of third parties.

The third party materials may be subject to licenses, notices, restrictions and obligations
imposed by the licensor.

The licenses, notices, restrictions and obligations, if any, may be found in the materials
accompanying the product, in the documents or files accompanying such third party
materials, in a file named third_party_licenses on the media containing the product.

Documentation feedback

You can find the most up-to-date documents on the Honeywell Process Solutions support
website at:

https://process.honeywell.com

If you have comments about Honeywell Process Solutions documentation, send your
feedback to: hpsdocs@honeywell.com

Use this email address to provide feedback, or to report errors and omissions in the
documentation. Forimmediate help with a technical problem, contact your local
Honeywell Process Solutions Customer Contact Center (CCC) or Honeywell Technical
Assistance Center (TAC).
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NOTICES

How to report a security vulnerability

Support

Training classes

For the purpose of submission, a security vulnerability is defined as a software defect or
weakness that can be exploited to reduce the operational or security capabilities of the

software.

Honeywell investigates all reports of security vulnerabilities affecting Honeywell products

and services.

To report a potential security vulnerability against any Honeywell product, please follow the

instructions at:

https://honeywell.com/pages/vulnerabilityreporting.aspx

Submit the requested information to Honeywell using one of the following methods:
e Send an email to security@honeywell.com; or.

e Contactyour local Honeywell Process Solutions Customer Contact Center (CCC) or

Honeywell Technical Assistance Center (TAC).

For support, contact your local Honeywell Process Solutions Customer Contact Center
(CCQ). To find your local CCC visit the website,
https://process.honeywell.com/us/en/contact-us.

Honeywell holds technical training classes that are taught by process control systems
experts. For more information about these classes, contact your Honeywell representative,

or see http://www.automationcollege.com.
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